Case 1:23-cr-00470-CPO *SEALED* Document 1 *SEALED* Filed 06/14/23 Page 1 of 26
o - PagelD: 1 '

2013R0O1333/AMT/AAH/LKB/CG | ‘ RECE'VED |

UNITED STATES DISTRICT COURT JUN-Y 42003
DISTRICT OF NEW JERSEY AT8:30 Jeufs Py
‘ CLERK, U.S. DISTRICT COURT - DNJ
UNITED STATES OF AMERICA < Hon. '
V. : Cnm. No. 23- ‘—-{70 CPD>
"MAKSIM SILNTKAU, ©: Count |
a/k/a “Maksym Silnikov,” : -+« (Conspiracy to Commit Wire Fraud)
a/k/a “Maksim Silnikov,” ;18 U.S.C. §§ 13489, 3559(g)(1)
a/k/a “Maxsim Andreyevich Silnikov,” T
a/k/a “Maksym Mykolaiets,” : Count 2
ANDREI TARASOV, and . (Conspiracy to Commit Computer
VOLODYMYR KADARIYA, : PFraud and Abuse) -
a/k/a “Volodymyr Kadaria,” : 18 U1.S.C. §§ 371, 3559(g)(1)

a/k/a “Vladimir Kadaria™
Counts 3-4
- (Wire Fraud)
18 U.S.C. § 1343
18US.C.§2

. FILED UNDER SEAL

INDICTMENT

The Grand Jury in and for the District of New Jersey, sitting at Newark,

. charges:
‘Count 1
(Conspiracy to Commit Wire Fraud)
Introduction
1. From at least in or about October 2013 through in or about March 2022,

the defendants .set forth belm.v, together with others, devised and executed an
international wire fraud and .con-]puter hacking scheme to use malicious online
advertising campaigns—so called “m;ilv(-3.1'f:‘i$irig”——é.1nd other means to deliver various
types of malicious software (“_n.mlware”), scareware, and other scams to millions of .
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unsuspecting victim Internet users 1n the United States and elsewhere. The
malvertising campaigns were designed to appear legitimate; but often redirected
victim Internet users who viewed or accessed the advertisements to malicious sites
and servers that. sought to defraud the users or delivered malware to the users’
devices. The defendaﬁts and their co-conspirators, through the above-described
scheme, cagsed unsuspecting Internet users to be fx;)rci‘bly redirectedtt.vo malicious-
content on millions of ¢ceasions. |
‘ 2 The defendants and theif co-conspirators profited from the
diésemihation of malware and malicicus advertisements through several means,
including 'by; selling to other cybercriminals the access they fraudulently obtained to
the following: (i) vi&im Internet users-wso»calléd Internet “traffic’; (11) compromised
\*ictim. devices—so-called “loads” or “bots”; a’nd (1i1) inibrmation that was stolen from-
victims and recorded in “logs,” such as backing information and login credentials, to
enable further eﬂorts to defraud the victim Internet users or deliver additional
malv?are to their de'vices.
Relevant [nvdi\(j,,duals and Entities
3. - Atall times relevant t¢ this Indictment:

a. - Defendant MAKSIM SILNIKAU, a/k/a “Maksyin Silnikov,” a/k/a
“Maksim Silnikov,” a/k/a “Maxsim Andrevevich Silnikov,” and a/k/a “Maksym
M}lzkolaiets” ("SILNIKAU), was a malicious advertiser and lead malware distributor
who resided outside of the United States, inc:,lp)ding in U’kmine. SILNIKAU played a

leading role in orchestrating the co-conspirators’ widespread distribution of malware
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,aln}d malvertisements, and efforts to profit from that activity, SILNIIKXAU used online
accounts associated with particular momkers known to- the Grand Jury.

b. Defendant ANDREI TARASOV (*TARASQV") was a malicious
advertiser and malware distributor who resided outside of the United States,
incﬁl.udjyng in Ukralne. TARASOV furthered the scheme's distribution of malware and
malvertisements through numerous means, including by devebping and providing
computer code to obscure the malicious nature of the advertisements and facilitate
their widespread distribution. TARASOV \used cenline accounts 'associated with
particular monikers known to the Grand :ﬁlef}f.

c. - Defendant VOLODYMYR KADARIYA, ak/a “Volodymyr
Kadaria,” and a/k/a “Vladimir Kadara” (“IKADARIYA™), was a malicious advertiser
and malware distributor who resided outside of the United States, including in
Ukraine. KADARIYA facilitated the distribution of malware and malvertisements by
co-conspirators through numerous means, including by directing the actions of co-
conspirators and managing computer infrastructure involved in the dissemination of
malware. KADA.RIYAV used online uccounis associated with g#articular monikers
Vk.néwn to the Grand Jury. |

d. Co-Conspirator Oleksii Ivanov. a/l/a “Oleksii Petrovich Ivanoy,”
and allda “Aléx Ivanov” (“Ivanov™ was a malicious advertiser and malkm‘e

* distributor who resided outside of the United States, including in Ukraine, and
conspired with the charged defendants. [vanov used online accounts associated with

particular monikers and online personas known to the Grand Jury.

-3
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Ce, Co-Conspirator A was a malware coder who used particular
p
online monikers known to the Grand Jurv.
f. Company A wuas a company headquartered in New York thas
‘provided online advertising technology servides. Company A’s primary computer
servers were located in-Hudson County, New Jersey.
g, The Media Trust (“TMT"} was a company headquartered in
Virginia that provided online security services, including to combat malvertising.
. onfiant Inc. (“Conlant”y was a company headquartered 1n New
h Confiant Inc. (“Conhant”) pany headquartered in Ne
York t provided online security services, including to combat malvertising.
York that provided onli ty ser , including to combat malvertising

Background on Relevant Online Advertising and Hacking Terms

1. An “Internet hrowser” was a software application that allowed an
Internet user to view and interact with information on the Internet through a range
of electronic devices, such as desktops, laptops, tablets, and smartphones. Browser

“plug-ins” and “extensions” were additional pieces of software that a user could install

to add functionalities to an Internet browser, such as to handle Internet content that

an Internet browser was not designed to process.
3. In online advertising, the term “publisher” referred to a website

owner, such as a news, entertainment, or sports website, who displayed web banner
and other graphical advertisements (“ads™) online on behalf of paying advertisers.
Such ads often contained 1mages, text, or multimedia. A single ad displayed to a

single user on a single occasion wae called an “impression.”
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k. When an Internef user opened a website with an Internel
browser, a complex series of transactions determined which ad was displayed to a
user in each available advertising space on the webpage. These transa ctioﬁs typically
oceurred nearly instantaneously and wém largely invisible to the Internet user. The
term “adverlising technoldgy” or “ad tech” refers to the technological tools and
services that connected publishers selling advertising spaces Lo individuals or entities”
‘who sought to buy those advertising sp;acos ("advertisers’), These sales were often
negotiated by other advertising cumpanies ("bmkers") and the snld ads were dielivered
by other companies (“ad servers”). Further, a number of other ‘companies provided
various online security services designed to help their clients combatl malvertising.
Collectively, all of the companies mvolved in this process are referred to herein as

| “advertising companies.”

1 “Malware” referred to software programs designed to disrupt the
intextdéd cperation of a computer or other device, vgather gensitive information, gain
access to the computer or other device, a.-'md take other unwanted actions.

m.  An “exploit kit” was a class of malware that cybercriminals used
to attack or "‘exploit” vulnerabilities in victim computer systems to g'ain unauthorized
aceess to victim computer systems and theﬁ deliver additional malware to the victim
system or perform other malicious activities.

n. A “locker” was a type of malware that cy.ber(;riminalé used to

impair a victim’s access to or use of 4 computer system, program, or data and, often,
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demand payment in o‘rdeir ‘fo1v‘ the Vicﬁ.irri t0 regain access Lo the affected system,
program, or data.

o; ‘ ‘”Scareware” referred to messaging displayed to victim ;:cym._[)lltéz'
systems falseiy claiming to have identified a virus or other issue with a victim
Internet user's device, and then attempting to deceive the vicrim into buying or
downloading ﬂangerous software, providing remote access to the dev_ic_e, or disclosing
.persorwl identifving or financial information.

p..  Online “scams” referred to messaging displayed to victim
computer systems falsely cla.im‘ing that the victim user had won a prize or initiating
another scheme designed to induce the individual to provide remote access to the
device or to disclose personal identifying or financial infornation.

q. “Malicious advertiséments” or “malvertisements” were online
‘advertisements that contained malicious computer code that forcibly redirected a
victim’s Internet browser .‘to computers from which online $CAIMS, SCAreware, or
malware were delivered or downloaded.

r. A “botnet” referred to a network of Internet-connected devices |
infected with malware that caused them to operate under common control.»

s A‘ “counter-antivirus service” or “CAV  service” provided
informaﬁ'on that malicious actors could use to dg:termine whether computer viruses
a.ri_d other malware they created or obtained would be detected by antivirus sofiware.
While legitimate scanming services shared data about uploaded files with the

antivirus community and notified users that they would do so, CAV services would
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not share the results of the files they scanned with the antivirus community and
made it poasible for malicious actors to modify their malware to evade detection.

t.  “Internet Pretocol” or “IP” addresses were unique numeric
addresses assigned to every Internet cqunection. Every device coﬁnected to the
Infernet was assigned an [P address in order to sendAand recelve communications
with other devices or services available on the Internet.

1w A “domain name” or "‘ziomaiﬁ” was a simple, f(eagy—t;o«rgmember
way to 1dentify computers, servers, and networks, using # series of characters (e.g.,
letters, numbers, or other characters such as www.google.com) that corresponded
with a particular [P address. |

The Conspiracy

4. The aliegations contained in paragra phs 1 through 3 of this Count are
realleged and incorporated here.
5.  From in or about October 2013 through in or about Maréh 2022, in the
District of New Jersey and elsewhere, and in ah1 offense begun outside the jurisdiction
of any particular State or district of the uUnited States, the defendants,

MAKSIM SILNIKAU,
a/k/a “Maksym Silnikov,”
a/k/a “Maksim Silnikav,”
- a/k/a “Maxsim Andreyevieh Silnikov,”
‘ a/k/a *Maksym Mykoléiets,"
ANDREI TARASOV, and
VOLODYMYR KADARIYA,
a/l/a “Volodymyr Kadaria,”
a/k/a “Vladimir Kadaria,”
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did knowingly and intentionally conspire and agree with each other and others to
devié.e a scheme and artifice to defraud victim Internet users, publishers, ‘and ad tech.
companies, including Company A, TMT, and Confiant, to obtain money and property
by means of matterially false and fraudulent pretenses, representations, and
promises, and, for the purpose of executing such scheme and artifice to defraud, to
‘ pransmiﬁ and cause to be ti*ansmitted hy means of wire communications in interstate
and foreign commerce, certain writings, signs, signals, pictures, and sounds, contrary

to Title 18, United States Code, Section 1343.

. Gpal of the Conspiracy

6. It was the goal jof the conspiracy for SILNTKALU, TARASOV,

) KADARIYA, and others to enrich themselves by: (i) distributing malvertiseméhts

under ficiitlous entities and online personas for the purposes of defrauding v'ictim

Internet users and disseminating malware, scarewars, and scams to the users

devices to facilitate the further victimization of the Internet users; a.nd (i1) selling the

access they fraudulently obtained to victun Internet "‘tr:ﬁ?ﬁc," compromised victim

devices, and “logs” of sensitive vichm information, to facihtate further efforts by

cybercriminals to defraud the victims or deliver ad diti(mﬁ’l‘ malware, \scarewaré: an‘d
scams to their devices.

7. It was part of the conspiracy that:
a. SILNIKAU, TARASOV, KADARIYA, and others, including

Ivanov, developed and distributed malwave and other malicious code and content
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designed to gain and exploit unauthorized access m victim co;mputer systems and to
elicit personal identifying and financial information frqm victims, often without any
user action or consent, One strain of malware that SILNIKAU and others took a
leading role in disseminating was an exploit named the Angler Exploit it (“AEK”S;
which targeted web-based vulnerabilities in Internef browsers ana associated plug-
ns. The co-consp.iratqrs caused the dissemination of malware, scareware, and scams
to victim computer systems through malvertising and the sale of access to nialware
and other malicious code and tools. Some of the co-conspirators’ malware, such as
AEK, could then be used hy cybercriminals as vehicles for delivering additional
malwafe onta a victim electronic device. Fork example:

1. On or about February 11, 2016, SILNTKAU gent an online

chat message to TARASOV in which he shared administrative access to one or more
computers éssocjated with the operation of an exploit kit.

1. On or about March 24, 2016, SILNIEAU sent online chat
messages to a user of a predominantly Russian-language cybercrime forum (“Forum-
17) to offer for sale a license to a “bundle” that included domains, servers, and other
computer code needed to support malvertising.

111, On or ahout July 27, 2018, SILNIKAU.sent an online chat
niessage to an associate through the direct messaging. feature of another

predominantly Russian-language cybercrime forum (“Forum-27) in which he sought

an “affiliate” for a locker he controlled.

9
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iv.  On or about June 5, 2017, and June 6, 2017, SILNIKAU
and TARASOV exchanged online chat messages in which they discussed a plan to
develop a locker for‘ locking t;he Internet bhrowsers of vichms who viewed their
malvertisements.

b. SILNIKAU, \'T ARASOV, KADARIYA, and others, including

Ivanov, created and used dozens of oniine personas and fictitious entities to pose as

legitimate advertising companies, in order to trick other advertising compatlies into

delivering their malvertising campaigns. Examples of these entities included Veldex

LTD, TwerkMedia, Broker Ltd., Deepreach Media. F‘ace‘E‘T rade, Smart Media, and
Polus Media. |
| o SILN IKAU, TARASOV, KADARIYA. and others, including
Nanov, knowingly used fictitious and fraudulent aliases to falsely register domains,
and knowingly used those ‘doméins to host maJwaré, host malicious advertisements,.
and further malvertising-related activities, all 1n the course of committing the
offenses ycharged in Counts 1 and 2, in violation of 18 U.S.C. § 3559(g)(1). Examples

- of domain names that Were registered with false nanes and addresses te further the

scheme included:

Registration Date Domain Fal
{On or about) .
March 19, 2015 " Mediavvads.uk Dmitri) Zaleskis:
August 14, 2015 31f4vlxeg) Illuyﬁkbs.czomw N Dmitrij Zaleskis
March 6, 2019 easywaypixel.com Allen Freemont
‘March 26, 2019 striooks.com Larry Revere

10
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April 25, 2019 bi.us ) Aels Linden

d. SILNIKAU, TARASOV, KADARIYA, and others, ipcluding
I}’anc>v, deceived, or caused to be deceived, advertising companieé, including
Company 4, into facilitating the publication of n1:11vertjseﬂwn te. Examples of the co-
conspirators’ fraudulent advertising mmpaigns incﬂlude:
1. On or about April 24, 2014, ivanov, using the alias “Dmitr)
Zaleskis,” caugsed malvertisements to be electronically transmitted thx‘(wligh servers
of Company A in ﬁlle Distrid of New Jersey anfi deliverad to victim Internet users,
1. Between on or about June 24, 2014, and July 15, 2014,
Ivanov, using the alias “Dmitrij Zaleskis” and the entity "Veldex Ltd..” caused
| malvertisements to be ulectronically transmitted through servers of Company A in
the District of New Jersey and delivered to ;.v'ictim Interne’t users.
1. Between in or aboui February 2019 and 1n or about June
2019, one 0"1' more co-conspirators, using the aliases "Rahul GilI” and “David
Haimovich,” and the entity “Face2Trade” caused malvertisements to be electronically
delivered to the servers of U.S.-based ad tech and online security companies in an
attempt to deliver scareware to victim Internet users via the (Viomain
windowsappceenter.secures-updatesr.pw.
v, On or aboui Qctober 16, 2019, one or more ¢o-conspirators,
using the entity “Smart Media,” caused a malvertisement to be ulectmuiéaliy
delivered to a computer in Kansas City, Missour being operated by an mdividual

known to the Grand Jury (*Person A”) via the domuin bigstarirade.com,

y
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v. Between in or about May 2020 and 1n or about July 2020,
one Or more (:()-conspii'ators.r Lising the entity “Smart Media.” caused ma]vertiéements
to be electronically delivered to the servers of U.S.-based ad tech and online security
comp anies, including Company A, in an attempt to delimr malicious content to victim
Internet users via advertising campaigns asgociated with the domains beams.co.jﬁ
and lightinthebox.com.

e SILNiKAU, TARASOV, I{ADAR‘IYA, and others developed, used,
and shared traffic direction systems, also known as traffic distmbution systems,
(co]let:t.;yely, “TDSes™ that managed the online content that would be delivered to
Internet users. The TDSes used by the co-conspirétors often employed sophist.icatéd
technologies and computer code developed by TARASOV and others to ‘Iimit the
deployment of their malvertisements to victim Internet devices that were deemed
susceptible to compromise or exploitation. These constraints on the distl'ibutién of
malvertisements reduced the likelihood that (:o»conspiré‘i:m's’ advertising campaigns
w0'u1d he quickly detected and blocked by (‘j\uliue &iz(:urit,}; compaunies and other ad tech
companies. Internet users who were not deemed as susceptible to comprdtnise or
exploitation would be delivered non-malicious advertising content: The  co-
conspiraters often discussed their development and use of TDSes in online Ch'atS,
including:

1. In or ébom; January 2016, TARASOV and I.\'ADARIYA
exchanged online chat messages in which TARASOV agwAed to a bu ild a TDS for

KADARIYA for $2500 and provided guidance on how to operate the TDS.
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i1, On or about July 4, 2016, T AI\{ASOV and KADARIYA
exchanged anline chat messages in which they discussed TARASOV's development of
traffic redirection code that could support the operation of KADARIYA’s TDS.

111, Between on or about February 8. 2017, and on or about
February 20, 2017, TARASOV and Co-Conspirator A exchanged online chat messages
in which they discussed troubleshooting technical 'i.ssvueé aszociated with their TDS
and traffic redivection code, and instructions that the “boss” had provided.

v. On or about April 11, 2()17."?115\1{3\50\7 sent online chat
messages to an associate 1n which he éxplained that monikers of SILNIKAU and
another co-conspirator used the TDS of a moniker associated with KADARIYA.

V. On or about June 17 and 18, 2018, SILNIKAU sent qnline
chat ﬁlessages to TARASQY about their TDS.

f SILNIKAU, TARASOV, KADARIYA. and others, including
l’?anov, developed sophisiica;ted technologies and computer code to refine their
malvertisemenfs, m E;llWﬂI‘l;?, TDSes, and other infrastructure to conceal thé malicious
nature of their ads ’and limit the deployment of thew malvertisements to victim
[nternet devices that were deemed susceptible to compromise or exploitation. These
strategies included ilsing CAV é.ervice:s to t«,st.‘m alwﬁre and developing and deploying
a range of computex; code that helped the co-conspirators hide malicious computer
wde within the cc»«m:’onsp,irzja.tors" malvertrisemer‘xts or domains to which the victim

users were directed. The co-congpirators also attempted to refine their techmques by
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seeking information about hovg U.S.-based advertising servers, brokers, and security
ﬁrxﬁs id,;:ntificd their advertisements ax malicious. For example:

1, On or about February 11, 2016, SILNIKAU and TARASOV

exchanged online chat messages in which t.hey discussed cioa}.;ing malvertisements.

11. Between in or about May 2016 and in or about July 2016,

SILNIKAU, KADARIYA 01"0(1‘101* c(;~~con;x::pir{~1’tors usgd accouu'ts with a particular
CAV service to run hundreds of thousands of scans of ‘r';heir hles. '

iii.  Between on ()1" about, January 23, 2017, and on or a.bout
January 24, 2017, TARASOV separately exchanged pnline chat messages with Co-
Conspirator ‘A and SILNIKAU concerning TMTs effectiveness at identifying their

malvertisements. As part of the chats, SILNIKAU directed TARASOV to start
corresponding with TMT:

iv. On or about July 4, 2017, SILNIKAU c;ent 0111}11@ chat
messages to TARASOV in’dicating that a co-conspirator’s code had failed to prevent a
list of domains from being blocked as malicious for forced redirecbtion.

v. Omn or about August 15 and on or about August 16, 2017,
~TARASOV and Co-Conspirator A exchanged onﬁne (_':}'x:ext messages in which théy
atterpted o determine why the co-consﬁimtors’ malvertisements associated with the
entity Face2Trade were getting b:.mned.

vl. - On or aboul October 16, 2017, TARASQV sent online chat
messages to Co-Conspirator A requesting access to a server involved in the co-

conspirators’ malvertising activity for the purposges of troubleshooting a coding issue.

14
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vil.  Between in or about July 2017 and in or about September
2018, Ivanov and other co-conspirators used fake personas associated with the entity
“TwerkMedia” to correspond with TMT about their method_ology for flugging
malvertisements. The co-conspirators also used TMT's malwarc scanning sgrvéce to
test 1f their ma.lvertisem.onl;s could be detected by TMT.

vii. On or aboul Jure 5, 2018, SILNIKAU and TARASOV
exchanged online chat messages in which they discussed how they could improve the
code used by their malvertisements to evade detection by Company A.

iXx.  In or about January 2019 and in or about July 2019,
TARASOV used malicious adveriisements fo send computer code to Confiant’s
COMPpUters desighed o extract details about how (Iohfiam'; screened advertisements
for malicious content.

“. After advertising companies detected their‘ m’a.lvertisements,
SII.NIK},\[E, TARASOV, KADARIYA. and others, mcluding Ivanov, often made or
caused others to make false and misleading statements in an effort to avdid
suspension of their campéigns or advertising accounts. When such eftorts failed, the
co-conspirators often either switched advertisefs or submitted future ad‘campaigns
to the same 100mpan¥ies under difforent online pergonas and entities. For e):a;rjnple:

‘i, On or about August 10, 2018, KADARIYA and Ivanov

“exchanged voice messages in which they discussed f}mw to respond to advertising

platforms that were refusing their advertisements on suspicion of “malware.”



. Case 1:23-cr-00470-CPO *SEALED* Document 1 *SEALED* Filed 06/14/23 Page 16 of 26
PagelD: 16 '

ii. On or about September 24. 2018, a co-conspirator using the
alias “Hugo Roséi“‘ from: the entity Smart Media agreed hig client would “remove
pieces of code from the [ad] tag that can cause suspicion.” but then sought a “detailed
‘explanation” about what exactly nceded to be fixed.

iii.‘ On or about March 4, 20020, a co-consp if;:itﬂf nusging the ahas

“Amelia Jenkin” explained to a Cyprus-based advertising compan}-’ that a ﬂaggea
malvertisement was uploaded in a “tervible mistake” and asked that the company
“forget this confusion.”

h. SILNIKAU, TARASOV, | KADARIYA, and others, _including
Ivanov, shared online accoun.ts,‘fictitious or fraudulent personas, domains, computer
infrastructure, and tools.

1. SILNIKAU, KADARIYA, and others attempted to‘furth‘er profit
(rom their malvertising campaigns by selling to other affilates the access they

- frandulently ’obtained to (1) \ricfim Internet users——so-called Internet “traffic”;
(11) corﬁpromise.ci victim devices—so-called “louds” or “bots™; and (i1) information that
was stolen from victims and recorded 1n “logs,” such as banking information and login
credentié‘la. SILNIKAU, KADARIYA, and of}%érs knew and irntended tfj ald and abet v
the affiliates’ further exploitaticn of laternet users through scareware and delivery
of additional malwar& For essxam]ﬂe:

| 1. On or about February 28, 2014, SILNIKAU posted a

message on Forum-1 offering to sell *loads”™ in the United States and elsewhere.

16
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1. On or about June 6. 2014, SI’LN‘II{AU posted a message on
Forum-1 offelfiz1g to sell U.S. “iraffic.”

i, Om or about July 28, 2014, KADARIYA posted a message
on Forum-2 offering to sell access to “lpads,“ including in the U.S., that could be used
as part of a bank botnet.

iv.  In or about September 2015, SILNIKAU used ‘a directﬂ
messaging feature of Forum-2 to offer bank “'if.)gs«’" to another Forum-2 user.

v, On or about January 22, 2020, SILNIKAU used the direct
messaging feature of Forum-2 to offer “logs” to a buyer who sought "Usa logs.”

i SILNIKAU, T ARz\é()V . KADARIYA. and others supported the
(:onspiracy’s effort to sell illicit -materia] to other cybereriminals by vouching for each
other on cybercrime fdtums, mcluding on Forumwé.

All in violation of Title 18, United States Code. Sections 1349 and 3569()(1).

t
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Count 2 _ :
(Conspiracy to Commit Computer Fraud and Abuse)

1. The allegations contained in paragraphs 1 through 3 and 7 of Count 1 of
this Indictment are realleged and incorporated here.
2. From in or about October 2013 through in or about May 2022, in the
District of New Jersev and elsewhere, and in an offense begun outside the jurisdiction
of any particular State or district of the United States, the defendants,
MAKSIM SILNIKAU,
a/k/a “Maksym Silnikov,”
a/k/a “Maksim Silnikov,”
a’k/a “Maxsim Andreyevich Silnikov,”
a/k/a “Maksym Mykolaiets,”
ANDREI TARASOV, and
VOLODYMYR KADARIYA,
_ a/k/a “Volodymyr Kadaria,”
; : a/k/a “Vladimir Kadaria,”
did knowingly and intentionally conspire and agree with each other and others to
commit and ald and abet offenses against the United States, that is:

a. to knowingly cause the transmission of a program, information,
code, and command, and, as a result of such conduct, intentionally cause damage
without authorization to a protected computer, and cause loss to persons during a
one-year period from the co-conspirators’ course of conduct affecting protected
computers aggregating at least $5,000 in value, and cause damage affecting 10 or
more protected computers during a one-year period, contrary to Title 18, United
States Code, Section 1030(a)(5)A) and (c){4)}B); and

b. to intentionally . access a protected computer without

authorization, and thereby obtain information from a protected computer for

18
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purposes of private financial gain, and in furtherance of any eriminal and tortious act
in violation of the laws of the United States, contrary to Title 18, United States Code, .
Sections 1030@¥2)(C) and 103(Xc)(2XB).

~Goal of the Conspiracy

3. It was the goal of the cﬁnspiracy for SILNIKAU, TARASOV,
KADARIYA, .énd others to enrich themselves f]ll'os,x gh computer hacking bf
(1) delivering malware and aiding and abetﬁing the distribution of malware to victam
Internet devices through malvertising and othe‘r meang, and (11 using malware to
steal sensitive victim information, such as banking information and lpgin credentials,
to enable further efforts to defraud victim Intemét users.

Mannér and Means of the Conspiracy

4. To carry out the conspiracy and effect its illegal objects, SILNIKAL,

TARASOV, KADARIYA, and others, including Ivanov, engaged in a number of

those described in Paragraph 7 of Count L of this

manner and means, including

Indictment.

5 The acts specified in paragraphk 7, sﬁbpar#graph& a-c, d.i-id. e.i-ii, £.ii, g.1,
and ii-v of Count 1 of this Indictment were also committed in fur'theranrce‘of thé
conspiracy alleged in this Count and are realleged and incorporated here.

,‘6. Additionally, on or about Augl_lst- 14, 2015, n(‘cojconsp.i‘rator registered

the domain 3lfdvixegjlluyBkbs.com. which was registered using the alias “Dmitrij
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Zaleskis” and was thereafter used to infect thousands of victim devices with malware
in a vne-year period, including the computer of G.S. of Ogdensburg. New Jersey.

~ All in violation of Title 18, Unized States Code. Seetions 371 and 3559(g)(1).

20
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Counts 3-4
(Wire Fraud)

7. The allegations contained in paragraphs 1 through 3 and 7 of Count 1 of
this Indictment are realleged and incorporated here.
8. On or about the dates set forth below, in the District of New Jersey énd
elsewhere, and in an offense "negﬁn outside the jurisdiction of any particular State or
distric;t of the United States, the defendants,

MAKSIM SILNIKAU,
a/k/a “Maksym Silnikov.,”
a/k/a “Maksim Silnikov,”
a’k/a *Maxsim Andrevevich Silnikov,”
a’k/a “Maksym Mykolaiets,”
ANDREI TARASOV, and
VOLODYMYR KADARITYA,
a’k/a *Volodymyr Kadaria,”
a/k/a “Yladimir Kadaria,”
did knowingly and intentionaily devise a scheme and artifice to defraud victim
~ Internet users and advertising companies, including Company A, to obtain money
and property by means of materially false and fraudulent pretenses, representations,
and promises, and, for the purpose of executing such scheme and artifice to defraud,
to transmit and cause to be transmitted by means of wire communications in
interstate and foreign commerce to New Jerszey, certain writings, signs, signals, and

sounds, namely the specified advertisements described below, each constituting a

separate Count of this Indictment:
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ok 'Appro_:x_,.i(mateml)até , ‘ Description -

| "(On or About)
3 May 20, 2020, A malicious advertisement that “Smart Media”
through June 11, caused to be electronivally transmitted to the
2020 servers of Company A, in connection with a

malvertising campalgn associated with the
domain beams.cojp.

4 June 15, 2020, - | A inalicious advertisement that “Smart Media”
through July 15, caused to be electronically transmitted to the .
2020 servers of Company A, in connection with a

malvertising campaign associated with the
domain lightinthebox.com.

In violation of Title 18, United States Code, Section 1343 and Section 2.
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" FORFEITURE ALLEGATION AS TO COUNTS 1,3, AND 4
1.  As a result of committing the offenses charged in C—o'ur;ts 1, 3, and 4 of
this Indictment, the defendants,

MAKSIM SILNIKAU,
a/k/a “Maksym Silnikov,”
a/k/a “Maksim Silnikov,” v
a/k/a “Maxsim Andreyevich Silnikov,”
a/k/a “Maksym Mykolaiets,”
ANDREI TARASOV, and
VOLODYMYR KADARIYA.
a/k/a *Volodymyr Kadaria,”
a/k/a “Vladimir Kadaria,”

shall forfeit to the United States, pursuant to Title 18, United States Code, Section
981(a)(1){C) and Title 28, United States Code. Section 2461, all property, real and
personal, that constitutes or is derived from proceeds traccable to the commaission of

the said offenses, and all property traceable thereto.

FORFEITURE ALLEGATION AS TO COUNT 2
2. As a result of committing the offense charged in Count 2 of this

Indictment, the defendants,

MAKSIM SILNIKAU,
a/lk/a “Maksym Silnikov,”
‘a/k/a “Maksim Silnikow,”

a/k/a “Maxsim Andreyevich Silnikov,”
a/li/a “Maksym Mykolaiets,”
ANDREI TARASOV, and
VOLODYMYR KADARIYA,

a/k/a “Volodymyr Kadaria,”
a/k/a “Vladimir Kadaria,”

shall forfeit to the United States:
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&, pursuant to Title 18, United States Code, Sections 982(a)(2)(B)
and 1030(), any property, real or personal, constituting. or derived from,
proceeds obtained directly or indirectly as a resuit of the offense charged in
Count 2 of this Ind.ic:'t_:men.t.: and

b. pursuant to Title 18, United States Code, Section 10303), all
right, title. and interest in any personal property L.hatwas used or intended to
be used to commit or to facilitate the commission of the Offénse charged in
Count 2 of this Indictment.

SUBSTITUTE ASSETS PROVISION
(Applicable to All Forfeiture Allegations)

If any of the above-described forfeitable property, as a result of any act or

omisgion of the defendant:

a. cannot be located upon the exercise of due diligence;

b. has been transferred or sold to, or deposited with a third pzi.rty;
¢.  has been placed beyond the jurisdic:t;ion of the court;

d:  has been substantially .diminished in value; or

¢. has been commingled with other property which cannot be

divided without difficulty,
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the United States shall be entiiled, pursuant to Title 21, United States Code, Section
'853(p) (as incorporated by Ti‘tl_e 28, United States Code. Section 2461(c), Title 18,
United States Code; Section 1030(i), and Title 18, United States Code, Section 982(b)),
o forfeit.u.re ¢f any other property of the defendant up to the value of the above-

described forfeitable property..

A TRUE BILL.

'Foregerson G

PHILI? R. SELLINGER/
UNITED STATES ATTORNEY

]
[}



Case 1:23-cr-00470-CPO *SEALED* Document 1 *SEALED* Filed 06/14/23 Page 26 of 26
- PageID 26 S ' :

CASE NER

Unit,ed; Staté“s Disﬁ-ibt’ Court
District of New Jersey

UNITED STATES OF AMERICA
v |
: MAKSIM SILNIKAU,
a/k/a “Maksym Silnikov,” a/k/a “Maksim Silnikov,”
a/k/a ‘Maxsim Andreyevich Silnikov,” a/k/a “Maksym Mykolaiets,”
ANDREI TARASOV and

VOLODYMYR KADARIYA,
a/k/a “Volodymyr Kadaria,” a/k/a “Vladimir Kadaria”

INDICTMENT FOR

18 U.S.C. §§ 1349, 3559(g)(1), 371, 1343, 2

C/
Puiuip R. SELLINGER
UNITED STATES ATTORNEY

ANDREW M. TROMBLY
ASSISTANT U.S. ATTORNEY

LouisA K. BECKER, CHRISTEN GALLAGHER, AND AARASH A. HAGHIGHAT
TRIAL ATTORNEYS, COMPUTER CRIME AND INTELLECTUAL PROPERTY SECTION






