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Good afternoon Chairman Goodlatte, Ranking Member Conyers, and distinguished
Members of the Committee, and thank you for the opportunity to testify on behalf of the
Department of Justice. Americans’ safety and privacy is under attack by criminals who use the
Internet to communicate and conspire, to commit serious criminal offenses, and to hide evidence.
The need for effective, efficient, and lawful access to data in criminal investigations is
paramount in the digital age. Obstacles to obtaining such electronic evidence jeopardize
investigations into every category of criminal activity — including terrorism, financial fraud, drug
trafficking, child sexual exploitation, human trafficking, and computer hacking.

A recent case from the Second Circuit has effectively hamstrung the ability of law
enforcement to obtain data from U.S. communications service providers who store data outside
the United States. This is a tremendous problem that is becoming more acute by the day. In my
testimony today, I will outline the substantial harms to public safety that the Second Circuit’s
decision in Microsoft v. United States, 829 F.3d 197 (2d Cir. 2016) has created.

The United States is not alone in facing obstacles to obtaining electronic evidence outside
its territory by providers serving millions of its residents. Countries around the world rely on
data held by U.S. communications service providers to protect their legitimate public safety
interests. However, the Stored Communications Act may preclude U.S. service providers from
disclosing U.S.-stored data to foreign countries pursuant to lawful foreign orders. In these
instances, the foreign authority would likely use the formal mutual legal assistance process to
obtain the data. Yet the Second Circuit’s decision has hindered our ability to obtain content data

from U.S. providers on behalf of our foreign partners, just as it has in U.S. investigations.

We welcome Congress’s attention to this important problem that endangers our public
safety and national security. We appreciate the complexities of this issue, and hope to work with
you, industry, and the relevant stakeholders to find the best solution. What we must avoid,
however, are proposed solutions that do not provide investigators with effective and timely



access to digital evidence or cede control over U.S. investigations to foreign governments. Any
solution must also address the serious challenges that our allies have in gaining access to data
stored in the United States for their criminal investigations, while also seeking to protect
legitimate privacy interests. Additionally, several prominent U.S. companies have expressed that
conflicts of law that arise from foreign orders for disclosure of content data is a serious problem
that can present an obstacle to their ability to compete for business abroad, and we believe it is
important to address these concerns in any legal regime that is developed.

Therefore, on May 24, 2017, the Department, on behalf of the Administration,
transmitted a legislative proposal to Congress to build a new framework for effective, efficient
cross-border access to data that protects both legitimate privacy interests and our public safety
and national security, and benefits U.S. business interests as well. That proposal can be found in
Appendix A. In my testimony today, I will discuss the legislative foundation for this new
international framework which begins with legislation to fix the problems created by the
Microsoft decision.

I. Obstacles to Access of Electronic Evidence Across Borders
A. The Microsoft decision and U.S. access to foreign-stored data

For over thirty years, U.S. courts have issued warrants under the Stored Communications
Act (“SCA”, 18 U.S.C. §§ 2701, et seq.) that require U.S. providers (such as Google and
Microsoft) to disclose emails and other electronic information in their custody to U.S. authorities
to be searched for evidence of crime. In July 2016, the Court of Appeals for the Second Circuit
for the first time held that Congress did not intend the SCA to require providers to disclose
information in their custody that is stored on computers outside the United States. Microsoft v.
United States, 829 F.3d 197 (2d Cir. 2016). Therefore the government was unable to compel
Microsoft to produce data it had stored in Ireland, even though the magistrate judge had found
probable cause to believe that evidence of a crime would be found. In January 2017, the Second
Circuit (in a rare 4-4 split decision in which all four dissenting judges wrote separately) decided
not to rehear the case en banc. However, all opinions filed, including those of judges who voted
against rehearing, emphasized that the result was unsatisfactory and that Congress should
address the issue. In re Warrant to Search a Certain E-Mail Account Controlled and Maintained
by Microsoft, No. 14-2985, 2017 WL 362765 (2d Cir. Jan. 24, 2017).

The Second Circuit’s decision, as Judge Gerard Lynch wrote in his concurrence to the
panel decision, should not “be regarded as a rational policy outcome.” On the contrary, as four
judges observed in dissenting from the denial of rehearing en banc, it “has substantially
burdened the government’s legitimate law enforcement efforts, created a roadmap for the
facilitation of criminal activity, and impeded programs to protect the national security of the
United States and its allies.” Microsoft, 2017 WL 362765, at *2-3 (Cabranes, J., dissenting).
The decision also does not enhance privacy. It involved a warrant that met all of the
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constitutional and statutory protections built into U.S. law. Indeed, requiring foreign legal
process to access the data—as the court’s opinion suggests is required—would not enhance
privacy protections for U.S. persons. Foreign legal standards are no more demanding—and often
are less demanding—than U.S. standards.

Although the Microsoft decision is binding only in the Second Circuit, Microsoft and a
number of other providers are applying the decision on a nationwide basis, and refusing to turn
over data stored on their servers abroad in response to SCA warrants. The decision has already
prevented the U.S. government from obtaining data necessary for criminal investigations across
the United States and for our foreign partners pursuant to mutual legal assistance requests. The
Department urges Congress to re-examine this issue and pass legislation that clarifies that
compliance with SCA warrants requires providers to disclose data in their custody and control,
wherever it is located.

The Department has responded by filing a series of motions in districts outside of the Second
Circuit seeking to enforce court orders requiring the disclosure of data without regard to where a
provider chooses to move it. Other judges examining the Second Circuit’s ruling have
concluded that its reasoning is flawed and creates results that Congress could not have intended.
In all of the cases decided thus far, the government has prevailed.

e On February 3, 2017, the Department received its first ruling in this series of
challenges—a decision rejecting the Second Circuit’s position from Magistrate Judge
Rueter of the Eastern District of Pennsylvania. Judge Rueter declined to follow the
Microsoft ruling, noting that the decision would entirely foreclose the government from
obtaining foreign stored data from Google—a result that Congress could not have
intended. See In re Search Warrant No. 16-960-M-01 to Google, No. 16-1061-M, 2017
WL 471564 (E.D. Pa. Feb. 3, 2017).

e On February 21, 2017, Magistrate Judge Duffin of the Eastern District of Wisconsin
authorized warrants under the SCA for one Yahoo and two Google accounts. In
authorizing the warrants, Judge Duffin issued a public opinion stating that when a
“service provider is subject to the jurisdiction of the court, the court may lawfully order
that service provider to disclose, consistent with the SCA, that which it can access and
deliver within the United States” and that it “is immaterial where the service provider
chooses to store its customer’s data; what matters is the location of service provider.” In
re: Information associated with one Yahoo email address that is stored at premises
controlled by Yahoo and In re: Two email accounts stored at Google, Inc., 2017 WL
706307 (E.D.Wisc. Feb. 21, 2017).

e On April 7,2017, Magistrate Judge Smith of the Middle District of Florida similarly

issued an order authorizing the issuance of a warrant under the SCA for information
associated with a Yahoo account. Judge Smith held that the Second Circuit ruling was
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wrongly decided, reasoning that, “[b]ecause the focus of § 2703 [of the SCA] is on
compelled disclosure, and the compulsion takes place in the United States, I find the
application of § 2703 in this case is not extraterritorial.” In the matter of the search of
premises located at: [redacted] @yahoo.com, stored at premises owned, maintained,
controlled, or operated by Yahoo, Inc., Case No. 6:17-mj-1238 (M.D. Fla. Apr. 7, 2017).

e On April 19, 2017, Magistrate Judge Beeler of the Northern District of California also
declined to follow the Second Circuit, instead agreeing with the four judges who
dissented from the denial of rehearing en banc that the disclosure of information from a
company’s United States headquarters is a domestic application of the SCA. Judge
Beeler reasoned, “[e]ven if the SCA’s focus is privacy, the warrant requirement — with its
attendant requirement of probable cause — protects privacy. Moreover, an SCA warrant is
not a search warrant in the classic sense: the government does not search a location or
seize evidence. Instead, the conduct relevant to the focus — and what the SCA seeks to
regulate — is disclosure of the data in the service provider’s possession.” In the matter of
the search of content that is stored at premises controlled by Google, Case No. 16-mc-
80263 (N.D. Cal. Apr. 19, 2017).

e OnJune 2, 2017, Magistrate Judge G. Michael Harvey of the District of the District of
Columbia issued an order holding that the Government can, pursuant to a SCA warrant,
require Google to produce information within its possession, custody, or control
regardless of whether such data is stored within the territorial boundaries of the United
States. The court reasoned that because the SCA requires providers to disclose
information in response to a valid warrant, and that disclosure occurs in the United States,
such disclosure is a domestic application of the statute regardless of from where a
provider must retrieve the information. The court noted that application of the Second
Circuit’s decision to Google “would effectively leave law enforcement with no means of
obtaining data stored on Google’s foreign-based servers,” which would “not only obstruct
the efforts of law enforcement in the United States, but also the efforts of foreign
investigative bodies seeking evidence on Google’s servers outside the United States to
advance their own investigations.” In re Search of Information Associated with
[redacted]@gmail.com that is Stored at Premises Controlled by Google, Inc., Case No.
16-mj-757 (GMH) (D.D.C. June 2, 2017)

As every judge outside the Second Circuit to write an opinion on the issue has
recognized, the principal flaw in the Microsoft decision is the court’s finding that requiring
Microsoft to gather data from its servers abroad would constitute an extraterritorial application of
the SCA. Because the required disclosure of data in the Microsoft case would occur in the
United States, the enforcement of the warrant is, in fact, a domestic application of the SCA. The
government applied for the warrant in the United States, the magistrate judge issued it in the
United States, and it was served on Microsoft in the United States. Moreover, the data sought in
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the warrant is readily accessible to Microsoft’s domestic employees using a computer in the
United States and, once produced, would be reviewed by the FBI in the United States.

Although the government has prevailed in all of the more recent cases in lower courts, the
providers continue to adhere to the Second Circuit’s ruling and have appealed other decisions. In
the meantime, the providers are still withholding access to data that they have chosen to store
overseas that law enforcement needs for criminal investigations across the country.

In litigation with the Department, Google has acknowledged that data on its network is in
near-constant transit and is moved between servers and across borders automatically. Google
has also conceded that data associated with a single Google account is frequently stored across
numerous servers in different countries. In a recent case, Google responded to a Department-
issued SCA warrant by providing email messages stripped of many attachments, explaining that
while the bodies of the emails were stored domestically, the attachments were stored abroad.
The Department’s inability to compel Google — as well as any other provider that structures its
network similarly to Google’s — to produce the full content of user accounts is a sea change that
continues to harm countless law enforcement investigations.

The Department is aware of dozens of investigations, across the country, in every judicial
circuit, in which the impact of the Microsoft decision has frustrated those investigations and
risked thwarting the pursuit of justice.

¢ In a drug trafficking investigation involving targets in the United States, Canada,
and China, a search warrant issued to and served on Microsoft returned no email
content, and Microsoft indicated that it had stored the content overseas.
Investigators need the content to identify suppliers and customers.

¢ In the investigation of a person in the U.S. suspected of sex trafficking by force,
fraud and coercion, the defendant was arrested and his phone searched pursuant to
a warrant, which revealed photos and videos depicting beatings of trafficked
women. A warrant was issued to and served on Google for the content of the
defendant’s account, and Google withheld the content of photo and video albums
in the information returned. The defendant ultimately pleaded guilty, but the
withheld Google content would have been vital had the defendant successfully
moved to suppress the evidence obtained during the phone search. Despite the
fact that there is probable cause to believe that relevant evidence is in the custody
of a U.S.-based service provider, Google, the true extent of the evidence of
criminal acts contained in the defendant’s Google account is unknown.

e In a child exploitation case, a U.S. defendant was arrested and a search warrant
was issued to Google for the content of the defendant’s account. Google withheld



image attachments in the information returned. The investigators need the photos
to identify and locate child victims.

¢ In an investigation involving a foreign national located in the U.S. who was
unlawfully accessing a Federal Government database using stolen identities,
investigators obtained a search warrant for several Microsoft email accounts
believed to contain stolen means of identification and information used to commit
Federal tax refund fraud. Microsoft withheld some responsive content, and
informed investigators that the missing content was stored overseas. Based on
data obtained from other service providers, investigators believe the missing
Microsoft data would provide additional evidence of criminal activity and assist
with identifying other co-conspirators in the scheme.

e In another child exploitation investigation, the court issued and investigators
served a warrant to Google, and Google withheld images stored in the suspect’s
Google Drive. Investigators need the withheld images to test the veracity of the
suspect’s statement that he did not possess any child pornography images of the
minor child with whom he had been living. The target is in the U.S.

¢ In the investigation of a fugitive wanted for cutting off his electronic monitoring
device and absconding before trial in a child pornography case, investigators
issued a search warrant to Google for email and other content that could prove
helpful in locating the fugitive. Google withheld all content, and stated in a cover
letter that it had stored the fugitive’s content outside the United States. The
fugitive remains at large.

e In yet another child exploitation investigation, a search warrant issued to Google
resulted in returned information that included several images and videos of child
sexual exploitation. The target was indicted and arrested based on this
information, and consented to a search of his email account. That search revealed
a trove of additional images of child exploitation that had not been turned over by
Google, including images of infant rape.

This is merely a sampling of the many investigations frustrated by the effect of the
Microsoft decision. The impacted investigations run the gamut — from child exploitation and
human trafficking, to firearms and drug smuggling, to tax fraud, computer fraud, and identity
theft. These cases directly affect public safety and may even affect national security. While the
most obvious impact of the Microsoft decision may be to frustrate investigations of foreign
nationals targeting U.S. victims, these examples make clear that the Microsoft decision also
thwarts or delays investigations even where the victim, the offender, and the account holder are
all within the United States.



Some have looked at the international mutual legal assistance (“MLA”) process as an
alternative means for the government to obtain the overseas data it seeks. Pursuant to the MLA
process, U.S. investigators can ask foreign authorities to gather evidence in their home countries
and supply it to us. However, the United States maintains bilateral MLA treaties with less than
one-half of the world’s countries. Moreover, even when a treaty is in place, the MLA process can
lack the requisite efficiency for time-sensitive investigations and other emergencies, making it an
impractical alternative to SCA warrants in many cases. Among other hurdles, some domestic
providers—including Google—permit only their U.S.-based personnel to access user data in
response to law enforcement requests. This renders MLA requests futile because foreign
authorities have no ability to obtain the evidence on our behalf. As I will discuss in more detail,
other countries do not restrict their own ability to demand data stored outside their borders, and
in fact the Microsoft decision takes us outside established international norms in this respect.

B. Access by foreign governments to U.S.-located data

The United States is not alone in confronting serious challenges to gathering the
electronic evidence necessary to enforce essential laws in an increasingly international and
digital age. Foreign governments investigating criminal activity taking place within their borders
are increasingly concerned about their ability to obtain access to electronic evidence from U.S.
companies that provide electronic communications services to millions of their citizens and
residents. In fact, the Committee supporting the Budapest Cybercrime Convention is considering
whether an additional Protocol to that Convention is necessary to address these issues. Often this
data is stored or accessible only in the United States, where U.S. law, including the SCA, limits
the companies’ ability to disclose it.

The MLA process has frequently been the only mechanism that can provide foreign
countries with access to this data, though its structure was not devised to handle the growing
demands for digital evidence. Already, the Department faces significant challenges in
responding to the enormous volume of foreign demands with the requisite speed. Moreover, the
MLA process has been further frustrated by the Microsoft decision which impedes the ability of
our foreign partners to obtain evidence needed to protect their law enforcement and national
security interests. For example, in response to an MLA request from a foreign authority, the U.S.
has no way to issue orders to U.S. providers to obtain data that they control but may be stored
abroad. Our foreign law enforcement partners are increasingly frustrated that U.S. providers
often cannot be compelled by the United States to produce data they seek for important criminal
investigations and prosecutions, especially when the providers cannot even tell them where the
data they require is stored.

This situation is one of several concerns that encourages countries to adopt data
localization policies, which place a significant burden on American providers and disadvantage
U.S. law enforcement. Moreover, the United States is not the only country that has recognized
the legitimate need to compel providers subject to its jurisdiction to provide evidence from
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abroad in investigations of serious crime. Even before the Microsoft decision, foreign countries
across the globe have passed their own domestic laws to compel providers with customers in
their territory—including U.S. companies—to disclose data. In the absence of a Microsoft fix,
the pressure foreign countries face to implement and utilize such laws will only increase.

This dynamic presents challenges. Our companies may face conflicting legal obligations
when foreign governments require them to disclose electronic data in the United States that U.S.
law prohibits them from disclosing. This legal conflict can occur even if the request is made
pursuant to lawful process in the foreign country, involves communications between foreign
nationals abroad, and concerns criminal activities outside the United States with no relation to
this country other than the fact that the service provider stores the data in the United States. In
addition to harming our allies’ efforts to investigate terrorism and other serious crimes, this can
put our companies in a difficult position. They must either comply with a foreign order, and risk
a violation of U.S. law, or refuse to comply and risk violating a foreign law.

The experience of the United Kingdom illustrates why this scenario can be so
problematic. A significant portion of the electronic communications service providers used by
the U.K. public are based in, and store their data in, the United States (or elsewhere outside the
United Kingdom). As a result, U.K. authorities must frequently come to the United States to
access data located here, even if it is relevant to the investigation of conduct taking place entirely
outside of the United States and is not related to any U.S. persons. If the data happens to be
stored in the United States, U.S. law would control the manner in which that data is available to
U.K. authorities, even if only British citizens are involved, the threat is directly to the United
Kingdom, and the conduct is taking place entirely outside the United States. U.K. investigators
may find their investigations delayed by the cumbersome MLA process even despite the U.S.
Government’s best efforts to process requests expeditiously. Or, it may be thwarted altogether
by the Microsoft decision.

The effects of such conflicts are felt acutely by many of our foreign law enforcement
partners. They also present unique challenges for U.S. providers who wish to compete for
overseas customers, but store data in the United States. Our foreign partners and many U.S.
communications providers continue to voice concern that the status quo is unsustainable. It
undermines efforts by our foreign partners to protect their citizens, just as it would for U.S.
authorities to protect Americans. It gives other countries strong incentives to require data
localization. And it exposes U.S. providers to potential enforcement actions and fines by foreign
countries for adhering to U.S. law. The Microsoft decision compounds all of these harms.

II. The Path Forward
The current situation presents significant challenges. As all of the judges involved in the

Second Circuit decision indicated, Congress should address the ongoing and substantial damage
to public safety caused by the Microsoft decision, and it should act swiftly. However, the
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Department has significant concerns about some efforts that have been contemplated to address
the problem. The issue is complex, and solutions must take into consideration the possible
ramifications and consequences. I will discuss some of these concerns in my remaining
testimony. Then, I will describe our work on a solution to collectively address both the urgent
need of U.S. investigators to access data outside the United States and that of foreign countries to
access data held by U.S. providers.

A. Principles that Should Govern a Solution

When crafting a solution to the problems created by the Second Circuit’s Microsoft
decision, we believe Congress should be guided by several principles. In the Department’s view,
some previous legislative proposals attempting to address this solution have not fully addressed
these concerns:

¢ First, a solution must permit law enforcement investigators effectively to obtain
digital evidence without undue delay. Waiting months for evidence critical to solving
fast-moving investigations — such as terrorism, computer intrusion, and child sexual
exploitation cases, just to name a few — is dangerous and harmful to the safety and
security of Americans.

e Second, reliance solely on the MLA process cannot be the solution. Even with our
closest partners, lengthy delays occur. For example, Ireland—where Microsoft has
indicated it stores its European customers’ data—has reported that the average
response times for routine requests are 15-18 months. And we do not have MLA
treaties with many countries. The MLA process nonetheless remains a vital tool, and
we look forward to continuing to work with you to improve its efficiency and
effectiveness.

e Third, a solution cannot grant foreign governments a veto authority over U.S.
criminal investigations. It makes no sense to allow China or Russia, for example, the
authority to prevent U.S. officers from obtaining data pursuant to SCA warrants in
relation to violations of U.S. criminal law committed by their nationals and/or persons
located in their jurisdictions.

e Fourth, a solution must take into account the reality that investigators often will not
know the identity, nationality, or location of the account holder. Suspects commonly
use the anonymity provided by internet tools to conceal themselves and their
locations. The use of warrants under the SCA is often aimed at uncovering these
critical facts.

e Fifth, a solution should avoid creating an incentive for other countries to create “data
localization” laws. Such laws are burdensome on U.S. providers, limit access to
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evidence needed to assure public safety, and have been called out by the U.S. Trade
Representative as a key barrier to trade. (For example, see the March 2017 Fact Sheet
by the Office of the U.S. Trade Representative (“USTR”) available online at:
https://ustr.gov/about-us/policy-offices/press-office/fact-sheets/2017/march/key-
barriers-digital-trade.)

e Sixth, a solution should not grant benefits or protections to foreigners that are not also
granted to U.S. citizens and residents. We believe that some proposals that have been
advanced would afford protections to non-U.S. citizens and residents that exceed
those afforded to U.S. citizens and residents.

The Department believes that these principles can guide a legislative solution that protects public
safety and national security, allows U.S. industry to compete globally, and provides a clear set of
rules to guide access to data by both domestic law enforcement and our international partners.

B. Proposed Solutions

Some countries, like the United States, may have privacy laws that prevent disclosure of
electronic data in response to foreign legal process. Conflicts of law in this area are traditionally
avoided through mechanisms such as prosecutorial discretion, court supervision, diplomacy, and
economic considerations. Strictly limiting the reach of U.S. law to avoid potential conflicts with
foreign laws would thus not be consistent with international practice; to the contrary, it would
make the United States an outlier by unilaterally hobbling our own public safety functions,
including in scenarios where no conflict is presented.

Accordingly, Congress should consider targeted amendments to the SCA that will
provide for the legitimate needs of law enforcement agencies in the United States to obtain,
through lawful process, electronic communications stored abroad that are relevant to U.S.
criminal investigations, as well as address foreign countries’ legitimate public safety needs. At
the same time, it should reduce the chance that providers will be caught in conflicting obligations
between U.S. and foreign laws.

To address the first issue, we recommend a simple legislative fix to make clear that SCA
warrants can be used to obtain data under a provider’s custody or control, even if it is stored
abroad. To address the needs of foreign countries and providers facing a conflict of laws, we
recommend a new bilateral data-sharing framework that would protect both American and
foreign citizens’ privacy interests.

Legislative solution to the Microsoft decision

As the Microsoft decision fundamentally rests on statutory interpretation, Congress can
correct it through a clarifying amendment to the statute. The Department has proposed a simple
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legislative amendment, a new proposed section 2713 of Title 18, that would make clear that SCA
warrants can be used to obtain data under a provider’s custody or control, even if it is located
abroad. This amendment can be found in Appendix A. For years, providers routinely complied
with SCA warrants, even for data that was stored outside the United States. The amendment
would restore that practice by explicitly requiring providers subject to the jurisdiction of the
United States to produce data pursuant to appropriate SCA process, even if the provider chooses
to store that data outside the United States. In this manner, the amendment would ensure that
SCA warrants remain subject to the traditional rules for compulsory process, under which “[t]he
test for the production of documents is control, not location.” In re Grand Jury Subpoena
Directed to Marc Rich & Co., A.G., 707 F.2d 663, 667 (2d Cir. 1983), cert. denied, 463 U.S.
1215 (1983). This amendment would affirm the domestic application of the SCA and clarify that
responding to lawful process for data under a provider’s custody or control does not constitute an
extraterritorial application of the SCA.

Arguments against legislative solutions

Many, including providers like Microsoft, have argued that the use of SCA warrants to
compel disclosure of data under a provider’s custody or control, regardless of location, would
place providers in an untenable position because of conflicting laws in other jurisdictions, but
that concern is overstated for several reasons. First, in many cases, where the foreign country’s
law does not prohibit the production of data stored in its territory, American providers would not
face any conflict of law if required to produce data stored outside the United States to American
law enforcement authorities pursuant to SCA process. In the years prior to the Microsoft
decision, the Department is not aware of any instance in which a provider has informed the
Department or a court that production pursuant to the SCA of data stored outside the United
States would place the provider in conflict with local law.

Second, in the event there were a true conflict of laws, the Department would have the
discretion whether to make a request, and to narrow or modify the request in a manner that
avoids the conflict. The Department often confronts such situations in its cross-border
investigations, particularly those involving records held by large financial institutions, and has
typically been able to resolve them through closer inquiry or good-faith negotiation. Thus,
ensuring the ability to compel production of foreign stored data does not imply that such
authority will be used in a manner that creates conflict with other countries; in practice, the
power is exercised with great restraint and such conflicts are exceedingly rare.

And third, even in the small number of cases in which a resolution is not reached, neither
the longstanding interpretation of the SCA nor our proposal would give the Department
unilateral authority to compel production in the face of a conflict of laws. Rather, when
considering whether to enforce compulsory process for information located outside the United
States “where such production would violate the law of the state in which the documents are
located,” courts apply a multi-factor balancing test based on the Restatement of the Foreign
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Relations Law of the United States. United States v. Davis, 767 F.2d 1025, 1033 (2d Cir. 1985).
Under that test, courts balance factors such as “the vital national interests of each of the states”,
“the extent and the nature of the hardship that inconsistent enforcement actions would impose”,
“the extent to which the required conduct is to take place in the territory of the other state”, “the
nationality of the person”, and “the extent to which enforcement by action of either state can
reasonably be expected to achieve compliance with the rule prescribed by that state.” 1d. at
1034. Those principles would continue to apply to SCA warrants, and would ensure appropriate
respect for international comity without unnecessarily harming American public safety. By
contrast, significantly impairing U.S. authorities’ ability to obtain data stored outside the United
States creates substantial harms even in cases where there is no colorable conflict of laws.

Nor would reinstating the status quo compromise international practice. As noted above,
in many, if not most cases, enforcement of SCA process for data stored outside the United States
would not create any conflict between American and foreign law, and would thus not implicate
comity concerns in the first instance. But even if such a conflict may exist, the Executive Branch
is well-suited to weigh international comity concerns and discern when to assert American
interests, as it routinely does in cross-border contexts other than the SCA, such as subpoenas to
financial institutions and other multi-national enterprises where foreign laws may restrict
disclosure. Indeed, the Department has a rigorous internal review and approval process for
requests by prosecutors to compel foreign companies subject to United States jurisdiction to
produce records located outside the United States. See U.S. Attorneys’ Manual 9-13.525;
Criminal Resource Manual 279. This process takes into account such factors as the timely
availability of alternative methods for obtaining the records, the indispensability of the records to
the success of the investigation or prosecution, and the need to protect against the destruction of
records located abroad.

In this manner, American law is similar to that of other countries around the world that
assert authority to compel the production of data stored outside their territory, but that—Ilike the
U.S.—take a more calibrated approach when that authority may result in a conflict of laws.
Thus, concerns that reinstating the status quo will result in a “Wild West” scenario are
overstated. Countries including Australia, Belgium, Brazil, Canada, Colombia, Denmark,
France, Ireland, Mexico, Montenegro, Norway, Peru, Portugal, Serbia, Spain, the United
Kingdom, and others already assert the authority to compel production of data stored abroad
under their own laws. See, e.g., Winston Maxwell & Christopher Wolf, A Global Reality:
Governmental Access to Data in the Cloud, 2-3 (Hogan Lovells) (Updated 18 July 2012)
(“Notably, every single country that we examined vests authority in the government to require a
Cloud service provider to disclose customer data in certain situations, and in most instances this
authority enables the government to access data physically stored outside the country’s borders,
provided there is some jurisdictional hook, such as the presence of a business within the
country’s borders.”). Indeed, the 50 countries around the world — including the United States --
that have joined the Budapest Convention have agreed that national laws should contain the
authority for legal process to compel providers in their territory that have possession and control

-12 -



over digital evidence to disclose it, even when the provider chooses to store that data outside of
the country. In the face of this widespread practice, restricting the United States’ ability to
obtain data stored abroad would amount to a unilateral limitation with considerable disadvantage
and no benefit to the American people.

Bilateral frameworks for cross-border data sharing

Addressing the significant public safety consequences of the Microsoft decision is an
urgent priority. But we must also do more to meet the legitimate public safety needs of other
countries that require access to evidence that happens to be stored or accessible in the United
States, without compromising users’ legitimate privacy interests. And we must recognize that
U.S. service providers seeking to compete in a global marketplace may, in some instances, face
conflicting legal obligations from the many nations in which they choose to do business, and
minimize those conflicts where possible. Finding solutions that satisfy both the American people
and our allies may be difficult, but we are committed to improving current processes.

In particular, we recommend enacting and implementing legislation for a framework
under which U.S. providers could disclose data directly to a foreign government for serious
criminal investigations when that government is targeting accounts of non-U.S. persons outside
the United States, provided that the United States has concluded that the foreign country’s laws
adequately protect privacy and civil liberties. The framework would require that the foreign
government obtain authorization to access the data under its own legal system, which must
include review or oversight by an independent authority, require sufficient cause and meet other
legal requirements.

It would not permit bulk data collection and would not permit foreign-government
targeting of any U.S. persons or persons known to be located in the United States. Moreover, it
would not impose any new obligations on providers at all under U.S. law; instead, any
requirement to comply with the foreign order would derive solely from the requesting country’s
law.

The framework would, in turn, permit reciprocal access for U.S. law enforcement to data
stored abroad free of any legal barriers that foreign law might otherwise erect, provided that
Congress first restores such authority. This access will become increasingly important for data
located beyond U.S. borders and subject to foreign law. Under this approach, the United States
and a foreign government can negotiate a bilateral agreement setting forth the terms for cross-
border access to data, but only with those countries who share the United States’ commitment to
the rule of law and respect for privacy and civil liberties. These agreements would also be
subject to audit and periodic renewal to ensure that they are being properly implemented.

The United States has for some time been working on a proposed agreement of this sort
with the United Kingdom, which has made clear that its inability to access data from U.S.
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providers in an efficient and effective way poses a very serious threat to public safety and
national security in the United Kingdom. The United Kingdom has indicated that this framework
is of utmost importance, which is underscored by the appearance and testimony of Paddy
McGuinness at this hearing today. If the approach proves successful, we would consider it for
other appropriate countries as well.

This approach would require amendments to U.S. law, the Wiretap Act, the Stored
Communications Act, and the Pen Register Statute. The amendments would lift the statutory
prohibition on disclosure of communications data for lawful requests from a foreign partner with
which the United States has a satisfactory executive agreement.

To succeed, any framework must establish adequate baselines for protecting privacy and
civil liberties, both through the agreement and implementing legislation. For example,
legislation should require the foreign country’s law to have in place appropriate substantive and
procedural protections for privacy and civil liberties; it should require robust targeting and
minimization procedures to prevent the targeting of, and ensure the protection of, U.S. person
data; and it should require appropriate safeguards concerning the use of the data that is
disclosed. In this way, the framework would ensure that there are sufficient protections for
privacy and civil liberties, while permitting countries to maintain appropriate checks and
balances for doing so within their existing legal framework. The framework would not require
our foreign partners to adhere to standards that mirror the American legal system. However, we
expect that one of the benefits of creating such a framework would be to encourage other
interested countries to improve their legal protections for communications data to a higher level
in order to be eligible for a similar arrangement. Thus, privacy standards abroad could be
significantly enhanced.

There are a number of additional benefits to such a framework. Importantly, it would
support our partners’ ability to investigate serious crime, including terrorism and other
transnational crimes—threats that may, in turn, also affect Americans at home and abroad. It is
expected to decrease the existing burden on the MLA process. It would reduce the impetus for
foreign countries to implement data localization policies, which would be harmful to U.S.
commercial interests and public safety and national security, while encouraging them to develop
stronger privacy protections. If Congress acts to address the Second Circuit’s Microsoft
decision, the new international framework would also help to secure reciprocal access for the
United States to data abroad in an efficient, effective, and privacy-respecting manner. And it
would help obviate a potential obstacle to U.S. communications service providers’ ability to
compete for global business by reducing the risk that providers face from potential international
conflicts of laws.
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The two-part legislative proposal that the Department has transmitted to Congress and
that I have discussed here today represents an opportunity for Congress to meet the urgent public
safety needs of the United States while furthering legitimate access to data for our foreign law
enforcement partners, removing conflicts of laws faced by providers, relieving pressure on data
localization, and incentivizing new protections for privacy and civil liberties around the world.
The Department appreciates the opportunity to further discuss these complex issues with you,
and we look forward to continuing to work with you, industry, and other relevant stakeholders.
This concludes my remarks. I would be pleased to answer your questions.
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U.S. Department of Justice
Office of Legislative Affairs

Office of the Assistant Attorney General Washington, D. C. 20530
May 24, 2017

The Honorable Paul Ryan

Speaker

U.S. House of Representatives -
Washington, DC 20515

Dear Mr. Speaker:

On behalf of the Administration, the Department of Justice is pleased to present
for the consideration of the Congress a legislative proposal that would (1) provide for the
legitimate needs of law enforcement agencies in the United States to obtain, through
lawful process, electronic communications stored abroad that are relevant to U.S.
criminal investigations; and (2) help resolve potential conflicting legal obligations that
U.S. electronic communications service providers (“service providers”) may face when
required to disclose electronic data by foreign governments investigating serious crime,
including terrorism. :

The need for effective, efficient, and lawful access to electronic data in criminal
investigations is paramount in the digital age. Obstacles to obtaining such electronic evidence
jeopardize investigations into every category of criminal activity. A recent court decision has
effectively hamstrung the ability of U.S. law enforcement to obtain data stored by U.S.
communications service providers outside the United States. In July 2016, the United States
Court of Appeals for the Second Circuit held in Microsofi Corp. v. United States that section
2703 of the Electronic Communications Privacy Act (‘ECPA™) does not authorize our courts to
issue and enforce warrants served on U.S. providers to obtain electronic communications stored
abroad. If this decision stands, or is extended to other parts of the country, the United States
would not have, under section 2703, access to data necessary to advance important U.S.
investigations that protect the safety of Americans. The Congress can address the ongoing and
substantial damage to public safety caused by the Microsofi decision, and it should act swiftly.
This legislative proposal is necessary to reinstate the pre-Microsoft status quo, when providers
routinely complied with section 2703 warrants for data within their custody or control, even
when stored outside the United States.

The legislative proposal is also necessary to implement a potential bilateral
agreement between the United Kingdom and the United States that would permit U.S.
companies to provide electronic data in response to U.K. orders targeting non-U.S.
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persons located outside the United States, while affording the United States reciprocal
rights regarding electronic data of companies storing data in the United Kingdom.

Foreign governments investigating criminal activities abroad increasingly require access
to electronic evidence from U.S. companies that provide electronic communications services to
millions of their citizens and residents. Often, such data is stored or accessible only in the
United States, where U.S. law, including ECPA, limits the companies’ ability to disclose it.

Our companies may face conflicting legal obligations when foreign governments require them
to disclose electronic data that U.S. law prohibits them from disclosing. This legal conflict can
occur even though the request is made pursuant to lawful process in the foreign country,
involves communications between foreign nationals abroad, and concerns criminal activities
outside the United States with no relationship to this country other than the fact that the service
provider stores the data in the United States.

In addition to harming our allies’ efforts to investigate terrorism and other serious crimes,
this puts our companies in a difficult position. Either they comply with a foreign order, and risk
a violation of U.S. law, or they refuse to comply and risk violating foreign law.

The Mutual Legal Assistance Treaty (“MLAT”) process, which is an important but often
labor-intensive mechanism for facilitating law enforcement cooperation, must contend with the
challenges posed by significant increases in the volume and complexity of requests for assistance
made to the United States in the Internet age. It typically takes months to process such requests,
and foreign governments often struggle to understand and comply with U.S. legal standards for
obtaining data, particularly content, for use in their investigations and prosecutions. As the
number of requests for electronic data continues to grow as a result of the Internet's globalization
of personal communications, governments with legitimate investigative needs face increasingly
serious challenges in gaining efficient and effective access to such data. Reforming the MLAT
process must remain a priority, but, at the same time, it is critical to find even more streamlined
solutions for data held by and transmitted via service providers.

The current situation is unsustainable. Some countries have begun to take enforcement
actions against U.S. companies, imposing fines or even arresting company employees. If foreign
governments cannot access data they need for legitimate law enforcement, including terrorism
investigations, they also may enact laws requiring companies to store data in their territory.

Such “data localization” requirements would only exacerbate conflicts of law, make Internet-
enabled communications services less efficient, threaten important commercial interests,
undermine privacy protections by requiring data storage in jurisdictions with laws less protective
than ours, and ultimately impede U.S. Government access to data for its investigations. And, as
the global market for Internet-related services expands, the U.S. Government increasingly will
need effective and efficient access to electronic information stored or uniquely accessible abroad.
Conflicts of law increasingly may pose an obstacle to such access.



The Honorable Paul Ryan
Page 3

The potential bilateral agreement with the United Kingdom and the Administration’s
legislative proposal not only would resolve legal conflicts for communications service providers
located in the United Kingdom and the United States, and promote and protect the global free
flow of information, but would establish a framework and standards that could be used to reach
similar agreements with other countries whose laws provide robust protection of human rights,
privacy, and other fundamental freedoms. It could thereby increase protections for privacy and
civil liberties globally, as countries seeking to qualify for such agreements would need to
demonstrate that their legal systems met these requirements. '

The legislative proposal achieves these priorities by requiring the Attorney General,
with the concurrence of the Secretary of State, to determine and certify to the Congress that
foreign partners have met obligations and commitments designed to pr otect privacy and civil
liberties. Orders issued by the foreign government must be subject to review or oversight by a
court, Judge magistrate, or other independent authority. Significantly, foreign orders covered
by this legislation and the agreements it would authorize would not be permitted to target U.S.
persons wherever they were located, or persons located in the Umted States. Procedures and
oversight would be required to ensure that this rule was followed. Moreover, the
Adminijstration would be required to notify Lhe Congress pr1o1 to makmg the required
delermmatlons

However, in order for the United States to receive reciprocal benefits from such
agreements, U.S. law must authorize law enforcement to obtain electronic data located abroad.
This requires reinstating the pre-Microsofi status quo discussed above, during which providers
routinely complied with section 2703 warrants for data within their custody or control, even
when stored outside the United States. It does not make sense to enter into agreements if U.S.
law enforcement investigators cannot access or do not have authority to aceess data stored in the
U.K. or any other foreign jurisdiction covered by such an agreement,

In sum, the proposed legislation would pr0v1de numerous benefits to the United States,
including (1) removing barriers and conflicts for U.S. businesses; (2) protecting U.S. interests
and citizens, and enhancing public safety; (3) ensuring reciprocal access to data for U.S.
investigations; (4) reducing data localization incentives; (5) reducing the mutual legal assistance
burden on U.S. government resources; and (6) encouraging improvement of global privacy and
civil liberties protections. We urge the Congress to work with the Administration to pass
legislation that would allow the United States to enter into and implement bilateral agreements
that would achieve these important objectives.
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Thank you for the opportunity to present this proposal. The Office of Management and
Budget has advised us that enactment of this legislation would be in accord with the Program of
the President.

Sincerely,

u&fz (ZMV ey

amuel R. Ramer
cting Assistant Attorney General

Enclosures

IDENTICAL LETTER SENT TO THE HONORABLE MICHAEL R. PENCE, PRESIDENT,
UNITED STATES SENATE; THE HONORABLE CHARLES E. GRASSLEY, CHAIRMAN,
COMMITTEE ON THE JUDICIARY, UNITED STATES SENATE; THE HONORABLE
DIANNE FEINSTEIN, RANKING MEMBER, COMMITTEE ON THE JUDICIARY, UNITED
STATES SENATE; THE HONORABLE ROBERT W. GOODLATTE, CHAIRMAN,
COMMITTEE ON THE JUDICIARY, U.S. HOUSE OF REPRESENTATIVES; AND THE
HONORABLE JOHN CONYERS, JR., RANKING MEMBER, COMMITTEE ON THE
JUDICIARY, U.S. HOUSE OF REPRESENTATIVES.



Legislation to Permit Secure and Privacy-Protective Access to
Cross-border Electronic Data for Law Enforcement to Combat Serious
Crime Including Terrorism

Section 1: Short Title.
This Act may be cited as the .

Section 2: Congressional Findings and Purpose

The Congress finds the following:

( 1) Timely access to electronic data held by communications- -service providers
is an essentlal component of government efforts to proteot public safety and
combat Ser1ous crime, including terrorism. ,

(2) Such efforts by the United States government are being impeded by the in-
ablhty to access the content of data st01ed outs1de the Umted States that is in
the custody, oont1 ol, or possess1on of commumcatlons serwce prov1ders that are
subJect to U, S Jurlsdlctmn : :

(3) Foreign govemments also mcreasmgly seek gecesy 1o elecuome d,a,ta held
y eommumcatlons sewwe pr0v1ders in the Unlted States for the purpose of
combattlng serlous crlme - o : - :

(4) Communioatlons service prov1ders face potential conﬂlctmg legal obliga-
tions when a forelgn govelnment o1ders produenon of electromc data that
Unlted States law may prohiblt prov1ders from d1sclosmg |

(5) Fore1gn law may oreate sm} ‘varly conﬂletlng legal pbllgatlons when the
tates government orders ‘roductlon of electlomo data that f‘orelgn law
pl‘Ohlblts oommumcatlons servwe p10v1de1s f1 om dlsclosmg L

(6) Internatlonal agreements p1‘ov1de a mechanlsm for resolvmg these potential
conflicting legal obligations wheré the United States and the relevant foreign
government share a common commitment to the rule of law and the protection
of privacy and civil liberties.

(7) The purpose of this Act is to —

(a) clarify that U.S. law authorizes law enforcement to obtain electronic data
under a provider’s custody or control, even if the data is stored abroad;
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(b) provide authority to implement international agreements to resolve po-
tential conflicting legal obligations arising from cross-border requests for the
production of electronic data where the foreign government targets non-U.S.
persons outside the United States in connection with the prevention, detection,
1nvest1gauon or prosecution of serious crime; and

(e) ensure reciprocal benefits to the Unlted States of such international
agreements

Sectlon 3 Amendments to Current Commumcatmns Laws

(a) Chapter 121 of Title 18, United States Code 1s arnended by adding a new sub-
sect10n 2713 as follows:

“A p10v1der of wire or electronic communication seryice ar remote computing
service shall eomply with the obligations of this’ chapter ta preserve, backup, or
disclose the contents of a wire or electronic communteatlon and any record or
other information pertalnmg tor a customer or subscrlbel w1th1n snch provider’s
possesm n, ___ustody, or eontrol 1egardless of whether such’ communleanon, rec-
ord or other mformatlon is loca;ced wlthln or ontmde the Unlted Sta!:es %

(b) Chapte1 119 of Tltle 18 United States Code is amended by addlng
(1) A new subsecnon 25 1 1(2)(]) as follows

“It shall not be unlawful under th1s chapter for a pr0v1de1 of electronic com-
munlcanon serv1ce to the publlc or remote computmg serv1ee to intercept
or dlSeIose the eontenta of a ere or electtonlc communlca}tlon in response
to an orde1 from a forexgn go' 'rnment as deﬁned in and subject to an agree-
ment that the Attorney Gen al has determlned and cert1ﬁed to Congress
sa;nsﬁes 18 U S. C § XXXX ;18 ' i

and
(2) Replacing subsection 2520(d)(3) as follows:

“a good faith determination that section 2511(3), 2511(2)(i), or 2511(2)(j)
of this title permitted the conduct complained of;”

(c) Chapter 121 of Title 18, United States Code, is amended by adding:

(1) A new subsection 2702(b)(9) as follows:
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“to a foreign government pursuant to an order from a foreign government
" as defined in and subject to an agreement that the Attorney General has de-
termined and certified to Congress satisfies 18 U.S.C. § XXXX.”;

(2) A new subsection 2702(c)(7) as follows:

“to a foreign government pursuant to an order from a foreign government
as defined in and subject to an agreement that the Attorney General has de-
termined and certified to Congress satisfies 18 U.S.C. § XXXX.”;

gpd
(3) Replacmg subsecuon 2707(e)(3) as follows

“a good fa1th determmatmn that section 25 113), section 2702(b)(9), or sec-
t10n 2702(0)(7) of this title permltted the conduct complamed of}”

(d) Chapte’r- 206 of_ T1tle 18 Umted States Code is amendegl by:
(D Addlng to the end of subsectmn 3121 (a) as follows

“or an order from a foreign government as deﬁned in and subject to an
agreement that the Attorney. Gene1a1 has determmed and certlﬁed to Con-
gress satlsﬁes 18 US.C. § XXXX e = '

(2) Replacmg subsectlon 3124(d) as follows

“No cause ¢ of actwn agamst a prov1der dlsclosmg mformatlon under this
chapter —No cause of action shall he 1n any court a,galnst any provider of
a WIre or. electronlc commumcatlon Servwe its ofﬁpers employees agents,
or ether specified persons for prov1d1r1g 1nfo1mat10n, facilities, or assistance
in accordance with a court order under thls chapter request pursuant to sec-
tlon 3125 of this title, or an order from a foreign government as defined in
and subject to an agreement that the Attorney General has determmed and
certified to Congress satisfies 18 U.S.C. § XXXX.”

and

(3) Replacing subsection 3124(e) as follows:




“Defense.—A good faith reliance on a court order under this chapter, a re-
quest pursuant to section 3125 of this title, a legislative authorization, a stat-
utory authorization, or a good faith determination that the conduct com-
plained of was permitted by an order from a foreign government as defined
in and subject to an agreement that the Attorney General has determined
and certified to Congress satisfies 18 U.S.C. § XXXX, is a complete defense
against any civil or criminal action brought under this chapter or any other -

23

layv.

Section 4 Exeeutrve Agreements on, Access t0 Data by Forelgn Governments

Chapte1 ~_iof Tltle 18, Un1ted States Code is amended by adding a new section
XXXX as follows :

“(a) An exeeutlve agreement governing access by a fore;gn government to data
subjeet to Chapters 119, 121, and 206 of- thls Tltle shall satisfy this section if
the Attorney General, with the concurrence of the Seoretary of State determines
and eert1ﬁes to Congress that: % Cd

(1) The dornestlc law of the forelgn government anludlng the implemen-
tatlon of that law, affords robust substantlve and proeedmal pr otections for
prlvacy and civil hberues in hght of the data colleetlon and actwrtles of the
foreign government that will be Sllb] ect to the agreement pr, __.V1ded that such
a dete11n1nat1on under this sectlon take lnto account as appmprlate credible
1nforrnat10n and expert 1nput and that the factors to be eonstdeled 1n maklng
sueh a detennrnatlon 1nclude whether the forel gn govemlnent N

(1) has adequate substantlve and proeedural laws on gybercrime and
electronlc ev1denee as demonstrated tln ough accessmn to the Budapest
Convention on Cybercrime, or thr ough domes‘nc lgws that are consistent
with definitions and the requlrements set forth, In Chapters [ and II of
that Conventlon ey

(ii) demonstrates respect for the rule of law and principles of non-dis-
crimination;

(iii) adheres to applicable international human rights obligations and
commitments or demonstrates respect for international universal human
rights (including but not limited to protection from arbitrary and unlaw-
ful interference with privacy; fair trial rights; freedomis of expression,
association and peaceful assembly; prohibitions on arbitrary arrest and
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detention; and prohibitions against torture and cruel, inhuman, or de-
grading treatment or punishment);

(iv) has clear legal mandates and procedures governing those entities of
the foreign government that are authorized to seek data under the exec-
utive agreement, including procedures through which those authorities
collect, retain, use, and share data, and effectlve of overs1ght of these
act1v1tles i ;

(v) has sufficient mechanisms to provide aeeountablhty and apptopnate
transparency regarding the government’s eollectlon and u
tronic data and :

..(v1) demonsirates a commitment to promote and protect the global free
flow of information and the open dlstrlbuted and interconneeted nature
of the Intemet : ‘

(2 The forelgn gavernment has adopted apptopriate p1ocedu1es to mini-
mizge the acqulsltlan retentmn and dlssemmatton of 1nf0rmat10n eoncern-
mg Umted States persens subJect to the agIeement and s "‘(" ;

.,-_

(3) The agreement requlres the followmg with 1espeet to orders ';,ubJeet to
the agreement ; b

(i) The foreign government may netintentionally target a United States
person or a person focated in the Unlted States and must adopt targeting
procedures de51gned to meet this requ1rement

(i) The foreign govermnent may not target a npanmted States person
located outside the Umted States 1f the purpose is to tham information
eoncetmng a Umted States pelson or a pelson 1ocated in the United
States '

(111) The forelgn government may not issue an order at the 1equests of
or to obtain information to provide to the United States government or
a third-party government, nor shall the foreign government be required
to share any information produced with the United States government
or a third-party government;




(iv) Orders issued by the foreign government must be for the purpose of
obtaining information relating to the prevention, detection, investigation,
- or prosecution of serious crime, including terrorism;

(v) Orders issued by the foreign government must identify a specific
person, account, address, or personal device, or any other specific iden-
tifier as the object of the Order;,

(vi) Orders issued by the foreign government must be in eomphanee
with the domestic law of that country, and any obhgatron fora prov1der
of an electronic communications service or a remote computmg service
to produce data shall derive solely from that law;

(Vn) Orders 1ssued by the foreign government muyst be based on require-
ments for a 1easor1ab1e justification based on artleulable and credible
faets partreularrty, legality, and severlty regardmg the conduct under in-
Vest1gatron i

(vm) Olders issued by the foreign government must be squ eet tp review
o or over51ght by a court, Judge maglstrate or other 1ndepend t author—
1ty, : B

(1x) Orders Issued by the foreign government for the 1nterceptron of wire
or eieetrome commumcatlons and any extensrons thereof must be for
a ﬁxed l11r11ted duration; mtereeptlon may Iast no longer than is reason-
ably necessary to aeeomphsh the approved purposes ‘of the order; and
orders may only be issued where that same 1nformat1on could not rea-
sonably be obtamed by another less mtruslye method

(x) Orders 1ssued by the fore1gn government may not be used to infringe
f1 eedom of speeeh . A

(Xi) The forei‘gn g,overnment must promptly review all material col-
lected pursuant to the agreement and store any unreviewed communica-
tions on a secure system accessible only to those trained in applicable
procedures;

(xii) The foreign government must segregate, seal, or delete, and not

disseminate material found not to be information that is, or is necessary
to understand or assess the importance of information that is, relevant
to the prevention, detection, investigation, or prosecution of serious
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crime, including terrorism, or necessary to protect against a threat of
death or seriously bodily harm to any person;

(xiii) The foreign government may not disseminate the content of a
communication of a U.S. person to U.S. authorities unless the commu-
nication (a) may be disseminated pursuant to Section 4(a)(3)(xii) and
(b) relates to significant harm, or the threat thereof, to the United
States or U.S. persons, including but not limited to crimes involving
national security such as terrorism, srgnlﬁcant violent crime, child ex-
p101tat1on transnational organized crime, or 51gn1ﬁcant financial fraud.

(xiv) The foreign government must afford reciprocal rights of data ac-
cess, 10 include, where applicable, removing restrictions on communi-
cations service providers and thereby allow them to respond when the
Umted States government orders produetlon of electromc data that for-
ergn law would otherwise prohlbrt eommunlcat: ns-§ ”v1ce provrders

from dlsclosmg,

(xv) The forergn government must agree to perrodlc review of its com-
phance with the terms of the agreement by the Umted States govern-
ment and " : ;

(xvi) The Unlted States govel nment must reserve the right to render the
agreement 1napphcab1e as to any order for whlch 11; concludes the agree-
ment may not p1 operly be mvoked

(b) A determlnatlon or certrﬁcatlon made by the Attomey General under sub-
sectlon (a) shall not be subject to ]udlclal or admlmstratwe reV1ew

(¢) The Attorney General shall p1ov1de notrce to the Judrclaly Committees of
the Senate and the House, and the Forel gn Relatrons Commrttee of the Senate,

and the Forelgn Affairs Committee of the House 60 days pI‘IOI‘ ‘to making a de-
termrnatlon under subsection (a) of his intért to do so. Any determination or
certification under subsection (a) regarding an executive agreement under this
section and any termination of such an agreement, shall be published in the
Federal Register as soon as is reasonably practicable. A

(d) The Attorney General, with the concurrence of the Secretary of State, shall
renew a determination under subsection (a) every five years. In the absence of
such a renewal, the agreement will no longer satisfy this section.




(e) As used in this section, “United States person” means a citizen or national
of the United States, an alien lawfully admitted for permanent residence (as
defined in section 101(a)(20) of the Immigration and Nationality Act), an unin-
corporated association a substantial number of members of which are citizens
of the United States or aliens lawfully admitted for permanent residence; or a
corporation that is incorporated in the United States.”

Section 5: Ru‘le of Construction.

Nothing in this Act shall be construed to preclude any foreign authority from ob-
taining assistance in a criminal investigation or prosecution pursuant to Section
- 3512 of Title 18, United States Code, Section 1782 of Tltle 28 Umted States Code,

or as 0therw1se prov1ded by law.




Section-by-Section Analysis of Legislation to Permit Secure and
Privacy-Protective Access to Cross-border Electronic Data for Law
Enforcement to Combat Serious Crime Including Terrorism

The need for effective, efficient, and lawful access to electronic data in
criminal investigations is paramount in the digital age. Obstacles to obtaining
such electronic evidence jeopardize investigations into every category of criminal
activity. A recent decision of the United States Court of Appeals for the Second
Circuit Microsoft v. United States, 829 F.3d 197 (2d Cir. 2016), has effectively
harnstrung the ability of U.S. law enforcement to obtain data stored by U.S.
communlcatlons service providers outside the Umted States. The United States
is not alone 1n seekmg to obtain electronre evidence stored out81de its territory.
Countrres around the world rely on data held by 1.5, oommunlcatlons service
prov1ders to protect their legitimate. law enforoement and pubhe safety interests.
However U.S. electronic communications service provrders faee potentially
eonﬂrctmg legal obhgatrons when a forelgn government Serves them with legal
proeess 1equ1r1ng the productlon of electronic data that U.§. law may prohibit
them from acquiring or dlselosmg The proposed leglslatlon seeks targeted
arnendrnents to Title I1I of the Ommbus Crime Controi and Safe Streets Act (the
eretap Act) the Stored Communreatlons Act (“SCA”) and Chapter 206 of Title
18 (the Pen/Trap Statute) to (1) provrde f01 the legltrmate needs of law
enforcement agencies in the United States to obtaln through lawfu process,
eleetrome communlcatrons stored abroad that are relevant to U. S crtmlnal
tnvestlgatrons and (2) reduce the ehance that prov1ders w1ll be ca aht in
ponﬂletmg obllgatmns between U.S. and forelgn laws by allowmg service
prov;ders to 1nte1cept access, and dlsclose eommunlcatlons eontent and metadata
in response to an’ ‘order from a foreign governrnent if that order falls within the
scope of an executive agreement that the Attorney General w1th the concurrence
of the Seeretary of State, has determmed and Certlﬂed to angress, meets several
statutory conditions. Among those conditions i is the 1equ1rement that the foreign
order not target any U.S. person or any person located in thé United States. In
addition, the Attorney General must certify that the law of the foreign government
provides robust protections for privacy and civil liberties. The legislation also
provides a complete bar to civil and criminal liability for violations of the statutes
if the providers acted in good faith reliance on such foreign orders, in parallel to
existing provisions of law establishing such liability protection for good faith
reliance on U.S. orders. The proposed legislation also ensures that U.S. law
enforcement will be able to obtain reciprocal benefits of such executive

“agreements by clarifying that U.S. law authorizes law enforcement to obtain
electronic data located abroad.




Section 2 sets forth congressional findings and the purpose of the proposed
legislation — in particular, to clarify that U.S. law authorizes law-enforcement to
obtain electronic data under a provider’s custody or control, even if the data is
stored abroad, and to provide authority to implement executive agreements that
resolve potential conflicting legal obligations arising from cross-border requests for
the production of electronic data where a foreign government targets non-U.S.
persons outside the United States in connection with the preven’uon detection,
investigation, or prosecution of serious crime, if that forelgn government and the
United States share a common commitment to the 1uIe of law and the protection of
prlvacy and civil liberties. 7

Subsec‘uon S(a) amends the Stored Commumca‘uons Act by clarifying that
U.S, commumcauons providers’ obligations to preserve backup, or disclose the
confents of data extend: to all data within the prowders possess1on custody, or
contlpl gven if such data is located outSIde the Umted States This provision
clanﬁes that U.S. law authorlzes Us S law enforcement to pbtain electronic data
under a prov1de1 s custody or con];rol even if the data 1s st01ed abroad, which
ensures tlmely access to electronl afa in crnnma] lnvestlgatlons for U.S. law

authorlzed under Sectlon 4

Subseotlon 3(b)(1) amends the Wiretap Act by addlng an additional
exception to' the general prohibition on accessing real time wire or electronic
communications. The exception permifs 1nte1cept10n and dlsclosure to respond to
a for¢ign order made pursuant to an exggutive’ agreement that the Attorney General
has detemuned and certified to Congress sat1sﬁes a separate statutory provision
(sectlon 4). Subsection 3(b)(2) amend the eretap Aot to establish that good faith
rehance on such an order is a comple efense agamst any 01V11 or cr1m1na1 action.

Subseo‘uons 3(0)(1) and (2) sun]]ally add addltlonal exceptlons tothe SCA’s
general prohibition on accessing and disclosing stored communications and
customer data (18 U.S.C. §§ 2702(b) and 2702(c), respectively) to respond to a
foreign order pursuant to an executive agreement that meets the requirements of
section 4. Subsection 3(c)(3) similarly amends the SCA to establish that good faith
reliance on such an order is a complete defense against any civil or criminal action.

Subsection 3(d)(1) amends the Pen/Trap Statute to permit the installation of
a pen register or a trap-and-trace device to respond to a foreign order pursuant fo
an executive agreement that meets the requirements of section 4. Subsections




3(d)(2) and 3(d)(3) amend the Pen/Trap Statute to bar criminal and civil causes of
actions under the Pen/Trap Statute that stem from good- falth compliance with such
a foreign order. :

Section 4 creates a new section in Title 18 setting forth requirements for
executive agreements such that foreign government orders covered by them would
fall within the exceptions laid out in section 3. Subsection 4(a) establishes that an
executive agreement will satisfy the statutory requirements of the new section if
three conditions are met. h

First, per subsection 4(a)(l), and ta.kmg 1nt0 aceount, as approprlate
credible information and expert input, the Attomey Genelal w1th the concurrence
of the Secretary of State, must determine and certlfy to Congl ess that the foreign
government’s domestic law, in light of the data colleotlon and activities subject to
the executive agreement, affords robust substantlve and prooedul al protections for
privacy and civil liberties, including by '

(i) having adequate substantive and procedural laws on oybe1o11me and
electronic evidence, as demonstrated through acccsslon to_ the Budapest
Convention on Cybercrime, or through domes’uo la,ws th‘ 'j‘_':are ‘consistent

with definitions and the’ 1equnements set forth in Chaptet I and II of that

Convention;

(i) demonstrating respect for the rule of Iaw and prlnciples of non-
discrimination; - -

(ili) adhering to applicable internatiorial human rights obligations and
commitments or demonstrating respect for lnterna,tlonal universal human
rights (including but not limited to pr oteotlon from arbltrary and unlawful
interference with -privacy; ~fair trial rights ﬁeedoms of expression,
association and peaoeful assembly, prohlblthns on arbitrary arrest and
detentmn and pr. :_*ibltl()ns ag:"'nst torture and oruel mhuman, or degradmg

) troatment oL pun;sh;ne ti R L :

(iv) 1nolud1ng clear legal mandates and prOcedures governing those ent1tles of
the foreign government that are authorized to seek data under the executive
agreement, including procedures through which those authorities collect,
retain, use, and share data, and effective of oversight of these activities;

(v) having sufficient mechanisms to provide accountability and appropriate
transparency regarding the government’s collection and use of electronic
data; and :




(vi)

demonstrating a commitment to promote and protect the global free flow of
information and the open, distributed, and interconnected nature of the
Internet.

Second, per subsection 4(a)(2), the Attorney General, with the concurrence

of the Secretary of State, must determine and certify to Congress that the foreign
government has adopted appropriate procedures to mmlmrze the acqulsrtlon
retention, and dissemination of any information concgrning U.S. pelsons obtained
‘ through the executive agreement. Specific procedmes Wlll be agreed upon and
adopted as part of each executlve agreement )

Thrrd per subsect1on 4(a)(3) the Attomey General with the concurrence of

the Secretary of State, must detelmme and cert1fy to Congless that, with respect to

that -

i)
(i)

(iif)

(iV?
v)
(vi)

(vii)

orders issued pursuant to the executwe agreement the executwe agreement requires

the foreign government may not 1ntent10nally target a .S, person or person
located in the United States, and must adopt targetmg procedures to ensure
such targeting does not QCCUI‘ ] - =

the foreign government may not target anon- -U.S. person located outside the
Umted States if the purpose ig to obtam 1nformat1on concernmg a U.S.
person or a person located in the Umted States,

the foreign government may not issue an order at the request of or to obtain
information to provide.fo the- United - States government or a third-party
government, and the forelgn govemment cannot be required to share
1nf01mat10n with the Umted States gove nment ora thud—party government;

the forergn government 01ders must be for the purpose of obtaining
1nfo1mat10n relatmg to the preventlon deteotlon tnyestrgatron or
plosecutton of Serlous cr1me 111olud1ng terronsm,

forelgn government mders must target a speciﬁc person account address,
or personal device or any othe1 spe01ﬁc identlﬂer (i.e., may not engage in
bulk collection);

foreign government orders must be issued in compliance with the foreign
country’s domestic law, and any obligation for a provider to produce data
derives solely from that foreign government’s law;

foreign government orders must be based on requirements for a reasonable
justification based on articulable and credible facts, particularity, legality,
and severity regarding the conduct under investigation;

(viii) foreign government orders must be subject to review or oversight by a court,

judge, magistrate, or other independent authority;
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(ix)

(x)
(xi)

(xi11)

foreign government orders for the interception of wire or electronic
communications, and any extensions thereof, must be for a fixed, limited
duration; interception may last no longer than is reasonably necessary to
accomplish the approved purposes. of the order; and orders may only be
issued where that same information could not reasonably be obtained by
another less intrusive method;

foreign government orders may not be used to infringe freedom of speech;

the foreign government must promptly review all material collected pursuant
to the agreement and store any unreviewed communications on a secure
system accessible only to those trained in applicable procedures;

the foreign government must segregate, seal, or delete, and not disseminate
material found not to be information that is, or rs necessary to understand or
assess the 1mportance of 1nformat10n that is, relevant to the preventlon

o or necessary to protect agalns_ a"threat of death or ser;ously bodlly harm to

(xm)

(Xiv)

(xv)

(xvi)

any person; "

the foreign government may not dlssennnate the content of a

* communication of a U.S. person ‘to U, S authoritles unless the
communication (a) may be dlssemlnated pursuant to Section 4(a)(3)(xii)
and (b) relates to srgnlﬁcant harm or the thr eat thereof to the United States
or U.S. persons, 1ncludmg but not llmlted to crimes 1nvolv1ng national
security such as terrorlsm s1grnﬁcant vrolent crlme Chlld exploitation,
transnational orgamzed crime, or srgmﬁcant ﬁnanclal fraud.

the foreign governrnent must afford rec1procal rlghts of data access to the
United States govemrnent gl ‘ : ]

the foreign government must agree to penodlc review of itg comphance with
the terms of the executlve agreement by the Us. govemrnent and

the U.S. govelnment must reserve the 11ght to render the executive
agreement inapplicable as to any order for whrgh it concludes the executive
agreement may not properly be invoked. |

Subsection 4(b) provides that a determination or certification made by the

Attorney General under subsection 4(a) shall not be subject to judicial or
administrative review.

Subsection 4(c) requires the Attorney General to give 60 days’ notice to the

Senate and House judiciary and foreign affairs committees prior to making a
subsection 4(a) determination or certification. The Attorney General must also
publish any such determination or any termination of an executive agreement
satisfying section 4 in the Federal Register as soon as is reasonably practicable.
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Subsection 4(d) requires that the Attorney General, with the concurrence of
the Secretary of State, renew a country’s determination of eligibility for an
executive agreement satisfying section 4 every five years. ‘Absent such a renewal,
the executive agreement will no longer satisfy Section 4. “

Subsection 4(e) provides a definition of “United States person” for use in
the new Title 18 section.

Section 5 establishes that nothing in the legislation precludes any foreign
government from obtaining assistance in a criminal investigation or prosecution
through other previously existing processes, such as mutual legal assistance

requests.
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