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e
	infiltr
n	access	to	private,	

ated	the	support	s

site
I	
restricted	areas	

taff	involved	

interact	directly	with	Benthall	throughout	his	operation	of	the	web .	
agent	was	able	to	

	

enforcement	action	to	d
On	November	7,	2014,	th

ate	agains
e	U.S.	gov

t	criminal	w
ernment	seiz

ebsites	oper
ed	the	Silk	Ro

ating	
ad	2
on	th
.0	we

e	Tor	network.		B
bsite	in	the	large

enthall	was	
st	law	

arrested	a

count	o
maximum	se

nd	charged	w

f	conspiring	to	c
ntence	of	life

ith	one	count	of	conspiring	to

ommit	c
	in	pris

o
on	an
mput

d	a	mand
er	hacking	(

ato
carrying	a	
ry	mini
	commit	nar

mu
cotics	trafficking	(carr

m
m	sent
aximu

enc
m	
e
se
	of	10	years	in	p

y
rison),	one	
ing	a	

ntence	of	five	years	in	

4 
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maximu
prison),	one	count	o

m	sentence	o
f	co
f	1
n
5
s
	y
piring	to	tr
ears	in	prison),	and	on

affic	in	fraudu
e	count	o
lent	ident

f	mo
ific
n
ation	doc
ey	laundering	conspirac

uments	(carrying	a	

ICE‐HSI,	
a	maximu

a
m	
nd	
sentenc
for	the	U.S.	govern

e	of	20	years	in	p
ment	as	a	whol

rison).		Th
e	—
e	investigatio

y	(carrying	

collaboration	and	cooperation.	
	and	a	key	ill

n	w
ustration	of	t
as	a	key	success	for	th

he	importan
e	FBI,	for	
ce	of	

	
Another
government,

	example	o
	is	the	vital	work	th

f	the	importanc
e	National	Cyber
e	of	collaboration	and	cooperation,	both	inside	and	outside	of	

coordinatin
on	a	daily	ba

g
sis.		Mandat
,	integrating,	and	s

ed	by	th
harin
e	President	in	20

	Investigative	
08,	the	NCIJTF	serves	as	nationa

Joint	Task	Force	(NCIJTF)	performs	
l	focal	point	for	

center	for	coordinating	c
among	19	federal	agencie

y
s.		Th
ber	th

e
reat
	FBI	

g ted	to	cyber

	i
aims	to
	pertinent

	stren
	informatio
gthen	and	so

n	re
li
la
dify	the	NCIJTF

	threat	inves

nvestigations	and	disruption	operations.		Th
	as	th

senior	perso
e
e	cyb

t
ersecurity	
igations		

	NCIJTF	involves	

the	D
U.S.	Cyber	C

epartm
nnel	from	key	agencie
ent	of	Homel

s,	including	deputy	directors

ommand.		Rei
a
nforcin
nd	Securit

g	the
y,	the	C
	role	of

entr
y,	

e
al	I

	from	the	National	Security	Agenc

information	sharing	and	coordination	is	a	key
	th
	prio
	N
rity	for
CIJTF	o
ntellige

n
nce	A
	cross‐govern

gency,	the	U. .	Secret	Ser

	
nt	cyb
S

	the	FBI.	
me er	threa

v
t	
ice,	and	

	
Lastly,	the
efforts	in	su

	F
pport	of	net
BI	is	workin

w
g	to
ork	defens
	strength

e,	intelligenc
en	local	and	

e	oper
nation

ations,
al	info

	and	disrupti
rmation	shar

on	op
ing	and	collaboratio

cannot
eratio

n	

e	to
	make	the	followin

ns.		And	I	

some	of	our	collaboration	efforts	
we	ar 	succeed	in	defeating	the

g	statement	frequen
	cybe

tly	en :	the	private	sector	is	an	essential	partner	if	

	

	the	privat
at	o

e
ur	natio
ough

	sector	short
n	conf

	
with

r	thre
ly.	
ronts.		I	will	discuss	in	more	detail	

Current

The
	

	FBI	is	e

	FBI

n

	

g

Efforts	to	Combat	Cyber	Threats	

developin
identificatio

g	and	retaini
n	a
a
nd	sharin
ged	in	a	h

g
o
	insid
st	of	e

e	
fforts
and	

	to	combat	cyber	threats,	from	efforts	focused	on	threat	

threat.		I	would	like	to	t
ng	new	t
ake	this	

al
oppo
ent	and	

outside	o
chang

f
i
	g
ng
overnment,	to	our	internal	emphasis	on	

confronting	this	threat	head	on.	
rtunity	to	highlight

	the	w
	a	
ay	
few
we	ope
	of	the

rate	to	evolve	with	the	cyber	
	ways	we	at	the	FBI	are	

	

	

proactiv
As	I	alluded	t

FBI

ely	working	with	industr
o	earlier	in	my	testimony,	t

	Liaison	Alert	System	

y	partners	to	combat	cyber	thre
he	threat	of	botnets	provides	a

ats.		To	further	assist	with	network	
	good	example	of	how	the	FBI	is	

defense	and	mitigation	of	botnets,	the	F

indicators	and	alerts	relat
message,	or	FLASH.		Through	the	system,	the	FB

BI	created	a
I	rel

	document	c

ed	to	comput
eases	high	c

alled	the	FBI	Liai
onfidence	data	to	the	

son	Alert	System	
private	sector	with	

the	FBI	disse
sector.		The	F

minated	34	FLASH	me
BI	disseminated,	among

ssa

compromised	systems	in	t
	other	informa
ges,	a
er	intrusions	

bout	20	
and	DDoS	attacks.		From	April	2013	to	July	2014,	

hese	FLASH	messages.		 These
t
of	w
ion,	i

 

hich

declassi
ndica

	dea
tors	for	approximately	115,000	
fi

lt

ed,

	with

 technical

	threats	a

 indicators,

gainst	the	fi

 associated

nancia

 

l

with

	

 

The

intrusions,

	FBI	prov

 are

ided	these	

 meant to enable

FLASH	m

 industry

essa

 partners to be on the lookout for and defend their infrastructure 

sectors,	to	in

from nefarious

clude:	Ti

 traffic on

er	1	and	2

 their networks.

	Intern

 

ges	to
et	Servic

	key
e	Pr
	par

oviders	(I
tners	acros

SPs),	Domai
s	affected	critical	infr

n	Name	Server	(DNS)	root	
astructure	

5 
 



UNCLASSIFIED  

credible	information	regarding	a	
server	operators,	top‐level	domain	(TLD)	ope

threat	to	U.S.	critical	infr
rators,	and	Five	Eyes	partners.		When	the	FBI	receives	

discuss	and	deconflict	vi
agencies,	such	as	the	Dep

c
a
tim	noti
rtment	o

fication	and	mitigation	strat
astructure,	FBI	coordinates	wi

egies,	at	times	involving	othe
th	DHS	to	

	
f	Treasury,	as	well.			

r	

	
Guardian	Victim	Analysis	Unit	

threat	i
Exec
The	FB

utive
I’s	Gu

nfor
	Order	13
ardian	Victi

	shar
6,	
m	An

mation
63

e
which	ca

alysis	U
lled	for	increases

nit	(GVAU)	is	a	direct	r
	in	the	volume

esponse	t
,	timeliness,	and	quality	of	cyber	

o	the	President’s	2013	

themselv
informatio

es	
n	
a
sharing	
gainst	cyber	

d	with	U.S.	private	s

effort
t
s,	the	FB
hreats.		T

I	es
o	help	aid	th

ecto
e
r
s
	entities	s
e	entities	

o
a
	t
nd	
hat	th

tablished	Cyber	Guardian,	a	seri
to	enha

ese	e

es	of
nce	
ntities	m

	applications	
privat

a
e	
y	
se
bet
ctor	
ter	defend	

enables	actors	in	and	outside	of	government	to	share	threat	information.		One	Cyber	Gua
t

application	i
rdian	
hat	

iGuardian/InfraG
s	available	on	a	Secret	enclave,	and	two	applications	known

Tribal,	and	Territorial	(SL
ard	—	both	opera

TT)	entiti
ti
es,	
ng	at	th
and	to

e	unc
	the	private

lassified	level	
	sector,	respectively.

—	are	av
	as	
aila
e
ble	t
Guardian	

o	State,
an
	Local,	
d	

		T

	
addition	to	a	platfor
applications	provide	a	means	for	the	FBI	to

he	Cyber	Guardian	

m	for	coordi

The

natio

	Internet

n	and	decon
	rapidly	

fliction	of	cy
disseminate

ber	threat	information.		
	reports	on	cyber	threat	activity,	in	

	
	

and	th
Established	i

e	National	Whit
n	2000,	the

e	Collar	Crime	Center	m
	Internet	Crime	Complaint

	Crime

	

	

Center

Complaint

	(IC3)	

	Center

refer	criminal	complaints	regarding	the	rapidly	
eant
expanding	are
	to	serve	as	a	

e x
na
vehicle	to	receive,	develop,	and	
is	a	partnership	between	the	FBI	

the	IC3	r ceived	appro imately	2,000	victim	complaints	per	mont
	o
h.		Now
f	cyber	

	t
c

approxi
he	I
rime

C3	r
.		D

eceiv
uring	its	infancy,	

m
es	

y
at
ea
e

$781
calendar	

	million
r.		In	
ly	800	c

2013,	t
ompl

he	I
aints	a
C3	r

	day,	
eceiv

with	ov

.		The	IC3	database	curren
e
t
d	2
ly	houses
62,8

er	2
13
4
	consum
4,000	co

er	co
mplaint

mplaints	with	losse
s	received	to	date

s	in	excess	of	
	for	the	2014	

	more	than	3.15	million	consumer	compla
dating	
	

back	to	its	inception	in	2000.	
ints	

	
The	Domestic	Security	Alliance	Council	

The	Domes

				

government	and	U.S.	private	industry,	for
(DSAC)	

tic	Security

is	a	stra

	Alliance

teg

	Council		

communications	and	promoting	the	timely	
m
and	
ed	with

effective	
	the	go

exch
al	o
ic	p
f	i
ar
ncreasing	security	by	enhancing	
tnership	between	the	U.S.	

acts	by	facilitating	strong,	end
constituents.		The	DSAC	advances	the

ange y	in

uring	re
	F

	of	securit formation	among	its	

headquarters	divisions,	FBI	field	office
lationships	a
BI’s	mission

mon
	of	prev

g	its	p
enti
ri
n

s,	DHS	headquarters,	DH
vate	industr
g,	detecting,	and	

y	members,	FBI	
deterring	criminal	

government	entities.		
	

S	fusion	centers,	and	other	federal	

The	National	Cyb

The	National
	

industry,	academia,	and	the	FB
er‐Forensics	a

I,
nd	Training	Alliance	(NCFTA)	is	c

	Cyber‐Forensics	and	Training	Alliance	

	all	working	together	to	collaborate	on	c
omposed	of	repr

ombating	
e
cyber	crime.		The	
sentatives	of	

NCFTA
industry,	an

	provi
d	acade
des	a	u

m
niqu
ia.		
e	envir
The	NCF

onmen
TA	is	a	n

t	for	i
on‐profi
nformation	sharin

t	group	who
g	bet
se	m

we
emb
en	l
ers	
aw
include	ISPs,	banks,	
	enforcement,	private	

6 
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retailers,	an
mia,	wi

d	a	whol

neutraliz
acade

ation
th	a	
	purposes.		

mission	
e	host	of	o ndustry	representatives,	

The
to	identi

ther	i
fy	cyber	threats	

al

	NCFTA	provides	a	one‐of‐
and	share	i

a‐kind	
n

experts	t
o
formatio
ong	with	law

p
n	for

	
	
enforcement	and	

portunity	for	subj
mitigation

ect	matter	
	and	

profit	stat
o
u
	a
s,	the	
ddress	global

group	ca
	c

understanding	of	the	threat,	a
n
yber	thr
	share	infor

eats
matio
	such	as	

n	in
b
	
ot
	n
nets,	spam,	

nd	work	to	address	cyber	thr
a eutral	env

and	malware.		Because	of	its	non‐

	
National	Industry	Partnership

eat
ironment,	develo
s	collaboratively.

p	a	strategic	
	

The	FB
	

I	established	an	entity	k

	Unit	

other	pu
partnerships	throu

blic	entities,	to
gh	th

1
	
e	InfraGard	pr

nown	as	the	National	Industry	Partnership	Unit	to	develop	

office	in	 996,	InfraGard	was	in
support	the

itially	a	local	effort	to	gain	
	FBI’s	in
ogram

vesti
	betw

gative
een	the

	progr
	FBI
ams.		Established	in	th
	and	private	sector,	academic,	and	

industry	and	academia	for	the	FBI’s	investigative	efforts	in
supp
	the	cyber	

ort	fro
aren
m	the	informatio

e	Cl
n
evel
	technolo

and	field	
gy	

exp
progra

anded	to
m.		InfraGard	a

	other	FBI	
nd	t
field	offices,	and	in	2003	the	Cyber	Division	assumed	responsibility	for	the	

a.		InfraGard	soon	

exch
InfraGard	members	gain	access	to	i

ange	of	information	c
he	FB
oncerni

I	h
ng	various	terrorism,	intellige
ave	developed	a	relationship	o

t	enables	them	
nce,	criminal
f	trust	and	credibility	in	the	

nformation	tha
,	and	security	matters.		

give	information	to
terrorism	and	other	crimes.		Thi

	the	government	that	facilitates	its	respons
to	protect	their	assets	and	in	turn	

s	relationship	supports	informa
ibilities	in	pr
tion	sharing	at	b

event

and	local	l
oth	th
ing	and	addressing	

evels,	with	the	aim	o
e	national	

mbers	and	the	FB
f	increasing	the	level	of	infor

major	crime	programs.		
InfraGard	me I	on	matters	related	to	count

mati
erter

on	and	repor
rorism,	cyber	crime,	and	other	

ting	between	

	
	
Charting

The
	

	future	c

	the

yber	t

	Cyber

hreats

	Futu

sophistication	of	our
cape	wi

re	

	adversaries
ll	cer
,	bot

t
h
ainly	be	complex	—	based	on	recent	advances	in	the	

ourselves	on
threatscape	will	look	like

	being	a	forw
	10
ard	look
	or	eve

in
n
g	organizati
	20	y
	state
ears	dow
	and	non‐state,	it

n	the	road.		
	is	hard	to
Neverthel

	im

on,	and	adapting	to	the	chall
ess,	we	in	t
agine	what	thi

enges	we
he	
	
F
fac
BI	pride	
s	

Cyber	Division	—	our	agents,	comp
e.		The	FBI	

wherev
to	outpa

er	in	
ce	such	threats	o

uter	scientists,	analysts,	and	personnel	—	are	all	w

the	world	the
n
y	
	a
might
	daily	

	
b
b
asi
e.		
s,	identifying,	pursuing,	and	defeating	our	adversar

orking	hard	
ies,	

	

particular,	I	
There

would	like	to
	are,	however,	a	n

	enum
u
er
mber	
ate	th

o
ree	co
f	ways	that	C

legislation	could	address	that	would	strengthe
ncer
n	ou

ns	that
ongress	might	se

	new	legislation	or	amendments
ek	to	aid	us	in	our	efforts.		In	

	


r	ability	
	to	existing	

 

to	combat	cyber	threats,	as	follows:	

Updating	th
(CFAA)	cons

e
t
	Comp
itutes	the

uter	
	pr
Fr
i
aud	and	Abuse	Act.		The	Computer	Fraud	and	Abuse	Act	

against	criminals	who	hack	into	c
mary	fed

omputers	to	steal	information,
eral	law	against	hacking,	protecting	the	public	

modest	ch

software,	and	delete	f
problem	of	cybercrime	w

iles.		Th
as	still	in

e	CFAA	was	first	enacted	in	1986,	at	
	install	malicious	
a	time	when	the	

committin
a
g
n
	c
g
rimes	a
es	have	b

nd	to	
een

e
	m
quip	law
ade	to

	its	infancy.		Over
	th
	en
e
f
	CF
orcem
AA	to

e
	reflect	new

	the	years
	tec
,	a	series	of	measured,	

nt	with	the	tools	
hno
to	respond	t
logies	and

o	chan
	means	o

gin
f	
g	

7 
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The	Adminis
ye
threats.		
ars	have

The
	ag
	CFAA	has	n

tration	h
ain	crea

a
ted
o
	the
t	be
	n
en	
ee
a
d
m
	for	the
ended	since	2

	enactm
008,	however,	and	the	intervening	

	
up‐to‐date	with	rapidly‐evolvin

s	proposed	s
g	tech

everal	such	r
nologies.	

Cyber	threats	adapt	and	evolve	at	the	speed	of	light,	and	we

	
e
e
visions	to	k
nt	of	mode

e
st,	
ep	
incremental	changes.		
federal	criminal	law	

an
actors	are	committing	crimes.

	need	laws	on	t

these	ch
most	current	means	by	w

ges	would	help
h
	strengt
ich	cybe

hen	our	ability	to	punish,	and	
r	

therefore	t
		Updatin

h
g	th
e	books	th

e	CFAA
at	reflect
	to	reflect	

	the	

seek	to	prev
o	deter,	the	crimes	we	

	
	

ent.	

Data	Breach	Notifications
certain	types	of	businesses	acco

.		We	be
un
liev
tab
e	
le
there	is	
	for	data

a	str
	bre

ong	ne
aches	a

ed	f

identifiable	i
nd	
or	
theft	of	electr
a	uniform	fe

onic	personally	
deral	standard	holding	

n
nformation.		Businesses	s

accountable	for	br
consumers	i 	the	wak

eaches,	but	w
e	of	a	certa

o
i

pursue,	and	
uld	al
n	cyb

h
er	a
ould,	for	

ttacks.		
example,	
Such	a	st

be	required	to	provide	prompt	notice	to	

petrators	o
so	assist	in	FBI	and	othe

andard	would	not	only	hold	businesses	

	
defeat	the	per f	cyber	attacks.	

r	law	enforcement	efforts	to	identify,	

Inf
	

information	on	a	daily	
ormation	Sharing.		Alt

basis,	legislation	can
hough	the	government	and	the	private	

sharing	relationships.		The	governmen
	enhance	the	value	and	ben

sector	already	share	c
efit	of	these	information	

yber	threat	

understandi
into	the	cybe

n
r
g	
	threats	w
of	the	threat.		Si

e	face,	and	sh
milarly

ar
t	and	th

,	the	operational	collab
ing	these	in

e	priv
sights	is	n
ate	sector	b

e
o
c
r
e
oth	have	critical	an
ssary	to	enhance	our	mutua

d	unique	insi
l	

ghts	

threat	i
place.		As	such,	the	FBI	s

ndicators	and	to	mitigat
upports	

e	i
legis
ntrusions	requi

lation	that	w
res	the	
ould	establ

exact	type
ation	r

ish	a	clear	framework
	of	shari

equir
ng	w
ed	to	identify	cyb

e	seek	in	the	
er	
first	

reduce	risk	in	the	process,	in	addition	to	providing	strong	and	straightforward	safeguard
	for	sharing	and	

privacy	and	civil	liberties
is	bein
as	transp

g
of	A

s	for	the	

	shar
	
tely,	a

mericans.		U.S.	citizens	must	h

arent	as	p
ed	appropria

o
nd	we	in	the	law	enforcement

ave	confidence	that	thr
	and	intelligence	comm

eat	information	

information	in	real	time.
ssible.		We	

	
also	want	to	ensure	that	all	the	relevant	federal	partn

unities	must	be	
ers	receive	the	

	
The	bottom	line,	however,	is	that	current	levels	of	information	sharing	are	insufficient	to
the	cyber	thr
facing	sophis

eats	w
	address	

ticated,	well‐resou
e	face,	specifically	with	regards	to	the	fin

rced	adversaries,	and	minimum	s
ancial	sector.		The	U.S.	is	currently	

to	harden	our	critical	infrastructure	networks.		The	government	and	priv
ecurity	req

ate
u
	sector	shoul
irements	ar

d
e	needed	

collaborate	to	develop	
these	ends.		There	are	a

th
	h
ese	req
ost	of	statutory	and	regulatory	r

uirements,	and	we	believe	that	legislation	would	help	to	further	
	

tailored	liabi
estrictions	as	w

number	of	regulator
lity	protections	f

y	and	statuto
or	appropriate	cyber	informatio

ry	concerns	that	private	actor
n	
s
sharing.		
	ma

Fur
ell	that	provide	narrowly	

y	expres
t
s
her,	there
	when	it	co

	a
m
re	a
es	to
	

crafted	t
sharing	c

o	ad
yber	threat	information

dress	these	concerns
	with	the	government,	and	new
.		The	events	of	the	last	year,	and	th

	legislatio
e	conti

n	c
n
an	
uing	high‐profile	cyber	
and	should	be	

	

attacks	on	major	American	companies,	should	serve	to	highlight	the	need	fo 	new	eng
against	cyber	threats	on	
	

every	level	possible.		
r agement	
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steps	in	th
In	the	absen

way.		One	su
e	r
ce	of	the
ight	directio

	pas

	

s
n
age
	to	
	
ensure
of	cyber

ch	step	is Executive	Orde
	t
security	leg
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