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’s knowledge.  A bot can also be 

used to harvest and transmit the user’s passwords and personal information.  Bots are a favored 
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“ ” “ ”

can gather data from a user’s system without the user knowing it.
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nstant, the groups’ and members’ responsibilities within the overall structure of the Enterprise 
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Darkode’s home page is located at 
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was bound together by, among other things, the members’ and associates’ 
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SKORJANC’s

Case 1:11-mj-00321-AK   Document 1-1   Filed 05/12/11   Page 13 of 41



SKORJANC’S 

late 2009, the FBI obtained the contents of SKORJANC’s email account, 

Case 1:11-mj-00321-AK   Document 1-1   Filed 05/12/11   Page 14 of 41



“ ”

conspirator’s 
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SKORJANC’s
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into the customer’s speci
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into RUIZ’s customized version of BFBOT

payment of €500 to 
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A search of RUIZ’s residence at the time of his arrest in February 2010 yielded a Universal 

found on RUIZ’s memory drive. 

“ ”

Butterfly Bot source code was also located on RUIZ’s flash m

“ ”

r 29, 2008 was located on RUIZ’s flash 

The version sent via email and the version located on RUIZ’s flash memory 
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search of RUIZ’s residence and analyzed by the Spanish Guardia Civil, the administrators of 
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Torbe’s 

during the search of RUIZ’s residence
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I understand RUIZ’s reply to mean that 
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UIZ controlled.  RUIZ’s charged UC
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warrant contained a file in the computer’s Inter

–
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Iceman’s
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1’s computer was being filtered though the proxy ser
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’s copy of the BFBOT, including 
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’s

Case 1:11-mj-00321-AK   Document 1-1   Filed 05/12/11   Page 28 of 41



“ ” “ ”

“

”

Case 1:11-mj-00321-AK   Document 1-1   Filed 05/12/11   Page 29 of 41



“ ”

– “ ” – “

”

Case 1:11-mj-00321-AK   Document 1-1   Filed 05/12/11   Page 30 of 41



the user responds that his password doesn’t work, SKORJANC informs 
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SKORJANC’s 

SKORJANC’s 

“ ”

SKORJANC’s 

“ ”  

hods etc…contact me if interested.”

RUIZ responded to SKORJANC’s post that he knew of individuals that had the 

’s
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malicious program’s signature, thereby rendering the malicious software “ ”
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“ ”) replied to M1’s post: “
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in plain text.  The most don’t give a fuck and tease the faith.  What about you? 

keep your conversation in privacy on such kind of forums. Just in case…to do not 
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“ ”) replied to M4’s post tha
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am putting this up again because last time the buyer didn’t went through, there

am in a rush to make a quick buck, and since I haven’t 
”

I understand M7’s message to be 

its members’ participation in various criminal activities in countries 
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with Title 18, United States Code, Sections 1963 and 982, in the event of any defendant’s 
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