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Overview
This document provides end-user instruction on the actions needed 
to be taken to access the DMAVR system and covers the following 
procedures.

• Self-Service Registration –Steps to register and activate a user 
account

• Multi-Factor Authentication – Steps to enroll SMS, Voice, Email, 
and other types of authenticators

• Authentication and Login -  Steps to sign-in to DMAVR

As an introduction to the information in this 
guide, some of the terms, processes, and 
features of DIAMD (Digital Identity and Access 
Management Directory) will be covered.

IMPORTANT

During the initial activation process, be aware that:

• Upon receipt of a welcome email, the user must activate their 
account within 3 days. Otherwise, the system will automatically 
expire the activation link in the welcome email after 3 days per 
security requirements and the user will have to call the Service 
Desk to get a new activation email sent.
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DMAVR: Highlights

• Email Address  A user’s email address will serve as a unique 
identifier and be used as their login ID.

• New Users. For security purposes, new DMAVR users are 
required to complete the account registration process in DIAMD

• DMAVR Accounts are automatically provisioned by DIAMD. No 
additional steps are required.

• Service Desk Contact the Service Desk by email at 
DMAVR.ITServiceDesk@usdoj.gov or by phone 833-872-5177 
Monday through Friday from 8:30 a.m. to 5:30 p.m. ET; and 
closed Saturday, Sunday, and federal holidays.
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DIAMD: The Basics
The DIAMD (Digital Identity and Access Management Directory) 
system acts as the gatekeeper to the U.S. Department of Justice 
(DOJ) Office of Justice Programs (OJP), information systems and 
provides secure user access and identity management functions.

The following glossary of terms will aid the user in understanding 
some of the terms and system processes used by the DIAMD 
system.

User Account Registration is an end-user self-service online form to be completed by a new user to 
create a new account for accessing the DMAVR information system.

Welcome Email is a DIAMD system generated email sent to an end user authorized to access an 
OJP information system. This email contains an activation link that the recipient must click on to 
begin the user account activation process. Users have 3 days to activate their account before the 
link expires.

User Account Activation is part of the registration process. Upon completion, a new user’s account 
is activated and can be used to access an OJP system.

Forgot Password Question/Answer is a knowledge-based secret question and answer pair created 
by a user during registration that is used to securely change a forgotten password.

Multi-Factor Authentication for security purposes, MFA is used to provide a 2nd authentication 
factor that requires an end-user to provide two or more identity verification factors in order to gain 
access to OJP information systems.

User Authentication is the process of identifying users that request access to DMAVR. Access 
control often determines user identity according to their logon credentials (username and 
password) plus a 2nd authentication factor such as SMS.

Single-Signon is a method that allows users to log in to multiple applications and websites with 
one set of credentials.



DIAMD
Digital Identity and Access 
Management Directory

User Account Registration 
and Login Instructions
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DOJ USERS

Steps A-C: Navigate to U.S. Department of Justice

To begin, users 
must first go to the 
Department of 
Justice website.

A. Navigate your 
browser to 
Justice.Gov 
using the link 
below

https://justice.gov
/dmavr

B. Scroll down the 
page until you 
reach the How 
to apply area

C. Click on 
Electronic 
Account 
Information

https://justice.gov/dmavr
https://justice.gov/dmavr
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DOJ USERS

Step D: Navigate to U.S. Department of Justice 

D. Click on 
Register for an 
Account

The user will be re-
directed to the 
DIAMD 
Registration Form 
shown on the 
following page.



#9

DMAVR User Registration and Login Procedures| 9

Steps 1-7: Register Your Account 

To access the DMAVR 
information system, 
register your account 
in DIAMD.

1) Type valid email 
address

2) Type email 
address to confirm

3) Type First Name

4) Type Last Name

5) Select DMAVR 
from application 
dropdown menu

6) Click Submit

7) This message is 
displayed on 
successful 
submission

Begin Self-Service 
Registration

1

2

3

54

End Self-Service Registration

6

7
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Step 8: Receive Welcome Email

Upon receipt of an OJP 
generated Welcome 
Email, a user must 
complete the account 
activation process.

8) Select the link 
labeled “here” in 
the email to begin 
the activation 
process.

Note: Users have 3 days 
to complete this process  
after receiving the 
Welcome Email. After the 
time has elapsed, the 
service desk needs to be 
contacted to restart the 
process. Your service 
desk contact information 
will be contained in the 
Welcome email.

Begin Account Activation

8

Continue Account Activation.
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Steps 9-13: Create My Account

Clicking the link on the 
Welcome Email will 
open the web browser 
to DIAMD where the 
user will create their 
account.

9) Type a new 
password using the 
requirements listed

10) Repeat new 
password

11) Choose a forgot 
password question 
from the dropdown 
menu

12) Enter an answer

13) Optional but 
recommended for 
password reset and 
account unlock – 
Click Add Phone 
Number otherwise 
click Create My 
Account

Continue Account Activation

9

10

Continue Account Activation

11

12

13
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Steps 14-19: Forgot Password Text Message

The pop-up screens 
shown on the right only 
display if you clicked on 
Add Phone Number if 
Step 14.

14) Select a 
Country/Region 
from the dropdown 
menu.

15) Enter the phone 
number of your 
mobile device

16) Click Send Code

17) Enter the DIAMD 
Verification Code 
received via text 
message

18) Click Verify – 
Phone number 
successfully 
verified message 
displayed

19) Click Done

Continue Account Activation

Account Activation Continued

4

14

15

16

1817

29
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Steps 20-23: Setup Multi-Factor 
Authentication

Set up multifactor 
authentication using 
one of the 
authenticators listed.

The following 
instructions will focus 
on SMS Authentication 
as a 2nd factor.

20) Click the Setup 
button

Note: The following 
authentication methods are 
listed in order of most secure to 
least secure.

1) Security Key or Biometric

2) Okta Verify

3) Google

4) SMS

5) Voice Call

6) Email

Continue Account Activation

3

Continue Account Activation

20
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Steps 21-23: Setup SMS Authentication 

21) When Clicking the  
SMS (text) 
Authentication 
Setup button, a 
new selection box 
opens. Select the 
appropriate country 
from the dropdown 
menu.

22) Enter the Phone 
Number of your 
mobile device 
number in the 
Phone number box

23)  Click on the Send 
code button to 
receive an SMS 
(text) message

Continue Account Activation

22

Continue Account Activation

21

23
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Steps 24-25: Setup SMS Authentication 

24) After clicking Send 
Code, the Enter 
Code dialogue box 
will appear. Enter 
the code received 
via text message 
on your mobile 
device

25) Click Verify to 
complete the SMS 
enrollment process.

Continue Account Activation

Continue Account Activation

24

25
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Step 26: Setup SMS Authentication 

The system will return 
to the multifactor 
authentication screen 
Note SMS 
Authentication 
completion indicated by 
green check mark.

26) Either select the 
Finish button to 
complete the 
account activation 
process or click 
Setup to add an 
additional 
authentication 
factor (optional).

Continue Account Activation

Account Activation Completed

26
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Step 27: Sign-in to DMAVR

Note: After clicking the 
Finish button in the last 
step, the user will be 
taken to the DIAMD My 
Apps page where the 
DMAVR application tile is 
displayed.

27) Click on the DMAVR 
application tile to 
logon to the DMRA 
Claims Portal.

Begin Single-Signon

End Single-Signon

27
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DMAVR Claims Portal

Upon clicking the 
DMAVR tile on the 
DIAMD My Apps page 
the user will 
automatically be 
logged into the system 
without the need to re-
enter username and 
password, The DMAVR 
Claims Portal screen 
will be displayed  with 
instructions on how to 
apply.

Success!

Success!
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