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Overview

This document provides end-user instruction on the actions needed
to be taken to access the DMAVR system and covers the following
procedures.

» Self-Service Registration -Steps to register and activate a user
account

* Multi-Factor Authentication - Steps to enroll SMS, Voice, Email,
and other types of authenticators

* Authentication and Login - Steps to sign-in to DMAVR

As an introduction to the information in this
guide, some of the terms, processes, and

features of DIAMD (Digital Identity and Access
Management Directory) will be covered.

IMPORTANT

During the initial activation process, be aware that:

* Upon receipt of a welcome email, the user must activate their
account within 3 days. Otherwise, the system will automatically
expire the activation link in the welcome email after 3 days per
security requirements and the user will have to call the Service
Desk to get a new activation email sent.
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DMAVR: Highlights

 Email Address A user’s email address will serve as a unique
identifier and be used as their login ID.

* New Users. For security purposes, new DMAVR users are
required to complete the account registration process in DIAMD

DMAVR Accounts are automatically provisioned by DIAMD. No
additional steps are required.

» Service Desk Contact the Service Desk by email at
DMAVR.ITServiceDesk@usdoj.gov or by phone 833-872-5177
Monday through Friday from 8:30 a.m. to 5:30 p.m. ET; and
closed Saturday, Sunday, and federal holidays.



DIAMD: The Pasics

The DIAMD (Digital Identity and Access Management Directory)
system acts as the gatekeeper to the U.S. Department of Justice
(DOJ) Office of Justice Programs (0OJP), information systems and
provides secure user access and identity management functions.

The following glossary of terms will aid the user in understanding
some of the terms and system processes used by the DIAMD
system.

qQ

User Account Registration is an end-user self-service online form to be completed by a new user to
create a new account for accessing the DMAVR information system.

Welcome Email is a DIAMD system generated email sent to an end user authorized to access an
0JP information system. This email contains an activation link that the recipient must click on to
begin the user account activation process. Users have 3 days to activate their account before the
link expires.

User Account Activation is part of the registration process. Upon completion, a new user’s account
is activated and can be used to access an OJP system.

Forgot Password Question/Answer is a knowledge-based secret question and answer pair created
by a user during registration that is used to securely change a forgotten password.

Multi-Factor Authentication for security purposes, MFA is used to provide a 2" authentication
factor that requires an end-user to provide two or more identity verification factors in order to gain
access to OJP information systems.

User Authentication is the process of identifying users that request access to DMAVR. Access
control often determines user identity according to their logon credentials (username and
password) plus a 2" authentication factor such as SMS.

Single-Signon is a method that allows users to log in to multiple applications and websites with
one set of credentials.
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DIAMD

Digital Identity and Access
Management Directory

User Account Registration
and Login Instructions



Steps A-C: Navigate to U.S. Department of Justice

To begin, users
must first go to the
Department of
Justice website.

A. Navigate your =
browser to
Justice.Gov
using the link

below

https://justice.gov

dmavr

B. Scroll down the
page until you
reach the How
to apply area

C. Click on
Electronic
Account
Information

October 30, 2024

ﬁ

; .S. Department of Our Offices | Find Help | Contact Us

JUSTICE

Resources

Justice gov > Defined Monetary Assistance Victims Reserve

Defined Monetary Assistance Victims Reserve

The Amy, Vicky. and Andy Child Pornography Assistance Act of 2018 (AVAA or Act) is a federal law that created the Defined
Monetary Assistance Victims Reserve, also known as the DMA Victims Reserve. The Act authorizes federal courts to determine
whether a person who appeared in child pornography, also known as child sexual abuse material (CSAM), is eligible to receive a
one-time payment from the DMA Victims Reserve.

About the DMA Victims Reserve

Wha is eligible for a payment through the DMA Victims Reserve?

Definitions
Who can submit a claim?

Claim form documentation reguirements

How to apply

Contact Us
EAQ

Resources

About the DMA Victims Reserve

The DMA Victims Reserve is part of the Federal Crime Victims Fund, which is administered by the Office for Victims of Crime
{OVC). The DMA Victims Reserve is funded by assessments and penalties frem federal defendants convicted of CSAM offenses,
as well as gifts or donations from private individuals. Victims of these offenses may be entitled to receive a one-time payment of
$35,000 from this fund. The amount of the payment is adjusted for inflation over time.

How to apply

You may apply by using a paper claim or an electronic claim. Before beginning to prepare a claim, please see the gligibility
requirements. If you are submitting on behalf of several victims/claimants, you must submit one claim form per each eligible

victim/claimant.
Electronic Account Information
Go to the Printable Paper Claim

Mailing (all mailings must be mailed via first-class)

EQUSA Legal Programs
ATTN: DMA Victims Reserve
175 N Street, NE
4th Floor
Washington, DC 20530

Contact Us
+ Phone: 1-844-487-2282

« Email: DMAVictimsReserve@usdoj.gov
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https://justice.gov/dmavr
https://justice.gov/dmavr

Step D: Navigate to U.S. Department of Justice

D. Clickon —
Register for an
Account

The user will be re-
directed to the
DIAMD
Registration Form
shown on the
following page.

October 30, 2024

Defined Monetary Assistance Victims Reserve
(DMAVR) Account Information

All Defined Monetary Assistance Victims Reserve (DMAVR) users are required to have an account and be authenticated by Office
of Justice Program's (OJP) Digital Identity and Access Management Directory (DIAMD) authentication system. If you already have
an active account in DIAMD, please click Login below to be authenticated and gain access to DMAVR. You may also login to

your DIAMD account Of first and then click on DMAVR app tile in the dashboard to gain access to DMAVR

If you do not have an account in DIAMD, please choose Register for an Account and you will be redirected to register with DIAMD.
If your registration email address does not match the login id or the contact email address, a new account will be created once

registration is completed.

Register for an Account

Need Help?
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DIAMD

Steps 1-7: Register Your Account

To access the DMAVR
information system,
register your account
in DIAMD.

1)

2)

3)
4)
9)

6)
7)

Type valid email
address

Type email
address to confirm

Type First Name
Type Last Name

Select DMAVR
from application
dropdown menu

Click Submit

This message is
displayed on
successful
submission

Begin Self-Service
Registration

Office of Justice Programs (OJP) Account Registration

Use the "OJP Account Registration” form below to register for an account necessary to gain access to Office of Justice Programs (OJP), U.S.
Department of Justice (US DOJ) system(s). After registering, you will receive an email nofification providing further instructions. You have 72 hour(s) to
@ activate or you will have to contact the OJP IT Service desk.

If you have previously registered an OJP account in DIAMD, please click here to return to the login page and use "Need help signing in?" link to reset
a forgotten password or to unlock a locked account.

Your Information

Email Address *

I xms086@gmail.com I

Confirm Email Address *

I xms086@gmail.com I

I Dave I

Last Name *
I Gaetani I @
Application *
Defined Monetary Assistance Victims Reserve (DMAVR)
(6)

YYour request to register an OJP account has been submitted. You will receive an email notification containing a link to complete your registration information. If you
don’t receive an email, you may already have an QJP account in DIAMD. If you believe you already have an OJP account in DIAMD, please click the login button
below to retum to the login page and use "Need help signing in?" link to reset a forgotten password or to unlock a locked account. If you need assistance or have

trouble signing in, please contact OJP IT Service Desk at OJP.ITServiceDesk@usdoj.gov or 202-307-0627.

Q)

@
®
®
@

End Self-Service Registration

DMAVR User Registration and Login Procedures| 9



DIAMD
Step 8: Receive Welcome Email
Upon receipt of an OJP Begin Account Activation
generated Welcome
Email, a user must
complete the account S
i . THE UNITED STATES
activation process. DEPARTMENT o/°JUSTICE
8) Select the link
labeled “here” in Test User,
the em all to begln 1(%(;1] ;;fg{gchzls):;zlegie:fteji sftolz ey(()]l; g} )a(szg:lzfes ntﬁz)following Office of Justice Programs
th €a Ct Iva t ion - Defined Monetary Assistance Victims Reserve (DM AVR)
process' To access your account please click herefand set your password. The activation link will

expire in 72 hour(s). 8

If you are unable to setup a Multi-Factor Authentication (MFA) method using a mobile
device, please contact Service Desk using the contact information below.

Defined Monetary Assistance Victims Reserve (DMAVR) System Resources:

If you need assistance with Defined Monetary Assistance Victims Reserve (DMAVR), please
contact the Service Desk by email at DMAVR.ITServiceDesk@usdoj.gov or by phone at
833-872-5177. The Service Desk is available Monday through Friday from 8:30 a.m. to 5:30
p-m. ET and is closed on Saturdays, Sundays, and federal holidays.

This is an automatically generated email. Please do not reply to this email.

Department of Justice (DOJ)

Note: Users have 3 days

to complete this process

after receiving the

Welcome Email. After the Continue Account Activation.
time has elapsed, the

service desk needs to be

contacted to restart the

process. Your service - - —_  —_= = = = -
desk contact information

will be contained in the

Welcome email.
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Steps 9-13: Create My Account

Clicking the link on the
Welcome Email will

Continue Account Activation

Open the Web browser Welcome to US [Ee_:-a-‘t-re“: c_-".-it' e I_:I_»ﬁl’-"Ei:Stége Davel
to DIAMD where the e
user will create their P Y-

account.

9) Type a new
password using the
requirements listed

10) Repeat new 10
password
O oo 11
11) Choose a forgot b e e oo 2
password question 12
from the dropdown
menu R ——
12) Enter an answer o (13

13) Optional but
recommended for
password reset and
account unlock -
Click Add Phone
Number otherwise

Continue Account Activation

click Create My >— B Al )a = &= = = -
Account
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S
Steps 14-19: Forgot Password Text Message

The pop-up screens Continue Account Activation
shown on the right only

display if you clicked on | Forgot Passviord Text Message

Add Phone Number if

Step 14.

14) Select a = T @
Country/Region
from the dropdown e

menu.
15) Enter the phone o
nhumber of your

mobile device

Forgot Password Text Message

16) Click Send Code A @
17) Enter the DIAMD - | ETTI | T
Verification Code H

received via text

message @

18) Click Verify -

Phone number Account Activation Continued
successfully

verified message

displayed booe® — - - -

19) Click Done
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Steps 20-23: Setup Multi-Factor DIAMD
Authentication

Set up multifactor
authentication using
one of the
authenticators listed.

The following
instructions will focus
on SMS Authentication
as a 2" factor.

20) Click the Setup
button

Note: The following
authentication methods are
listed in order of most secure to
least secure.

1) Security Key or Biometric

2) Okta Verify

3) Google

4) SMS

5) Voice Call
6) Email

20

Continue Account Activation

Continue Account Activation
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DIAMD

Steps 21-23: Setup SMS Authentication

21) When Clicking the Continue Account Activation
SMS (text)

Authentication

Setup button, a

new selection box . wr cniven sraves
DEPART Hl—:N‘l'l!f"jl'-.‘-Tll'.l-'

opens. Select the @

appropriate country

from the dropdown

menu. @

22) Enter the Phone

Number of your Receive a code via SMS to authenticate
mobile device
number in the @

Phone number box

Phone number

23) Click on the Send 22 23
code button to
receive an SMS
(text) message

Continue Account Activation

)-0-0-0-0-00) 00
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DIAMD

Steps 24-25: Setup SMS Authentication

24) After clicking Send Continue Account Activation
Code, the Enter
Code dialogue box
will appear. Enter
the code received
via text message

- FNE ENITED STATES
! ) DEPARTMENT of” JUSTICE
, 2

on your mobile @ _
device S

. . Receive a code via SMS to authenticate

25) Click Verify to
complete the SMS United States v
enrolilment process. hone mumber
1 | 7034750057
Enter Code

T

Back to factor list

Continue Account Activation

e
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DIAMD
Step 26: Setup SMS Authentication
The system will return Continue Account Activation

to the multifactor
authentication screen

NOte SMS Envolled fnclc::: o
Authentication e 8
completion indicated by PP

green check mark. v —

26) Either select the
Finish button to
complete the

account activation o oo
process or click e
SetuP to add an - I
additional
authentication P

factor (optional).

Account Activation Completed

- - - - - - - -
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DIAMD

Step 27: Sign-in to DMAVR

Note: After clicking the Begin Single-Signon
Finish button in the last
step, the user will be
taken to the DIAMD My
Apps page where the
DMAVR application tile is

A Notifications (7)
displayed. ve @

27) Click on the DMAVR
application tile to
logon to the DMRA
Claims Portal.

A My Apps

My Apps

@ DOJ Apps

End Single-Signon

reoooo0o00e ) —
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DMAVR Claims Portal

Upon clicking the
DMAVR tile on the
DIAMD My Apps page
the user will
automatically be
logged into the system
without the need to re-
enter username and
password, The DMAVR
Claims Portal screen
will be displayed with
instructions on how to oo o

-Mailing (all mailings must be mailed via first-class)
apply.

‘About DMA Victims Reserve

Who is Eligible?

How to Apply:

You may apply by using a paper claim er an electronic dlaim.

Before beginning to prepare a claim, please see eligibility requirements

If you are submitting en behalf of several victims/claimants, you must sul

DIAMD

Success!

Y

DEFINED MONETARY ASSISTANCE

VICTIMS RESERVE

bmit ane claim form per each eligible victim/daimant.

Success!

reoooo0o00e ) —
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