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Whereas the Communist-controlled gov-
ernments of the Soviet Union, Romania,
and other Warsaw Pact nations have sys-
tematically sought to annihilate organized
religions, especially the Byzantine Rite
Catholic Church, by every possible means,
including the imprisonment and or death of
the Church hierarchy—the only Church
leaders with authority to make decxsxons for
the faithful;

Whereas no ecclesiastical document mth
canonical value exists calling for the disso-
lution of the Byzantine Rite Church, and no
bishops have endorsed or agreed to any
merger with the Orthodox Church, choos-
ing instead intense suffering, persecution,
and death at the hands of their captors;

Whereas even after brutal torture, intimi-
dation, imprisonment, and threats against
their families less than 40 of the considerbly
more than 2,000 priests in Romania submit-
ted to _the pressure of the Government of
Romania and even so continue to practice
their faith;

Whereas 142 Byzantine Rite Catholic
monasteries and convents, 4,119 churches
and chapelsin Ukraine, and countless other
such facilities and Church properties were
seized throughout Eastern Europe, includ-
iBnlij the Romanian Catholxc cathedral at

Whereas the Byzantine Rite and Latin
‘Rite Catholic faithful in Ukraine, Romania,
Czechoslovakia, and throughout Eastern
‘Europe continue to profess and practice
their faith despite a history of persecution
which includes torture, impnsonment har-
assment, and threats;

Whereas Byzantine Rite Catholic bishops
and priests continue to be ordained and to
serve the spiritual needs of the faithful in
catacomb-like secrecy;

Whereas although the Soviet Union and
its satellites wish the world to think that
‘there are no Byzantine Rite Catholics
within their borders, millions remain faith-
ful to the Holy See and are conscientious,
practicing Catholics and have asked their
brethren in the West to plead for their reli-
gious freedom and the restoration of their
Churches; and

Whereas the Government of the Soviet
Union and the governments of other Soviet-
bloc Eastern European countries refuse to
allow the restoration of the Byzantine Rite
Catholic Church on an equal basis with
other recognized religions and refuse to re-
store all confiscated property of the Byzan-
tine Rite Catholic Churches: Now, there-
fore, be it

Resolved, That (a) the Senate hereby rec-
ognizes the continuing right of the people
of Ukraine, Lithuania, Romania, Czechoslo-
vakia, and all other Soviet-bloc Eastern Eu-
ropean countries to have freedom of reli-
gion.

(b) The Senate hereby deplores the refus-
al of the Soviet Union and Romania to offi-
cially recognize the Byzantine Rite Catholic
Church and the refusal of the Soviet Union,
Romania, and Czechoslovakia (which al-
lowed the restoration of the Byzantine Rite
Church in 1968) to restore all Church prop—
erties and possessions. .

(¢) It is the sense of the Senate that the
President should instruct the United States
delegation of the Review Meeting of the
Conference on Security and Cooperation in
Europe, scheduled for November 4, 1986, to
press for the full restoration of the Byzan-
tine Rite Catholic Church and freedom of
religion for the people of all the Captive Na-
‘tions before the world community.

Sec. 2. The Secretary of the Senate shall
transmit a copy of this resolution to the
President.
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Mr. DOLE. Mr. President, I move to
reconsider the vote by which the reso-
lution was agreed to.

Mr. BYRD. I move to lay tha.t
motion on the table.

The motion to lay on the table was
agreed to.

RELEASE TO MUSEUMS OF CER-
TAIN OBJECTS OF THE UNITED
STATES INFORMATION
AGENCY

The bill (H.R. 5522) to authorize the
release to museums in the United
States of certain objects owned by the
United States Information Agency,
was considered, ordered to a third
reading, read the third time, and
passed.

Mr. DOLE. Mr. President, I move to
reconsider the vote by whlch the bill
was passed.

Mr. BYRD. I move to lay that
motion on the table.

The motion to lay on the table was
agreed to.

CONCERNING THE SOVIET PER-

SECUTION OF MEMBERS OF
THE UKRAINIAN AND OTHER

PUBLIC HELSINKI MONITOR- -

ING GROUPS

The concurrent resolution (S. Con.
Res. 154) concerning the Soviet
Union’s persecution of members of the

‘Ukrainian and other public Helsinki

Monitoring Groups was indefinitely
postponed. -

CONCERNING SOVIET PERSECU-
TION' OF MEMBERS OF THE
UKRAINIAN AND OTHER HEL-
SINKI MONITORING GROUPS

The concurrent resolution (H. Con.
Res. 332) concerning the Soviet
Union’s persecution of members of the
Ukrainian and other public Helsinki
Monitoring Groups, was considered,

- and agreed to.

The preamble was agreed to.

Mr, DOLE. Mr. President, I move to
consider the vote by which the concur-
rent resolution was agreed to.

Mr. BYRD. I move to lay that
motion on the table.

The motion to lay on the tabhle was
agreed to.

0 1850
ELECTRONIC COMMUNICATIONS
PRIVACY ACT .

Mr., DOLE. Mr. President, I ask
unanimous consent that the Senate

‘now turn to Calendar No. 700, H.R.

4952, dealing with electronic commun-
cations.

The PRESIDING OFFICER The
clerk will report.

The ‘assistant legislative clerk read

as follows:

A bill (H.R. 4952) to amend title 18,
United States Code, with respect to the
interception of certain communications
other forms of surveillance, and for other
purposes.
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The PRESIDING OFFICER. With-
out objection, the Senate will proceed
to its immediate consideration.

The Senate proceeded to consider
the bill.

AMENDMENT NO. 3107

(Purpose: To insert a substitute amend-

ment) )

Mr. BYRD. Mr. President, on behalf
of Senators Leaxy, Marrias, and
THURMOND, I send an amendment to
the desk and ask for its inmedxate
consideration.

. The PRESIDING OFFICER. The.
clerk will report.

The assistant legislative clerk read
as follows:

The Senator from West Virginia (Mr.
Byrol, for Mr. LEany (for himself and Mr.
MarHias, and Mr. THURMOND), proposes an
amendment numbered 3107, in the nature
of a substitute.

Mr. BYRD. Mr. Pre51dent I ask
unanimous consent that further read-
ing of the amendment be dispersed
with.

The PRESIDING OFFICER. With-
out objection, it is'so ordered.

The amendment is as follows:

Strike. out all after the enacting clause
and insert in lieu thereof the following:

"SECTION 1. SHORT TITLE.

This Act may be cited as the "Elect.rcmc
Communications Privacy Act of 1986”.

TITLE I-INTERCEPTION OF
COMMUNICATIONS AND RELATED MATTERS
SEC. 101. FEDERAL PENALTIES FOR THE INTERCEP-

. TION OF COMMUNICATIONS.

(2) DerFInrTIONS.~—(1) Section 2510(1) of
title 18, United States Code, is amended—

(A) by stnkmg out “any eommunication”
and inserting “any aural I:ransfer" in lieu
thereof;

(B) by inserting “(including the use of
such connection in a switching station)”’
after “reception”.

(C) by striking out “‘as a common.carrier”

and .

. (D) by inserting before the semicolon at
the end the following: “or communications
affecting . interstate or foreign commerce
and such term includes any electronic stor-
age of such communication, but such term
does not include the radio portion of a cord-

- less telephone communication that is trans-

mitted between the cordless telephone
handset and the base unit”,

(2) Section 2510(2) of title 18, Unit,ed
States Code, is amended by Lnserting before
the semicolon at the end the following: *,
but such term does not include any electron—
f¢ communication”.

(3)- Section 2510(4) of title 18, United
States Code, is amended—

(A) by inserting ‘‘or other” after “‘aural”;
and -

(B) by after
“wire”.

(4)- Section 2510(5) of title 18, Umted
States Code, is amended in clause (a)i) by
inserting before the semicolon the follow-
ing: “or furnished by such subscriber or user
for connection to the facilities of such serv-
ice and used in the ordinary course of its
business”. )

(5) Section 2510(8) of title 18, United
States Code, is amended by striking out
“identity of the parties to such communica-
tion or the existénce,”..

(6) Section 2510 of title 18, Unlted States
Code, is amended— .

inserting *, electronic,”
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(A) by -striking out “and”
paragraph (10);

(B) by striking out the period at the end
of paragraph (11) and inserting a semicolon
in lieu thereof; and

(C) by adding at the end the following:

M12) ‘electromc communication’ means
any transfer of signs,” signals, writing,
images, sounds, data, or intelligence of any
nature transmitied in whole or in part by a
wire, radio, eléctromagnetic, photoelectronic
or photooptical system that affects inter-
s}a‘tje or foreign commerce, but does not in-
cltide—

“(A) the radio portion of a cordless tele-
phone communication that is transmitted
between the cordiess telephone handset and
the base unit:

“(B) any wire or oral commumcatxon.

“(C) any communication made through a
tone-only paging device: or

(D) any communication from a tracking
de;'ice (as defined in section 3117 of this
title),

_“(13) ‘user’ means any person or entity
who—

"(A) uses an electronic commumcatxon
seruce. and

“(B) is duly authorized by the provider of
such service to engage in such use;

*(14) ‘electronic communications system’
means any wire, radio, electromagnetic,
photooptical or photoelectronic facilities for
the transmission of electronic communica-
tions, and any computer facilities or related

at the end of

electronic equipment for the electronic stor--

age of such communications;

_"(15) ‘electronic communication service’
means any service which provides to users
thereof the ability to send or receive wire or
electronic communications;

“(16) ‘readily accessible to the general
public' means, with respect to a radio com-
munication, that such communication is
not—

“*(A) scrambled or encrypted:

, “(B) transmitted using modulation tech-
nigues whose essential parameters have
been withheld from the pubhc with the in-
tention of preserving the privacy of such
commumcatlon.

*(C) carried on a subcarrier or other
signal subsidiary to a radio transmission;

*“(D) transmitted over a communication
.system provided by a common carrier,
unless the communication is a tone only
paging system communicatiomn; or

*(E) transmitted on frequencies allocated )

under part 25, subpart D, E, or F.of part 74,
or part 94 of the Rules of the Federal Com-
munications Commission, unless, in the case
of a communication transmitted on a fre-
quency allocated under part 74 that is not
exclusively. allocated to broadcast auxiliary
services, the communication is a two-way
voice communication by radio;

*(17) ‘electronic storage’ means—

“(A) any temporary, intermediate storage
of a wire or electronic communication inci-
dental to the electronic transmission there-
of; and -

*(B) any storage oi such communication
by an electronic communication service for
purposes of backup protection of such com-
munication; and

“(18) ‘aural transfer’ means a transfer
containing the human voice at any point be-
tween and including the point of orlgm and
the point of reception.”.

(b) EXCEPTIONS me REespecT TO ELEC-
TRONIC COMMUNICATIONS,—

(1) Section 2511(2)a)(ii) of title 18, United
States Code, is amended—

(A) by striking out “violation of this sub-
paragraph by a communication common
carrier or an officer, employee, or agent
thereof” and inserting in lieu thereof “such
disclosure":
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(B) by striking out “the carrier” and in-
serting in lieu thereof “'such person”; and -

(C) by striking out “‘an order or certifica-
tion under this subparagraph’ and inserting
in lieu thereof “a court order or certifica-
tion under this chapter”.

(2) Section 2511(2Xd) of title 18, United
States Code, is amended by striking out “or
for the purpose of committing any other in-
jurious act™.

3 Se(,tlon 2511(2Xf) of title 18, United
States Cede, is amended—

..(A) by inserting “or chapter- 121" after
“this chapter”; and
(B) by striking out “by"” the second place

it appears and inserting in lieu thereof “, or

foreign intelligence activities conducted An
accordance with otherwise applicable Feder-
al law involving a foreign electronic commu-
nications system, utilizing”.

(4) Section 2511(2) of title 18, United
States Code, is amended by adding at the
end-the following:

*(g) It shall not be unlawful under this
chapter or chapter 121 of this title for any
person—

‘(i) to intercept or access an electronic
communication made through an electronic
communication system that is configured so
that such electronic communication is read-
ily accessible to the general public;

**(ii) to intercept any radio commumcation
which is transmitted—

*(I) by any station for the use of the gen-
eral public, or that retates to ships, aircraft,
vehicles, or persons in distress;

“(I1) by any governmental, law enforce-

- ment, civi] defense, private land mobile, or

public safety communications system, in-
cluding police and fire, readily accessible to
the general public; -

“(III) by a station operating on an author-
ized frequency within the bands allocated to
the amateur, citizens band, or general
mobile radio services: or

“(IV) by any marine or aeronautxral com-
munications system.

*(iii) to engage in any conduct which—

*“(I) is prohibited by section 633 of the
Communications Act of 1834; or )

“(II) is excepted from the application of
section 705(a) of the Communicaticns Act of
1834 by section 705(b) of that Act;

“(iv) to interceépt any wire or electronic
communication the transmission of which is
causing harmful interference to any lawful-
1y operating station or consumer electronic
equipment, to the extent necessary to iden-
tify the source of such interference: or

*(v) for other users of the same frequency
to intercept any radio communication made
through a system that utilizes frequencies
menitored by individuals engaged in the
provision or the use of such system, if such
commuriication is not scrambled or encrypt-
ed.

“(h) It shall not be unlawful under this
chapter—

*“(i) to use a pen register or a trap and
trace device (as those terms are defined for
the purposes of chapter 2086 (relating to pen
registers and trap and trace devices) of this
title); or

“(ii) for a provider of electronic communi-
cation service to record the fact that a wire
or electronic communication was initiated
or completed in order to protect such pro-
vider, another provider furnishing service
toward the completion of the wire or elec-
tronic communication, or a user of that
service, from fraudulent unlawful or abu-
sive use of such service.’

(¢) TECHNICAL AND ConvonMINc AMEND-
MENTs.—(1) Chapter 119 of title 18, United
States Code, is amended—

(A) in each of sections 2510(5), 2510(8)
2510¢(9)Xb), 2510(11), and 2511 through 2519
(except sections 2515, 2516(1) and 2518(10)),
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by striking out “wire or oral” each place it
appears (including in any section headmg)
and inserting “wire, oral, or electronic” in
lieu thereof; and -

(B) in section 2511(2)(b). by msertmg ‘or
electronic’ after “wire”.

(2) The heading of chapter 119 of title 18,

United States Code, is amended by inserting

“and electronic communications” nfter

“wire”,

(3) The item relating to chapter 119 in the
table of chapters at the beginning of part I
of title 18 of the United States Code is
amended by inserting “and electromc com-
munications” after “Wire”.

(4) Section 2510(5Xa) of title 18, Umted
States Code, is amended by striking out
“communications common' carrier” and in-
serting “provider of wire or electronic com-
munication service” in lieu thereof. .

(5) Section 2511(2)a)(i) of title 18, United
States Code, is amended—

(A) by striking out “any communication
common carrier” and inserting “a promder
of wire or electronic communication service
in lieu thereof:

(B) by striking out “of the carrier of such
communication” and inserting “of the pro-
vider of that service” in lieu thereof; and

(C) by striking out *: Provided, That said
communication common carriers” and in-
serting “, except that a provider of wire
communication service to the public” in lieu
thereof.

(8) Section 2511(2)(aXii) of title 18, Umted
States Code, is amended—

(A) by striking out “communication
common carriers” and inserting “providers
of wire or electronic communication service”
in lieu thereof;

(B) by striking out ‘“communication
common carrier’” each place it appears -and
inserting “provider of wire or electronic
communication service” in lieu thereof; and

(C) by striking out “if the common carri-.
er” and inserting “if such provxder" in lieu
thereof.

(1) Section 2512(2Xa) of title 18, United
States Code, is amended—

(A) by striking out “a communications
common carrier” the first place it appears
and inserting “‘a provider of wire or elec-
tronic communication service” in lxeu there-
of; and . .

(B) by striking out “a communications

‘common carrier” the second place it appears

and inserting “such a provider” in lieu
thereof; and oo

(C) . by striking out “communications
common carrier's business” and inserting
“business of providing that wire or electron-
ic communication service” in lieu thereof.

(8) Section 2518(4) of title 18, United
States Code, is amended—

(A) by striking' out ‘“communication
common carrier” in both places it appears
and inserting “provider-of wire or electronic
communiecation service” in lieu thereof; and

(B) by striking out “'carrier” and inserting
in lieu thereof “service provider”.

(d) PENALTIES MODIFICATION.~—(1) Section
2511(1) of title 18, United States Code, is
amended by striking out “shall be” and all
that follows through “or both" and insert-
ing in lieu thereof “shall be punished as
provided in subsection (4) or shall be subject
to suit as provided in subsection (5)".

(2) Section 2511 of title 18, United States
Code, is amended by adding after the mate-
rial added by section 102 the following:

“(4)a) Except as pronded in paragraph
(b) of this subsertion or in subsection (5,
whoever violates subsertion (1) of this sec-
tion shall be fined under this title or impris-
oned not more than five years, or both.

~(b) If the offefise is a first offense under
paragraph (a) of this.subsection and'is. not



October-1; 1986

for'a tortious or illegal purpose or for pur-
poses of direct or indirect commercial ad-
vantage Or private commercial gain, and the
wire or electronic communication with re-
spect to Which the offense under paragraph
(a) is a radio communication that is not
scrambled or encrypted; then— -

(i) if the communication is not the radio
‘portion of a cellular telephone communica-
tion, a public land mobile radio service com-
mumnication or a paging service communica-
tion, and the conduct is not that described
in.subsection (5), the offender shall be fined
under this title or imprisoned not more than
one year, or both; and.

“(ii)If the communication is the radio por-
tion of a cellular telephone communication,
a public land mobile radio service communi-
cation or a paging service communication,
;gg offender shall be fined not more than

[i

*(c) Conduct otherw;se an offense under
this subsection that consists of or relates to
the interception of a satellite transmission
that is not encrypted or scrambled and that
is transmitted— .

“(1) to a broadcasting station for purposes
of retransmission to the general public; or
. *(ii) as an audio subcarrier intended for
redistribution to facilities open to the,
publie, but not including data tra.nsmlssxons
or telephone calls, .
is not an offense under this subsect.on

‘unless the conduct is for the purposes of -

direct or indirect commercial advantage or
‘brivate financial gain.

“(5)XaXD If the communication is—

“(A) a private sateilite video communica-
tion that is not scrambled or encrypted and
the conduct in violation of this chapter is
the private viewing of that communication
and is not for a tortious or illegal purpose or
for purposes of direct or indirect commer-
cial-advantage or private commercial gain;
or

“(B) a radio communication that is trans-
mitted on frequencies allocated under sub-
part D of part 74 of the rules of the Federal
Communications Commission that is not
scrambled or encrypted and the conduct in
violation of this chapter Is not for a tortious
or illegal purpose or. for purposes of direct
or indirect commercial advantage or private
commercial gain,

then the person who engages in such con-
duct shall be subject to suit by the Federal
Government in a court of competent juris-
diction.

“(ii) In an action under this subsection—

“(A) if the violation of this chapter is a
first offense for the person under paragraph
(a) of subsection (4) and such person has
not been found liable in a civil action under
section 2520 of this title, the Federal Gov-
ermnment shall be entitled to appropriate in-
junctive relief; and

“(B) if the violation of this chapter is a
second or subsequent offense under para-
graph (a) of subsection (4) or such person
has been found liable in any prior civil
action under section 2520, the person shall
be subject to a mandatory $500 civil fine.

“(b) The court may use any means within
its authority to enforce an iniunction issued
under paragraph (iiXA), and shall impose a
civil fine of not less than $500 for each vio-
lation of such an injunction.”.

(e) ExcrLusiviry oF REMEDIES WITH REe-
SPECT TO ELECTRONIC COMMUNICATIONS.~—Sec-
tion 2518(10) of title 18, United States Code,
;s amended by adding at the end the follow-
ng:

(e The remedies and sanctxons described
in this chapter with respect to the intercep-
tion of electronic communications are the
only judicial remedies and sanctions for
nonconstitutional violations of this chapter
involving such communications.”.
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(f) State oF Minp.—Paragraphs (2}, (b),
(¢), and (d) of subsection (1) of section 2511
of title 18, United States Code, are amended
by striking out “willfully” and Inserting in
lieu thereof “intentionally”.

(2) Subsection (1) of section 2512 of title
18, United States Code, is amended in the
matter before paragraph (a) by striking out

“willfully” and inserting in licu thereof “in-
tentionally”.

SEC. 102, REQL!RF\!E\TS FOR CERTAIN DISCLO-

Section 2511 oi title 18, United States
Code, is amerided by adding at the end the
following:

“(3Xa) Except as provided in paragraph
(b) of this subsection, a person or entity
providing an electronic communication serv-
ice to the public shall not intentionally di-
vulge the contents of any communication
(other than one to such persoch or ent}ty, or
an agent thereof) while in transmission on
that service to any berson or entity other
than an addressee or intended recipient of
such communication or an agent of such ad-
dressee or intended recipient.

*(b) A person or entity providing eléctron-
e communication service to the public may
divulge the contents of any such communi-
cation—

“(i) as otherwise authorized in Section
25122:a) or 2517 of this title;

“(ii) with the lawful consent of the origi-
nator or any addressee or intended recipient
of such communication;

"*(iii) to a persen employed or authorized,
or whose facilities are used, to forward such
communication to its destination; or

“(iv) which were inadvertently obtained
by the service provider and which appear to
pertain to the commission of a crime, i
such divulgence is made to a law enforce-
ment agency.”.

SEC. 183. RECOVERY OF CIVIL DAMAGES.

Section 2520 of title 18, United States
Code, is amended to read as foliows:

“§ 2520. Recovery of civil damages authorized

‘a) IN GENERAL.—Except as provided in
section 2511(2Xa)il), any person whose
wire, oral, or electronic communication is
intercepted, disclosed, or intentionally used
in violation of this chapter may in a civil
action recover from the person or entity
which engaged in that violation such relief
as may be appropriate.

“(b) RELIEF.—In an action under this sec-
tion, appropriate relief includes—

“(1) such preliminary and other equitable
or declaratory relief as may be appropriate;

*(2) damages under subsection (c¢) and pu-
nitive damages in appropriate cases; and

*(3) a reasonable attorney’s fee and other
litigation costs reasonably incurred.

*(¢) COMPUTATION OF DaMAGES.—(1) In an
action under this section, if the conduct in
violation of this chapter is the private view-
ing of a private satellite video communica-
tion that is not scrambled or encrypted or il
the communication is a radio communica-
tion that is transmitted on frequencies allo-
cated under subpart D of part 74 of the
rules of the Federal Communications Com-
mission that is not scrambled or encrypted
and the conduct is not for a tortious or ille-
gal purpose or for purposes of direct or indi-
rect commercial advantage or private com-
mercial gain, then the court shall assess
damages as follows:

*(A) If the person who engaged in that
conduct has not previously been enjoined
under section 2511(5XaXi) and has not been
found liable in a prior civil action under this
section, the court shall assess the greater of
the sum of actual damages suffered by the
plaintiff, or statutory damages of not less

- than $50 and not more than $500,

“(B) 1f, on one prior occasion, the person
who engaged in that conduct has been en-
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joined under section 2511(5}a)X{) or-has
been found liable in a civil action under this
section, the court shall assess the greater of
the sum of actual damages suffered by the
plaintiff, or statutory damages of not less-
than $100 and not'more than $1000.

“(2) In any other action under this sec-
tion, the court may assess as damages
whichever is the greater of—

“(A) the sum of the actual damages suf-
fered by the plaintiff and any profits made
by the violator as a result of the violation;
or

*(B) statutory damages of whichever is
the greater of $100 a day for each day of
violation or $10,000.

‘(d) DEFENSE.~A good faith reliance on—

(1) a court warrant or order, a grand jury .
subpoena, a legislative authorization, or a
statutory authorization;

*(2) a request of an invesugative or law
enforcement officer under section 2518¢T) of
this title; or '

*(3) a good faith determination that sec-
tion 2511(3) of this title permitted the con-
duct complained of;

{s a complete defense against any civil or

criminal action brought under this chapter’

or any other law. :

*(e) LIMITATION.—A cxvﬂ acnon under this
section may not be commenced later than
two years after the date upon which the
claimant first has a reasonable ‘opportunity
to discover the violation.”. . '

SEC. 104 CERTAIN APPROVALS BY.JUSTICE DE.
- PARTMENT OFFICIALS.

Section 2518(1) of title 18 of the United
States Code is amended by striking out “or
any Assistant Attorney General” and insert-
ing in lleu thereof “any Assistant Attorney
General, any acting Assistant -Attorney.
General, or any Deputy Assistant Attomey
Genersal in the Criminal Division”,

SEC. 195. ADDITION OF OFFENSES TO CRIMES FOR
WHICH INTERCEPTION 1S AUTHOR.
1ZED.

(a) WIRE AND Onrat INTERCEPTIONS.—SecC-’
tion 2516(1) of title 18 of the United States
Code is amended—

(1) in paragraph (c)—

(A) by inserting “section 751 (relating to
escape),” after “wagering information),”;

(B) by striking out "2314” and inserting
2312, 2313, 2314,” in lieu thereof;

(C) by inserting “the second section 2320
(relating to trafficking in certain motor ve-
hicles or motor vehicle parts), section 1203
(relating to hostage taking), section 1029
(relating- to fraud and related activity in
connection with access devices), section 3146
(relating to penalty for failure to appear),
section 3521(bX3) (relating to witness relo-
cation and assistance), section 32 (relating
to destruction of aircraft or aircraft facili-
ties),” after “stolen property),”;

(D) by inserting “section 1952A (relating
to use of interstate commerce facilities in
the commission of murder for hire), section
1952B (relating to violent crimes in aid of
racketeering activity),” after “1952 (inter-
state and foreign travel or transportation in
aid of racketeering enterprises),”;

(E) by inserting “, section 115 (relating to
threatening or retaliating against a Federal
official), the section in chapter g5 relating
to destructxon of an energy facility, and sec-
tion 1341 (relating to mall fraud),” -after
“gection 1963 (violations with respect to
racketeer influenced and corrupt organiza-
tions)”; and .

(F) by—

(1) striking out *“‘or” before “section 351"
and inserting in lieu thereof a comma; and
- (ii) inserting before the semicolon at the
end thereof the following: “, section 831 (re-
lating to prohibited transactions involving
nuclear materials), section 33 (relating to
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destruction of motor vehicles or motor vehi-
cle facilities), or section 1992 (relating to
wrecking trains)™;

(2) by striking out “or” at the end of para--

grabh (g);

(3) by inserting after paragraph (g) the
following:

“(h) any felony violation of sections 2511

and 2512 (relating to interception and dis-
closure of certain communications and to
certain intercepting devices) of this title;

(1) any violation of section 1679a(e)(2)
(relating to destruction of a natural gas
pipeline) or subsection (i) or (n) of section
1472 (relating to aircraft piracy) of title 49,

of the United States Code:

“(j) any criminal violation of section 2778

of title 22 (relating to the Arms Export Con-
trol Act); or”; -

“(k) the Iocatlon of any fugitive from jus-
tice from an offense described in this sec-
tion;

(4) by. redesignating paragraph (h) as
-paragraph (1); and

«5) in paragraph (a) by—

(A) Inserting after “Atomic Energy Act of
1854),” the following: “section 2284 of title
42 of the United States Code (relating to
sabotage of nuclear facilities or fuel),”;

(B) striking out “or” after “(relating to
treason),”; and

(C) inserting before the semicolon at the

end thereof the following: “chapter 65 (re-
lating to. malicious mischief), chapter 111
(relating to destruction of vessels), or chap-
ter 81 (relating to piracy)”.

(b) INTERCEPTION OF ELECTRONIC COMMUNI-
cATIONS.—Section 2516 of title 18 of the
United States Code is amended by addmg at
the end the Iollowing: -

. “(3) Any attorney for the Govemment (as
such term'is defined for the purposes of the
Federal Rules of Criminal Procedure) may
authorize an application to a Pederal judge
of competent jurisdiction for, and such
judge may grant, in conformity with section
2518 of this title, an order authorizing or ap-
proving the interception of- electronic com-
‘munications by an investigative or law en-
forcement officer having responsibility for
the investigation of the offense as to which
the application is made, when such intercep-
tion may provide or has provided evidence
of any Federal felony.”.

SEC, 106. APPLICATIONS, ORDERS, AND IMPLEMEN-

TATION OF ORDERS.

(a) PLACE OF AUTHORIZED INTERCEPTION.—
-Section 2518(3) of title 18 of the United
States Code is amended by inserting “(and
outside that jurisdxction but within the
United States in the case of a mobile inter-
ception device authorized by a Federal court
within such jurisdiction)” after “within the
territorial jurisdiction of the court in which
the judge is sitting”. )

(b) REIMBURSEMENT FOR ASSISTANCE.—SeC-
tion 2518(4) of title 18 of the United States
Code is amended by striking out “at the pre-
vailing rates” and inserting in lieu thereof
“for reasonable expenses incurred in provid-
ing such facilities or assistance”.

(¢) COMMENCEMENT OF THIRTY-DaY PERIOD
AND POSTPONEMENT OF MINIMIZATION.—Sec-

tion 2518(5) of title 18 of the United States

Code is amended—

(1) .by Inserting after the first sentence
the following: “Such thirty-day period
begins on the earlier of the day on which
the. investigative or law enforcement officer
first begins to conduct an interception
under the order or ten days after the order
is entered.”; and .

(2) by a-dding at the end the following: “In
the event the intercepted communication is
in a code or foreign language, and an expert
in that foreign language or code is not rea-
sonably available during the interception
period, minimization may be accomplished
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as soon as practicable after such intercep-
tion. An interception under this chapter

may be conducted in whole or in part by,

Government personnel, or by an individual
operating under a contract with the Gov-
ernment, acting under the supervision of an
investigative or law enforcement officer au-
thorized to conduct the interception.”.

(d) ALTERNATIVE TO DESIGNATING SPscmxc
FACILITIES FROM WHICH COMMUNICATIONS
ARe To Bg INTERCEPTED.—(]) . Section
2518(1)(b)(il) of title 18 of the United States
Code is amended by inserting ‘“except as
provided in subsection (11),” before “a par-
ticular description”, '

(2) Section 2518(3)(d) of title 18 of the
United States Code is amended by inserting
“except as provided in subsection (11),”
before “there is".

(3) Section 2518 of title 18 of the United

States Code is amended by adding at the
. end the following:

*(11) The requirements of subsections
(L)XbXiD and (3)(d) of this section relating
to the specification of the facilities from
which, or the place where, the communica-
tion is to be intercepted do not apply If—

“(a) in the case of an application with re-
spect to the interception of an oral commu-

- nication—

(1) the application is by a Federal investi-
gative or law enforcement officer.and is ap-
proved by the Attorney General, the
Deputy Attorney General, the Agsociate At-
torney General, an Assistant Attorney Gen-
eral, or an acting Assistant Attorney Gener-

al;
. *(ii) the application contains a full and

complete statement as to why such specifi-

- cation Is not practical and identifies the

person committing the offense and whose
communications are to be intercepted; and

“(iii) the judge finds that such specifica-
tion is not practical; and

“(b) in the case of an application with re-
spect to a wire or electronic commlmica-
tion—

“(1) the application is by a Federal mvesti-
gative or law enforcement officer and is ap-
proved by the Attorney General, the
Deputy Attorney General, the Associate At-
torney General, an Assistant Attorney Gen-
eral, or an acting Assistant Attorney Gener-

*(ii) the application identifies the person
believed to be committing the offense and
whose communications are to be intercepted
and the applicant makes a showing of a pur-
pose, on the part of that person, to thwart
interception by changing facilities; and ‘

“(i) the judge finds that such purpose
has been adequately shown.

“(12) An interception of a communication
under an order with respect to which the re-
quirements of subsections- (IXb)(il) and
(3)d) of this section do not apply by reason
of subsection (11) shall not begin until the
facilities from which, or the place where,
the communication is to be intercepted is
ascertained by the person implementing the

- interception order, A provider of wire or

electronic communications service that has
received an order as provided for in subsec-
tion (11)(b) may move the court to modify
or quash the order on the ground that its
assistance with respect to the interception
cannot be performed in a timely or reasona-
ble fashion., The court, upon notice to the
government, shall decide such a motion ex-
peditiously.”.

4 Sectmn 2519(1Xb) of title 18, United
States Code, is amended by inserting “(in-
cluding whether or not the order was an
order with respect to which the require-
ments of sections 2518(1Xbxii) and
2518(3X¢d) of this title did not spply by
reason of section 2518(11) of this title)”
after “applied for".
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SEC. 107. INTELLIGENCE ACTIVITIES.

(a) In GENERAL.~Nothing in this Act or
the amendments made by this Act consti-
tutes authority for the conduct of any intel-
ligence activity.

(b) CerTAIN ACTIVITIES UNDER PROCEDURES
APPROVED BY THE ATTORNEY GENERAL.~
Nothing in chapter 119 or chapter 121’ of
title 18, United States Code, shall affect the
conduct, by officers or employees of the
United States Government in accordance
with other applicable Federal law, under
procedures approved by the Attorney Gen-
eral of activities intended to—

(1) intercept encrypted or other- official
communications of United States executive
branch entities or United States Govern-
ment contractors for communications secu-
rity purposes;

(2) intercept radio communications trans-
mitted between or among foreign powers or
agents of a foreign power as defined by the
Foreign Intelligence Surveﬂlance Act of
1978; or

(3) access an electronic ‘communication
system used exclusively by a foreign power
or agent of a foreign power as defined by
the Foreign Intelligence Surveillance Act of
1978. -

SEC. 108. MOBILE TRACKING DEVICES.

(a) In GENERAL.~Chapter 205 of title 18,
United States Code, is amended by adding
at the enad the following:

“§ 3117. Mobile tracking devices

“(a) In GENERAL.~If 2 court is empowered
to issue a warrant or other order for the in-
stallation of a mobile tracking device, such
order may authorize the use of that device
within the jurisdiction of the court, and out-
side that jurisdiction if the device is in-
stalled in that jurisdiction.

*(b) DEFINITION.—As used in this section,
the term ‘tracking device’ means an elec-

- tronic or mechanical device which permits

the tracking of the movement of a person or
object.”.

(b)Y CLERICAL AMENDMENT.—The, table of
contents at the beginning of chapter 205 of
title 18, United States Code, is amended by

.adding at the end the following:

“3117. Mobile tracking devices.”."
SEC. 103. WARNING SUBJECT OF SURVEILLANCE,

Section 2232 of title 18, United States
Code, is amended—

(1) by inserting “(a) P.u!sxcu INTERFER-
ENCE WITH Sparca.—" before “Whoever”
the first place it appears;

(2) by inserting “(b) NOTICE 0P SEARCH.—"
before “Whoever” the second place it ap-
pears; and

(3) by adding at the end the following:

“(c) NoTiCE of CERTAIN ELECTRONIC SUwn-
VEILLANCE.~Whoever, having knowledge
that a Federal investigative or law enforce-
ment officer has been authorized or has ap-
plied for authorization under chapter 119 to
intercept a wire, oral, or electronic commu-
nication, in order to obstruct, impede, or
prevent such interception, gives notice or at-
tempts to give notice of the possible inter-
ception to any person shall be fined under
this title or imprisoned not more than tive
years, or both.

“Whoever, having knowledge that a Fed-
eral officer has been authorized or has ap-
plied for authorization to conduct electronijc
surveillance under the Foreign Intelligence
Surveillance Act (50 U.S.C. 1801, et seq.); in
order to obstruct, impede, or prevent such
activity, gives noticé or attempts to give
notice of the possible activity to any person
shall be fined under this title or imprisoned
not more than five years, or both.”
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SEC. 110. INJUNCTIVE REMEDY.

(a) IN GENERAL.—Chapter 119 of title 18,
United States Code, is amended by adding
at the end the following:

“§ 2521, Injunction against illegal interception

“Whenever it shall appear that any
person is engaged or is about to engage in
any act which constitutes or will constitute
a felony violation of this chapter, the Attor-
ney General may initiate a civil action in a
district court of the United States to enjoin
such violation. The court shall proceed as
soon as practicable to the hearing and de-
termination of such an action, and may, at

any time before final determination, enter.

such a restraining order or prohibition, or
take such other action, as is warranted to
prevent a continuing and substantial injury
to the United States or to any person or
class of persons for whose protection the
action is -brought. A proceeding under this
section is governed by the Federal Rules of
Civil Procedure, except that, if an indict-
ment has been returned against the re-
spondent, discovery is governed by the Fed-
eral Rules of Criminal Procedure.”.

(b) CLERICAL AMENDMENT.—The table of
sections at the beginning of chapter 119 of
title 18, United States Code, is amended by
adding at the end thereof the following:
*2521. Injunction against lllegal intercep-

tion.”
SEC. 111. EFFECTIVE DATE. ’

(a) IN GeENERAL.—Except as provided in
subsection (b) or (c), this title and the
amendments made by this title shall take
effect 90 days after the date of the enact-
ment of this Act and shall, in the case of
conduct pursuant to a court order or exten-
sion, apply only with respect to court orders
or extensions made after this title takes
effect.

(b) Specral. RULE FOR STATE AUTHORIZA-
TIONS OF INTERCEPTIONS.—Any interception
pursuant to section 2516(2) of title 18 of the

United States Code which would be valid

and lawful without regard to-the amend-
ments made by this title shall be valid and
lawful notwithstanding such amendments if
such interception occurs during the period
beginning on the date such amendments
take effect and ending on the earlier of—

(1) the day before the date of the taking
effect of State law conforming the applica-
ble State statute with chapter 119 of title
18, United States Code, as so amended; or

(2) the date two years after the date of
the enactment of this Act.

(¢) EFFECTIVE DATE FOR CERTAIN APPROVALS
BY JUSTICE DEPARTMENT OFFICIALS.—~Section
104 of this Act shall take effect on the date
of enactment of this Act.

TITLE 1I~STORED WIRE AND ELECTRONIC
COMMUNICATIONS AND TRANSACTIONAL
RECORDS ACCESS

-SEC. 201. TITLE 18 AMENDMENT.

Title 18, United States Code, is amended
by inserting after chapter 119 the following:
“CHAPTER 121—STORED WIRE AND ELEC-

TRONIC COMMUNICATIONS AND TRANSAC-
. TIONAL RECORDS ACCESS
“Sec.

“2701. Unlawful access to stored communi-

cations.

+2702. Disclosure of contents.

“2703. Requirements for governmental

access.

#2704, Backup preservation.

“2705. Delayed notice.

*2706. Cost reimbursement.

*2707. Civil action.

+2708. Exclusivity of remedies.

“2709. Counterintelligence access to tele-

phone toll and transactional
_ records.
*2710. Definitions.
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“§ 2701. Unlawful access to stored communica-
tions

*(a) OFFENSE.—Except as provided in sub-
section (c) of this section whoever—

“(1) intentionally accesses without author-
ization a facility through which an electron-
ic communication service is provided; or

*(2) intentionally exceeds an authoriza-
tion to access that facility; _
and thereby obtains, alters, or prevents au-
thorized access to a wire or electronic com-
munication while it is in electronic storage
in such system shall be punished as provid-
ed in subsection (b) of this section.

*(b) PUNISHMENT.—The punishment for
an offense under subsection (a) of this sec-
tion is—

*“(1) if the offense is committed for pur-
poses of commercial advantage, malicious
destruction or damage, or private commer-
cial gain—

“(A) a fine of not more than $250,000 or
imprisonment for not more than one year,
or both, in the case of a first offense under
this subparagraph; and

‘“(B) a fine under this title or imprison-
ment for not more than two years, or both,
for any subsequent offense under this sub-
paragraph; and

*'(2) a fine of not more than $5 000 or im-
prisonment for not more than six months,
or both, in any other case.

*(¢) ExXcerrIOoNs.-—Subsection (a) of this
section does not apply with respect to con-
duct authorized—

*(1) by the person or enmy providing a
wire or electronic communications service;

*(2) by a user of that service with respect
to a communication of or intended for that
user; or

*(3) in section 2703, 2704 or 2518 of this
title.

*§ 2702. Disclosure of contents

“(a) PROHIBITIONS.—EXcept as provided in
subsection (b)—

“(1) a person or entity providing an elec-
tronic communication service to the public
shall not knowingly divulge to any person or
entity the contents of a communication
while in electronic storage by that service;
and -

*(2) a person or entity providing remote
computing service to the public shall not
knowingly divulge to any person or entity
the contents of any communication which is
carried or maintained on that service—

“(A) on behalf of, and received by means
of electronic transmission from (or created
by means of computer processing of commu-
nications received by means of electronic
transmission from), a subscriber or custom-
er of such service; and

“(B) solely for the purpose of providing
storage or computer processing services to
such subscriber or customer, if the provider
is not authorized to access the contents of
any such communications for purposes of
providing any services other than storage or
computer processing.

“(b) EXCEPTIONS.—A person or entity may
divulge the contents of a communication—

*(1) to an addressee or intended recipient
of such communication or an agent of such
addressee or intended recipient;

“(2) as otherwise authorized in section
2516, 2511(2)(a), or 2703 of this title;

*(3) with the lawful consent of the origi-
nator or an addressee or intended recipient
of such communication, or the subseriber in
the case of remote computing service;

*(4) to a person employed or authorized or
whose facilities are used to forward such
communication to its destination;

*(5) as may be necessarily incident to the
rendition of the service or to the protection
of the rights or property of the provider of
that service; or
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“(6) to a law enforcernent agency, if such
contents—

“(A) were inadvertently obtained by the
service provider; and

“(B) appear to pertain to the commission
of a crime.

“§ 2703. Requlrements for governmental access

“(a) CONTENTS oF ELECTRONIC COMMUNICA-
TIONS IN ELECTRONIC STORAGE.—A gOvern-

mental entity may require the disclosure by
a provider of electronic communication serv-
ice of the contents of an electronic commu-
nication, that is in electronic storage in an
electronic communications system for one

.hundred and eighty days or less, only pursu-

ant to a warrant issued under the Federal
Rules of Criminal Procedure or equivalent
State warrant. A governmental -entity may
require the disclosure by a provider of elec-
tronic communications services of the con-
tents of an electronic communication that
has been in electronic storage in an elec-
tronic communications system for more
than one hundred and eighty days by the
means available under subsection (b) of this
section.

“(b) CONTENTS OF ELECTRONIC COMMUNICA-
TIONS IN A REMOTE COMPUTING SERVICE.—(1)
A governmental entity may require a pro-
vider of remote computing service to dis-
close the contents of any electronic commu-
nication to which this paragraph is made
applicable by paragraph (2) of this subsec-
tion—

“(A) without required notice to the sub-
scriber or customer, if the governmental
entity obtains a warrant issued under the
Federal Rules of Criminal Procedure or
equivalent State warrant; or

*(B) with prior notice from the govern-
mental entity to the subscriber or customer
if the governmental entity—

“(1) uses an administrative subpoena au-
thorized by a Federal or State statute or a
Federal or State grand jury subpoena; or

“(ii) obtains a court order for such disclo-
sure under subsection (d) of this section;

except that delayed notice may be given
pursuant to section 2705 of this title.

*(2) Paragraph (1) is applicable with re-
spect to any electronic communication that
is held or maintained on that service—

“(A) on behalf of, and received by means
of electronic transmission from (or created
by means of computer processing of commu-
nications received by means of electronic
transmission from), a subscriber or custom-
er of such remote computing service; and

*(B) solely for the purpose of providing
storage or computer processing services to
such subscriber or customer, if the provider
is not authorized to access the contents of
any such communications for purposes of
providing any services other than storage or
computer processing.

“(c) REecorps CONCERNING ELECTRONIC
COMMUNICATION SERVICE OR REMOTE CoM-
PUTING SERVICE.—(1)}(A) Except as provided
in subparagraph (B), a provider of electron-
ic communication service or remote comput-
ing service may disclose a record or other in-
formation pertaining to a subscriber to or
customer of such service (not including the
contents of communications covered by sub-
section (a) or (b) of this section) to any
person other than a governmental entity.

*(B) A provider of electronic communica-
tion service or remote computing service
shall disclose a record -or other information
pertaining to-a subscriber to or customer of
such service (not including the contents of
communications covered by subsection (a)
or (b) of this section) to a govermmental
entity only when the governmental entity—
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+(i) uses an administrative subpoena au-
thorized by a Federal or State statute, or a

ederal or State grand jury subpoena;

»(it) obtains a warrant issued under the

ederal Rules of Criminal Procedure or
equu,'alent State warrant;

(iii) obtains a court order for such disclo-

ure under subsection (d) of this section; or

«(iv) has the consent of the subscriber or
cusmmer to such disclosure.

#(2) ‘governmental entity receiving
records or information under this subsec-
tion is not required to provide notice to a
subscriber or customer.

»(d) REQUIREMENTS FOR COURT ORDER.—A
court order for disclosure under subsection
(b or (¢) of this section shall issue only if
the governmental entity shows that there is
reason to believe the contents of a wire or
electronic communication, or the records or
other information sought, are relevant to a
legitimate law enforcement inquiry. In the
case of a State governmental authority,
such a court order shall not issue if prohib-
ited by the law of such State. A court issu-
ing an order pursuant to this section, on a
motion made promptly by the service pro-
vider, may quash or modify such order, if
the information ar records requested are
unusually voluminous in nature or compli-
ance with such order otherwise would cause
an undue burden on such provider.

“(e) No CAUSE OF ACTION AGAINST A Pro-
viDER DISCLOSING INFORMATION UNDER THIS
CHAPTER.—NoO cause of action shall lie in any
court against any provider of wire or elec-
tronic communication service, its officers,
employees, agents, or other specified per-
sons for providing information, facilities, or
assistance in accordance with the terms of a.
court order, warrant, subpoena, or certifica-
tion under this chapter.

“§ 2704. Backup preservation

“(a) BACKUP PRESERVATION.—(1) A govern-
mental entity acting under section
2703(b)(2) may include in its subpoena or
court order a requirement that the service
provider to whom the request is directed
create a backup copy of the contents of the
electronic communications sought in order
to preserve those communications. Without
notifying the subscriber or customer of such
subpoena or court order, such service pro-
vider shall create such backup copy as soon
as practicable consistent with its regular
business practices and shall confirm to the
governmental entity that such backup copy
has been made. Such backup copy shall be
created within two business days after re-
ceipt by the service provider of the subpoe-
na or court order,

*(2) Notice to the subscriber or customer
shall be made by the governmental entity
within three days after receipt of such con-
firmation, unless such notice is delayed pur-
suant to section 2705(a).

*(3) The.service provider shall not destroy
such backup copy until the later of—

"(A) the delivery of the information; or

“(B) the resolution of any proceedings (in-
cluding appeals of any proceeding) concern-
ing the government's subpoena or court
order.

“(4) The service provider shall release
such backup copy to the requesting govern-
mental entity no sooner than fourteen days
after the governmental entity's notice to
the subscriber or customer if such service
provider—

“(A) has not received notice from the sub-
seriber ‘or customer that the subscriber or
customer has challenged the govemmenta.l
entity’s request; and

*(B) has not initiated proceedings to chal-
lenge the request of the governmental
entity. )

"(5) A governmental entity may seek to
require the creation of a backup copy under
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subsection (a)X(1) of this section if in its sole
discretion such entity determines that there
is reason to believe that notification under
section 2703 of this title of the existence of
the subpoena or court order may result in
destruction of or tampering with evidence.

This determination is not subject to chal-

ienge by the subscriber or customer or serv-
ice provider,

*(b) CusTOoMER CHALLENGES.—(1) Within
fourteen days after notice by the govern-
mental entity to the subscriber or customer
under subsection (aX2) of this section, such
subscriber or customer may file a motion to
quash such subpoena or vacate such court
order, with copies served upon the govern-

‘mental entity and with written notice of

such challenge to the service provider. A

‘motion to vacate a court order shall be filed

in the court which issued such order. A
motion to quash a subpoena shall be filed in
the appropriate United States district court
or State court. Such motion or application
shall contain an affidavit or sworn state-
ment—

“(A) stating that the applicant is a cus-

tomer or subscriber to the service from

which the contents of electronic communi-
cations maintained for him have been
sought; and

“(B) stating the applicant's reasons for be-
lieving that the records sought are not rele-
vant to a legitimate law enforcement in-
quiry or that there has not been substantial
compliance with the provisions of this chap-
ter in some other respect.

“(2) Service shall be made under this sec-
tion upon a governmental entity by deliver-
ing or mailing by registered-or certified mail
a copy of the papers to the person, office, or
department specified in the notice which
the customer has received pursuant to this
chapter. For the purposes of this section,
the term ‘delivery’ has the meaning given
that term in the Federal Rules of Civil Pro-
cedure.

‘(3) If the court finds that the customer
has complied with paragraphs (1) and (2) of
this subsection, the court shall order the
governmental entity to file a sworn re-
sponse, which may be filed in camera if the
governmental entity includes in its response
the reasons which make in camera review
appropriate. If the court is unable to deter-
mine the motion or application on the basis
of the parties’ initial allegations and re-
sponse, the court may conduct such addi-
tional proceedings as it deems appropriate.
All such proceedings shall be completed and
the motion or application decided as soon as
practicable after the filing of the govern-
mental entity’s response.

“(4) If the court finds that the applicant
is not the subscriber or customer for whom
the communications sought by the govern-
mental entity are maintained, or that there
is a'reason to believe that the law enforce-
ment inquiry is legitimate and that the com-
munications sought are relevant to that in-
quiry, it shall deny the motion or applica-
tion and order such process enforced. If the
court finds that the applicant is the sub-
scriber or customer for whom the communi-
cations sought by the governmental entity
are maintained, and that there is not a
reason to believe that the communications
sought are relevant to a legitimate law en-
forcement inquiry, or that there has not
been substantial compliance with the provi-
sions of this chapter, it shall order the proc-
ess quashed.

*(5) A court order denying a motion or ap-
plication under this section shall not be
deemed a final order and no interfocutory
appeal may be taken therefrom by the cus-
tomer.
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*§ 2705. Delayed notice

“(a) DELAY oF NOTIFICATION.—(1) A gOV-
ernmental entity acting under section
2703(b) of this title may—

“(A) where a court order is sought, include
in the application a request, which the
court shall grant, for an order delaying the
notification required under section 2703(b)
of this title for a period not to exceed
ninety days. if the court determines that
there is reason to believe that notification
of the existence of the court order may
have an adverse result described in para-
graph (2) of this subsection; or

“(B) where an administrative subpoena
authorized by a Federal or State statute or
a Federal or State grand jury subpoena is
obtained, delay the notification required
under section 2703(b) -of this title for a
period not to exceed ninety days upon the
execution of a written certification of a su-
pervisory official that there is reason to be-
Yeve that notification of the existence of
the subpoena may have an adverse result
described in paragraph (2) of this subsec-
tion.

“(2) An adverse result for the purposes of
paragraph (1) of this subsection is—

“(A) endangering the life or physlcal
safety of an individual;

“(B) flight from prosecution;

“(C) destruction of or tampering with evi-
dence;

(D) intimidation of petential witnesses;
or

“(E) otherwise seriously jeopardizing an
investigation or unduly delaying a trial.

*(3) The governmental entity shall main-
tain a true copy of certification under para-
graph (1X(B).

*(4) Extensions of the delay of notifica-
tion provided in section 2703 of up to ninety
days each may be granted by the court upon
application, or by certification by a govern-
mental entity, but only in accordance with
subsection (b) of this section.

*“(5) Upon expiration of the period of
delay of notification under paragraph (1) or
1) of this. subsection, the governmental
entity shall serve upon, or deliver by regis-
tered or first-class mail to, the customer or
subscriber a copy of the process or request
together with notice that—

“(A) states with reasonable specificity the
nature of the law enfoercement inquiry; and

*“(B» inferms such customer or subscrib-

er—

*(1) that information maintained for such
customer or subscriber by the service pro-
vider named in such process or request was
suppiied to-or requested by that governmen-
tal authority and the date on which the
supplying or request took place;

“(1i) that notification of such customer or
subscriber was delayed;

‘“(ili) what governmental entity or court
made the certification or determination pur-
suant to which that delay was made; and

“¢iv) which provision of this ehapter al-
lowed such delay.

“(6) As used in this subsection, the term
‘supervisory official: means the investigative
agent In charge or assistant investigative
agent in charge or an equivalent of an inves-
tigating agency’s headquarters or regional
office, or the chief prosecuting attorney or
the first assistant prosecuting attorney or
an equivalent of a prosecuting attorney’s
headquarters or regional office.

*“(b) PRECLUSION OF NOTICE TO SUBJECT OF
(GOVERNMENTAL ACCESS.—A governmental
entity acting under section 2703, when it is
not required to notify.the subscriber or cus-
tomer under section 2703(b)}1), or to the
extent that it may delay such notice pursu-
ant to subsection (a) of this section, may
apply to a court for an order commanding a
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provider of electronic communications serv-

jce or remote computing service to whom a -

warrant, subpoena, or court order is direct-
ed. for such period as the court deems ap-
propriqte. not to notify any other person of
the existence of the warrant, subpoena, or
court order. The court shall enter such an
order if it determines that there is reason to
believe that notification of the existence of
the warrant, subpoena, or court order will
result in—

“(1) endangering the life or physical
safety of an individual;

*(2) flight from prosecution;

(3 destruction of or tampering with evi-
dence,;

*(4) intimidation of potential witnesses; or

*(5) otherwise seriously jeopardizing an
investigation or unduly delaying a trial.
“§ 2706. Cost reimbursement

‘(a) PAYMENT.—Except as otherwise pro-
vided in subsection (¢), a governmental
entity obtaining the contents of communica-
tions, records, or other information under
section 2702, 2703, or 2704 of this title shall
pay to the person or entity assembling or
providing such information a fee for reim.’
bursement for such costs as are reasonably
necessary and which have been directly in-
curred in searching for, assembling, repro-
ducing, or otherwise providing such infor-
mation. Such reimbursable costs shall in-

clude any costs due to necessary disruption -

of normal operations of any electronic com-
munication service or remote computing
service in which such information may be
stored.

“(5) AMOUNT.—The amount of the fee pro- -

vided by subsection (a) shall be as mutually
agreed by the governmental entity and the
person or entity providing the information,
or, in the absence of agreement, shall be as
determined by the court which issued the
order for production of such information (or
the court before which a criminal prosecu-
tion relating .to such information would be
brought, if no court order was issued for
production of the information),

*(¢) The requirement of subsection (a) of
this section does not apply with respect to
records or other information maintained by
a communications common carrier that
relate to telephone toll records and tele-
phone listings obtained under section 2703
of this title. The court may, however, order
& payment as described in subsection (a) if
the court determines the information re-
quired is unusually voluminous in nature or
otherwise caused an undue burden on the
provider.

“§ 2707, Civil action

*(a) CAUSE OF ACTION.—Except as provided
in section 2703(e), any provider of electronic
commiunication service, subscriber, or cus-
tomer aggrieved by any violation of this
chapter in which the conduct constituting
the violation is engaged in with a knowing
or intentional state of mind may, in a civil
action, recover from the person or entity
which engaged in that violation such relief
as may be appropriate.

“(b) RELIEF.—In a civil action under this
section, appropriate relief includes—

*(1) such preliminary and other equitable
or declaratory relief as may be appropriate;

*(2) damages under subsection (¢); and

*(3) a reasonable attorney's fee and other
litigation costs reasonably incurred.

“(¢) DaMAGES.—The court may assess as
damages in a civil action under this section
the sum of the actual damages suffered by
the plaintiff and any profits made by the vi-
olator as a result of the violation, but in no
case shall a person entitled to recover re-
ceive less than the sum of $1,000.

*(d) DEFENSE.—A good faith reliance on—
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(1) a court warrant or order, a grand jury
subpoena, .a legislative authorization, or a
statutory authorization;
~ *%(2) a request of an investigative or law
enforcement officer under section 2518(7) of
this title; or

*(3) a good faith determination that sec-

tion 2511(3) of this title permitted the con-

duct complained of;
is a complete defense to any civil or criminal
action brought under this chapter or any
other law.

*(e) LiMrTaTION,—A civil action under this

section may not be commenced later than.
-two years after the date upon which the

claimant first discovered or had a reasona-
ble opportunity to discover the violatjon.
“§ 2708. Exclusivity of remedi

“The remedies and sanctions described in
this chapter are the only judicial remedies
and sanctions for nonconstitutional viola-
tions of this chapter.
“§ 2709. Count

toll and transactional records

“(a) Dury To PROVIDE.—A wire or electron-
fc communication service provider shall
comply with a request for subscriber infor-
mation and toll billing records information,
or electronic communication transactional
records in its custody or possession made by
the Director of the Federal Bureau of Inves-
tigation under subsection (b) of this section.

“(b) REQUIRED CERTIFICATION.—The Direc-
tor of the Federal Bureau of Investigation
(or an individual within the Pederal Bureau

smtealli to teleph

2

- of Investigation designated for this purpose

by the Director) may request any such in-
formation and records if the Director (or
the Director's designee) certifies in writing
to the wire or electronic communication
service provider to which the request is
made that— .

“(1) the information sought is relevant to

an authorized foreign counterintelligence’

investigation; and

*(2) there are specific and articulable
facts 'giving reason to believe that the
person or entity to whom the information

-sought pertains is a foreign power or an

agent of a foreign power as defined in sec-
tion 101 of the Foreign Intelligence Surveil-
lance Act of 1978 (50 U.S.C. 1801).

*(c) PROHIBITION OF CERTAIN DiIscLo-
SURE.~No wire or electronic communication
service provider, or officer, employee, or
agent thereof, shall disclose to any person

‘that the Federal Bureau of Investigation

has sought or obtained access to informa-
tion or records under this section.

*“(d) DISSEMINATION BY BUrEAU.—The Fed-
eral Bureau of Investigation may dissemi-
nate information and records obtained
under this section only as provided in guide-
lines approved by the Attorney General for
foreign intelligence collection and foréign
counterintelligence investigations conducted
by the Federal Bureau of Investigation, and,
with respect to dissemination to an agency
of the United States, only if such informa-
tion is clearly relevant to the autherized Te-
sponsibilities of such agency.

() REQUIREMENT THAT CERTAIN CONGRES-
SIONAL BoDIES BE INFORMED.—On & semian-
nual basis - the Director of the Federal
Bureau of Investigation shall fully inform
the Permanent Select Committee on Intelli-
gence of the House of Representatives and
the Select Committee on Intelligence of the
Senate concerning all requests made under
subsection (b) of this section.

“§ 2710. Definitions for chapter

*As used in this chapter—

“(1) the terms defined in section 2510 of
this title have, respectively, the definitions
given such terms in that section; and

“(2) the.term ‘remote -computing service’
means the provision to the.public of com-
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‘puter storage or processing -services by
means of an electronic commumca.tions
system.”.

(b CLERICAL ‘AMENDMENT.—The table of
chapters at the beginning of part I of title
18, United States Code, is amended by
adding at the end the following: .

“121. Stored Wire and Electronic Communica-
tions
and Transactional Records Access
‘ 2701",
SEC. 202, EFFECTIVE DATE.
This title and the amendments made by

. this title shall take effect ninety days after

the date of the enactment of this Act and
shall, in the case of conduct pursuant to a
court order or extension, apply only with re-.
spect to court orders or extensions made
after this title takes effect.

TITLE I1I—PEN REGISTERS AND TRAP AND
TRACE DEVICES
SEC. 301. TITLE 18 AMENDMENT. - .
(a) IN GENERAL.~Title 18 of the United
States Code {s amended by inserting after
chapter 205 the following new chapter:

“CHAPTER 206—PEN REGISTERS AND TRAP
AND TRACE DEVICES

“Sec.

“3121. General prohibition on pen register
and trap and trace device use;
exception.

“3122, Application for an order for a pen
register or a trap and trace
device,

“3123. Issuance of an order for a pen regis-
ter or a trap or trace device.

“3124. Assistance in installation and use of
a pen register or a trap -and
trace device.

“3125. Reports concerning pen registers and
trap and trace devices.

“3128 Deﬂmtxons for chapter,

“§ 3121. General prohibition on pen register and.
trap and trace device use; exception

“(a) INn GENERAL.—EXxcept as provided ln
this section, no person may install or use a
pen register or & trap and trace device with-
out first obtaining a court order under sec-
tion 3123 of this title or under the Foreign
Intelligence Survemance Act of 1978 (50
U.8.C. 1801 et seq.).

“(b) ExcerrioNn.—The prohibition of sub-
section (a) does not apply with respect to
the use of a pen register or a trap and trace
device by a provider of electronic or wire
communication service—

‘(1) relating to the operation, mainte-
nance, and testing of a wire or electronic.
communication service or to the protection
of the rights or property of such provider,
or to the protection of users of that service
from abuse of service or unlawful use of
service; or

“(2) to record the fact that a wire or elec-
tronic communication was initiated or com-
pleted in order to protect such provider, an-
other provider furnishing service toward the
completion of the wire communication, or a
user of that service, from fraudulent, unlaw-
ful or abusive use of service, or with .the
consent of the user of that service.

‘() PenNaLTY.—Whoever knowingly vio-
lates subsection (a) shall be fined under this
title o; imprisoned not more than one year,
or both. .

“§ 3122, Application for an order for a pen regis.
ter or a trap and trace device

‘(a) APPLICATION.—(1) An attorney for the
Government may make application for an
order or an extension of an order under sec-
tion 3123 of this title authorizing or approv-
ing the installation and use of a pen register
or a trap and trace ‘device undér this chap-
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ter, in writing. under oath or equivalent af-
fu-mauon. to a court of competent jurisdic-

(2) Unless prohibited by State law, a
gtate investigative or law enforcement offi-
cer may make application for an order or an
extension of an order under section 3123 of
this title authorizing or approving the in-
stallation and use of a pen register or a trap
and trace device under this chapter, in writ-
ing under oath or equivalent affirmation, to
a court of competent jurisdiction of such
State.

*(b) CONTENTS OF APPLICATION.—An appli-
cation under subsection (a} of this section
shall include— .

(1) the identity of the attorney for the
Government or the State law enforcement
or investigative officer making the applica-
tion and the identity of the law enforce-
ment agency conducting the investigation;

d :

an
“(2) a certification by the applicant that
the information likely to be obtained is rele-
vant to an ongoing criminal investigation
peing conducted by that agency.
“§ 3123. Issuance of an order for a pen register or
a trap and trace device

~«a) IN GENERAL—Upon an application
madeé under section 3122 of. this title, the
court shall enter an ex parte order authoriz-
ing the installation and use of & pen register
or a.trap and trace device within the juris-
diction of the court if the court finds that
the attorney for the Government or the
State law enforcement or investigative offi-
cer has certified to the court that the infor-
mation likely to be obtained by such instal-
lation-and use is relevant to an onhgoing
eriminal investigation.

“(b) CONTENTS OF ORDER,—AN order issued
under this section—

“(1) shall specify—

“(A) the identity, if known, of the person
to whom is leased or in whose name is listed
the telephone line to which the pen register
or trap and trace device is to be attached;

“(B) the identity, if known, of the person
who is the subject of the criminal investiga-
tion;

“(C) the number and, if known, physical
location of the telephone line to which the
pen register or trap and trace device is to be
attached and, in the case of a trap and trace
device, the geographic limits of the trap and
trace order; and )

“(D) a statement of the offense to which
the information likely to be obtained by the
Der& register or trap and trace device relates;
and -

“(2) shall direct, upon the request of the
applicant, the {furnishing of information, fa-
cilities, and technical assistance necessary
to accomplish the installation of the pen
register or trap and trace device under sec-
tion 3124 of this title.

“(¢) TiME PERIOD AND EXTENSIONS.—(1) An
order issued under this section shall author-
ize the installation and use of a pen register
or a trap and trace device for a period not to
exceed sixty days.

“(2) Extensions of such an order may be
granted, but only upon an application for an
order under section 3122 of this title and
upon the judicial finding required by sub-
section (a) of this section. The period of ex-
tension shall -be for a period not to exceed
SIXLY days.

“(d) NONDISCLOSURE OF EXISTENCE OF PEN
REGISTER OR A TRAP AND TRACE DEVICE.—An
order authorizing or approving the installa-

" tion and use of a pen register or a trap and.

trace device shall direct that—
“(1) the order be sealed until otherwise or-
dered by the court; and
"(2) the person owning or leasing the line
‘to which the pen register or a trap and trace
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device is attached, or who has béen ordered

by the court to provide assistance to the ap--

plicant, not disclose the existence of the pen

register or trap and trace device or the ex-

1st(;nce of the investigation to the listed sub-

scriber, or to any other person, unless or

until otherwise ordered by the court.

“§ 3124. Assistance in installation and use of a
pen register or a trap and trace device

“(a) PEN REGISTERS.—Upon the request of
an attorney for the Government or an offi-
cer of a law enforcement agency authorized
to install and use a pen register under this
chapter, a provider of wire or electronic
commuanication service, landlord, custodian,
or other person shall furnish such investiga-
tive or law enforcement officer forthwith all
information, facilities, and technical assist-
ance necessary to accomplish the installa-
tion of the pen register unobtrusively and
with 2 minimum of interference with the
services that the person so ordered by the
court accords the party with respect to
whom the installation and use is to take
place, if such assistance is directed by a
court order as provided in section 3123(bX}2)
of this title.

*“(b) Trap AND Track DevicE.—~Upon the
request of an attorney for the Government
or an officer of a law enforcement agency
authorized to receive the results of a trap
and trace device under this chapter, a pro-
vider of a wire or electronic communication
service, landlord, custodian, or other person

hall install such device forthwith on the
appropriate line and shall furnish such in-
vestigative or law enforcement officer all
additional information, facilities and techni-
cal assistance including installation and op-
eration of the device unobtrusively and with
a minimum of interference with the services
that the person 50 ordered by the court ac-
cords the party with respect to whom the
installation and use is to take place, if such
installation and assistance is directed by a

.court order as provided in section 3123(bX2)

of this title. Unless otherwise ordered by
the court, the results of the trap and trace
device shall be furnished to the officer of a
law enforcement agency, designated in the
court, at reasonable intervals during regular
business hours for the duration of the
order.

“(c) COMPENSATION.—A provider of a wire
or electronic communication service, land-

Jord, custodian, or cther person who fur-

nishes facilities or technical assistance pur-
suant to this section shall be reasonably
compensated for such reasonahle expenses
incurred in providing such facilities and as-
sistance.

*(d) NO CAUSE OF ACTION AGAINST A PROVID-
ER DISCLOSING INFORMATION UNDER THIS CHAP-
TER.—NO cause of action shall lie in any
court against any provider of a wire or elec-
tronic communication service, its officers,
employees, agents, or other specified per-
sons for providing information, facilities, or
assistance in accordance with the termsof a
court order under this chapter.

“(e) DEFENSE.—A good faith reliance on a
court order, a legislative authorization, or a
statutory suthorization is a complete de-
fense against any civil or criminal action
brought under this chapter or any other
law,

“§ 3125, Reports concerning pen registers and
trap and trace devices

“The Attorney General shall annually
report to Congress on the number of pen
register orders and orders for trap and trace

‘devices applied for by law enforcement

agencies of the Department of Justice.
“§ 3126. Definitions for chapter

"As useqd in this chapter—
“¢1) the terms ‘wire communication’, ‘elec-
tronic communication’, and ‘electronic com-
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munication service’ have the meanings set
forth for such terms in section 2510 of this
title;

*(2) the term ‘court of competent jurisdic-
tion' means—

“(A) a district court of the Umted States
(including a magistrate of such a court) or a
United States Court of Appeals; or

“(B) a court of general criminal jurisdic-
tion of a State authorized by the law of that
State to enter orders authorizing the use of

pen register or a trap and trace device;

*(3) the term ‘pen register’ means a device
which records or decodes electronic or other
impulses which identify the numbers dialed
or otherwise transmitted on the telephone
line to which such device is attached. but
such term does not include any device used
by a provider or customer of a wire or elec-
tronic communication service for billing, or
recording as an incident to billing, for com-
munications services provided by such-pro-
vider or any device used by a provider or
customer of a wire communication service
for cost accounting or other like purposes in
the ordinary course of its business;

“(4) the term ‘trap and trace device’
means a device which captures the incoming
electronic or other impulses which identify
the originating number of an instrument or
device from which a wire or electronic com-
munication was transmitted;

“(5) the term ‘attorney for the Govern-
ment’ has the meaning given such term for
the purposes of the Federal Rules of Crimi-
nal Procedure; and

“(6) the term ‘State’ means a State, the
District of Columbia, Puerto Rico, and any
other possession or territory of the United
States.”.

(b) Cu:mcm. AMENDMENT.—The tab]e af
chapters for part II of title 18 of the United
States Code is amended by inserting after
the item relating to chapter 205 the follow-
ing new item:

“206. Pen Registers and Trap and Trace

Deviees
SEC. 302. EFFECTIVE DATE.

(a) IN GENERAL.—Except as provided in
subsection (b), this title and the amend-
ments made by this title shall take effect
ninety days after the date of the enactment
of this Act and shall, in the case of conduct
pursuant to a court order or extension,
apply only with respect to court orders or
extensions made after this title takes effect.

(b) SpEcIAL RULE FOR STATE AUTHORIZA-
TIONS OF INTERCEPTIONS.—ANy pen register
or trap and trace device order or installation
which would be valid and lawful without
regard to the amendments made by this
title shall be valid and lawful notwithstand-
ing such amendments if such order or in-
stallation occurs during the period begin-
ning on the date such amendments take
effect and ending on the earlier of—

(1) the day before the date of the taking
effect of changes in State law required in
order to make orders or installations under
Federal law as amended by this title; or
- (2) the date two years after the date of
the enactment of this Act.

SEC. 303. INTERFERENCE WITH THE OPERATION OF
A SATELLITE.

(a) OFreNse.—Chapter 65 of title 18,
United States Code, is amended by inserting
at the end the following:

“§ 1267, Interference with the operation of a satellite

*(a) Whoever, without the authority of
the satellite operator, intentionally or mali-
ciously interferes with the authorized oper-
ation of a communications or weather satel-
lite or obstructs or hinders any satellite
transmission shall be fined in accordance
with this title or imprisoned not more than
ten yearsor both.

3121,
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*(b) This section does not prohibit any
lawfully authorized investigative, protective,
or intelligence activity of a law enforcement
agency or of an intelligence agency of the
United States.”

(b) CONFORMING AMENDMENT.—The table
of sections for chapter 65 of title 18, United
States Code, is amended by adding at the
end the following new item:

*1367. Interference with the operation of
a satellite,”,

Mr. LEAHY. Mr. President, not long
ago, & message was transmitted by
first class mail, by wire, or by some
. form of wireless communications link.
Each had its advantages and vulnera-
bilities. Each was regulated by sepa-
rate legislation that provided a legal
framework of appropriate privacy pro-
tection of the user. It was a neat and
tidy world, in which private users,
common -carriers, and Govemment
knew their rights and limits,

Today, Americans have at their fin-
gertips a broad array or telecommuni-
cations and computer technology, in-
cluding electronic mail, voice mail,
electronic bulletin boards, computér
storage, cellular telephones, video tele-
conferencing, and computer-to-com-
puter links. These technological ad-
vances are wonderful. They make the
lives of individual citizens easier and
they promote American business,

Unfortunately, most people who use
these new forms of technology are not

aware that the law regarding the pri- -"xment. we strengthened the current

vacy and security of such communica-
tions is in tatters.

The primary law in this area is the
Federal wiretap statute, title IIT of the
Omnibus Crime Control and Safe
Streets Act of 1968. When title I1I was
written 18 years ago, Congress could
barely contemplate forms of teleco-
munications and computer technology
we are starting to take for granted
today. Congress could not envision the
dramatic changes in the telephone in-
dustry which we have witnessed in the
last few years. Today, a phone call can
be carried by wire, microwave, or fiber
optics. Even a local call may follow an
interstate path: "‘And an ordinary
phone call can be transmitted in gif-
ferent forms—digitized voice, data or
video. In addition, since the divestiture
of AT&T and deregulation, many dif-
ferent’ companies, not just common
carriers, offer a wide variety of tele-
phone and other communications serv-
ices.

In short, technology and the struc-
ture of the communications industry
have outstripped existing law.

Senate bill 2575, the Electronic Com-
munications Privacy Act of 1986 which
I introduced with Senator MATHIAS
and which Senators THRURMOND, STAF-
FORD, ANDREWS and DeCoNcINt have
cosponsored, is .designed to update
title ITI of the Omnibus Crime Control
and Safe Streets Act to provide a rea-
sonable level of Federal privacy pro-
tection to these new forms of commus-
nication.

The substitute amendment Senators
MartHIAS, THURMOND, and I are offer-
ing today to the House version of the
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Electronic . Communications Privacy
Act, H.R. 4952, is the culmination of 2
years of hard work with Congressmen
KasTENMEIER and MooriEAD and their
staffs on the House Judiciary Subcom-
mittee on Courts, Civil Liberties, and
the Administration of Justice. We
have also worked with the Depart-
ment of Justice,  the American Civil
Liberties Union, representatives of the
computer and telecommunications in-
dustry, the Federal Communications
Commission, representatives of the
satellite dish industry, and satellite
dish owners, radio hobbyists, and tech-
nology and privacy groups. I want to
thank all those .people who have
worked with me, with Senator Ma-
THIAS and our staffs to make the Elec-
tronic Communications Privacy Act' a
better bill.

Let me describe the Electronic Com-
munications Privacy Act briefly. It
provides standards by which law en-
forcement agencies may obtain access

to both electronic communications and’

the records of an electronic communi-
cations system. These provisions are
designed to protect legitimate law en-
forcement needs while minimizing in-
trusions on the privacy of system users
as well as the business needs of elec-
tronic communications system provid-
€ers. .

At the request of the Justice Depart-

wiretap law from a law enforcement
perspective. Specifically, we expanded
the list of felonies for which a voice
wiretap order may be issued and the
list of Justice Department officials
who may apply for a court order to
place a wiretap. We also added a provi-
sion making it easier for law enforce-
ment officials to deal with a target
who repeatedly changes telephones to
thwart interception of his communica-
tions, and created criminal penalties
for those who notify a target of a wire-
tap in order to obstruct it.

The legislation creates a statutory
framework for the authorization and
issuance of orders for pen registers
and trap and trace devices. It also cre-
ates civil penalties for the users of
electronic communications services
whose rights under the bill are violat-
ed. Finally, it preserves the careful
balance governing electronic surveil-
lance for foreign intelligence and
counterintelligence purposes embodied
in the Foreign Intelligence Surveil-
lance Act of 1978. And it provides a
clear procedure for access to telephone
toll records in counterintelligence in-
vestigations.

Since we introduced S. 2575 in June,
Senator Maruias and I have continued
to improve this legislation, and the
substitute we are offering today to
H.R. 4952, the House-passed version of
the Electronic Communications Act in-
cludes several important changes.

In order to address the recent Cap-
tain Midnight incident, at the request
of the FCC, we added a provision to in-
crease the penalties for the intention-
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al or malicious interference with a sat-
ellite transmission.

We wanted to underscore that the
inadvertent reception of a protected
communication is not a crime. In order
to do that, we changed the state -of
mind requirement under title III of
the Omnibus Crime Control and Safe
Streets Act from “willful” to “inten-
tional.”

Mr. President, as the Subcommittee
on Patents, Copyrights and Trade-
marks prepared to markup S. 2575,
Senators LaxaLt, GrassiEy, DECON-
ciNI, GOorE and' SiMpsoN expressed
cohcerns about the bill's penalty struc-
ture for the interception of certain
satellite transmissions by home view-
ers. In order to address those concerns
we have completely restructured the
penalty provisions of the bill for such
conduct.

That restructuring is accomplished
through Senator GRASSLEY’S proposal
which eliminates from the Electronic
Communications Privacy Act, criminal
penalties for the home viewing of pri-
vate satellite video communications.
Senators Laxarr, McCONNELL, SIMp-
SoN, and DENTON are cosponsors of the
Grassley amendment.

The amendment is incorporated -in
the substitute we are offering today,
and I would like to describe it briefly.
The criminal penalties and civil liabil-
ity provisions of chapter 119 of title 18
of the United States Code ‘have been
modified so that there is a two-track,
tiered, penalty structure for home
viewing of private satellite transmis-
sions when that conduct is not for a-
tortious or illegal purpose or for pur-
poses of direct or indirect commercial
advantage or private commercial gain.

On the public side, a first offender
would be subject to a suit by the Gov-
ernment for injunctive relief. If in-

“junctive relief is granted, one who vio-

lates the injunction would be subject
to the full panoply of enforcement
mechanisms within .the court’s exist-
ing authority, including criminal and
civil contempt. Second and subsequent
offenses carry a mandatory $500 civil
fine for each violation. The term “vio-
lation” in this context refers to each
viewing of a private video communica-
tion.

On the private side, a person harmed
by the private viewing of such a satel-
lite communication may sue for dam-
ages in a civil action. If the deféndant
has not previously been enjoined in a
Government action as described above,
and has not previously been found
liable in a civil suit, the plaintiff may
recover the greater of his actual dam-
ages or statutory damages of $50 to
$500. A second offender—~—one who has
been found liable in a prior private
civil action or one who has been en-
joined in a government suit—is subject
to liability for the greater of actual
damages or statutory damages of $100
to $1,000, Third and subsequent of-.
fenders are subject to the bill’s full.
civil penalties.
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It also takes outside the penalty pro-
visions (_)f the Electronic Communica-
tions Privacy Act, the interception of a
satellite transmission via audio subcar-
rier if the transmission is intended for
redistributlon to facilities open to the
public, provided that the conduct is
rnot for the purpose of direct or indi-
rect commercial advantage or private
financial gain. Audio subcarriers in-
tended for redistribution to the public
include those for redistribution by
broadcast stations and cable and like

facilities. They also include those for’

redispributimx to buildings open to the
public like hospitals and office build-
ings that pump in music which has

been transmitted via subcarrier. As

specified in the substitute, this audio
subcarrier exclusion does not apply to
data transmissions or to telephone
calls.

The private viewing of satellite cable
programming, network feeds and cer-
tain audio subcarriers will continue to
be governed exclusively by section 705
of the Communications Act, as amend-
ed, and not by chapter 119 of title 18
of the United States Code.

Mr. President, this is a very good
compromise. -Those Senators who
originally brought these concerns to
our attention, are happy with it. So
are the representatives of the satellite
dish owners and manufacturers.

Senator Simon expressed concerns
that the Electronic Communications
Privacy Act’s penalties were too severe
for the first offender who, without an
unlawful or financial purpose, inter-
cepts a cellular telephone call or cer-
tain radio communications related to
nhews-gathering. Senator MaTHIAS and
1 have accepted Senator SIMoON'S
amendment, and it is incorporated in
the substitute. The Simon amendment
reduces the penalty for such an inter-
ception of an unencrypted, unscram-
bled cellular telephone call to a $500
criminal fine. Unencrypted, unscram-
bled radio communications transmit-
ted on frequencies allocated under
subpart D of part 74 of the FCC rules
are treated like private satellite video
communications are under Senator
GRASSLEY’s amendment, ’

Because we have been able to reach
agreement on the Grassley and Simon
amendments, there are no outstanding
issues to be resolved.

I would like to thank all those who
have worked with us to bring the Elec-
tronic Communications Privacy Act to
the point of Senate passage.. First, let
me thank my principal cosponsor, Sen-
ator MatHIAS and his staff, Steve Me-
talitz and Ken Mannella. . Senator
TaurMOND and his staff, Dennis Shedd
and Cindy Blackburn have been very
helpful. 3

I also would like to thank Congress-
man KASTENMEIER and MoOORHEAD and
the staff of the House Subcommittee
on Courts, Civil Liberties and the Ad-
ministration of Justice, David Beler,
Deborah Leavy, and Joe Wolfe. Final-
Iy, I would like to thank my own staff,
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John Podesta, Ann Harkins and Tom
Hodson.

Mr. President, let me just remind my
colleagues in closing, that since the be-
ginning of our national history, first
class mail has preserved privacy while
promoting commerce. Today a wide
variety 'of new technology is used in
American businesses and American
homes side-by-side with first class
mail. It is high time we updated our
laws to bring them in line with that
technology. . .

Mr. LEAHY. Mr. President, I ask
unanimous consent that a summary of
the Electronic Communications Priva-
cy Act be printed in the REcorp at this
point. This summary was prepared by
the staff of the Senate Judiciary Com-
mittee’s Subcommittee  on ~Patents,
Copyrights and Trademarks. Of

course, the relevant legislative history’

is the Senate Judiciary Committee’s
report on S. 2575.

There being no objection, the sum-
mary was ordered to be printed in the
RECORD, as follows: ‘

A SUMMARY OF THE ELECTRONIC
COMMUNICATIONS PRIVACY ACT
The Electronic Communications Privacy

Act amends Title III of the Omnibus Crime -

Control and Safe Streets Act of 1968—the
federal wiretap law-—to protect against the
unauthorized interception of electronic
communications, The bill amends the 1968
law to update and clarify federal privacy
protections and standards in light of dra-
matic changes In new computer and tele-
communication technologies. Originally in-
troduced in the Senate as 8. 1667 by Sena-
tors Leahy and Mathias, and H.R. 3378 by
Congressmen Kastenmeier and Moorhead,
the bill has gone through a substantial revi-
sion as a result of negotiations with interest-
ed Senators and their staffs, various indus-
try and privacy groups and the Department
of Justice,

On June 11, the House Judiciary Commit-
tee unanimously reported H.R. 4952. On
June 19, Senators Leahy and Mathias intro-
duced that bill as 8. 2575. On June 23, the
House passed H.R. 4952. On August 12, the
Subcommittee on Patents, Copyrights and
Trademarks of the Senate Judiciary Com-
mittee reported S. 2575. During Subcommit-
tee consideration some Senators expressed
concern that the penalties for private view-
ing of certain satellite transmissions were
too severe. Their concerns have been ad-
dressed by a reduction of the private and
public penalties for home viewing. The bill
also addresses the recent Captain Midnight
incident by increasing penalties for interfer-
ence with satellite transmissions.

The Justice Department strongly supports
this bill. The Judiciary Committee reported
8. 2575 on September 19.

Highlights of the Leahy-Mathias substi:
tute to amend the Electronic Communica-
tions Privacy Act of 1986 follow.

Currently, Title III covers only volce com-
munications. The bill expands coverage to

Jnclude video and data communications.

Currently, Title III covers only common
carrier communications. The bill eliminates
that restriction since private carriers and
common carriers ‘perform so many of the
same functions today that the distinction no
longer serves to fustify a different privacy
standard. .

At the request of the Justice Department,
the bill continues to distinguish between
electronic eommunications (data and video)
and wire or oral communications (voice) for
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purposes of some of the procedural restric-
tions currently contained in Title 1I1. For
example, court authorization for the inter-
ception of a wire or oral commumcatiqn
may only be issued to investigate certain
crimes specified in Title III. An interception

-of an electronic communication pursuant to

court order may be utilized during thg inves-
tigation of any federal felony. . .
Wire communications in storage, like voice
mail, remain wire communications.
To underscore that the inadvertent recep-

‘tion of a protected communication is not a

crime, the bill changes the state of mind re-
quirement under Title III from “willful” to

" “intentional.”

Certain electronic communications are ex-
empted from the coverage of the bill includ-
ing—. -

The radio portion of a cordless telephone
communication that is transmitted between
th? cordless telephone handset and the base
unit; . .

Tone-only paging devices;

" Amateur radio operators and
mobile radio services;

Marine and seronautical communications
systems; :

Police, fire, civil defense and other public
safety radio communications systems; |

Specific transmissions via audio subcar-
rier; :

The sateilite transmission of network
feeds;

The satellite transmission of satellite
cable programming as defined in Section
705 of the Communications Act of 1934;

Any other radio communication which is
made through an electronic communica-
tions system that is configured so that such
comunication is “readily accessible to the
general public,” a defined term in the bill.

The term readily accessible to the general
public does not include. communications
made by cellular radio telephone systems;
therefore, the bill continues current restric-
tions contained in Title III against the
interception of telephone calls made on cel-
lular telephone systems. However, the crimi-
nal penalty for an unlawful interception of
cellular phone call and similar communica-
tions is reduced from the current five-year
felony.

Under the Simon amendment that crimi-
nal penalty is reduced to a $500 fine.

The bill expands the list of felonies for
which a voice wiretap order may be issued.
It also expands the list of Justice Depart-
ment officials who may apply for a court
order to place a wiretap.

The bill creates a limited exception to the
requirement that a wiretap order designate
a specific telephone to be intercepted where
the Justice Department makes a showing
that the target of the wiretap is changing
telephones to thwart interception of his or
her communications.

A telephone company may move to quash
an order for such a “roving tap” if compli-
ance would be unduly burdensome.

The bill makes it a crime for a person who

general

"has knowledge of a court authorized wiretap
" to notify any person of the possible inter-

ception in order to obstruct, impede or pre-
vent such interception.

Title II of the bill creates parallel privacy
protection for the unauthorized access to
the computers of an electronic communica-
tions system, if information is obtained or
altered. It does little good to prohibit the
unauthorized Interception of information
while it is being transmitted, if similar pro-
tection is not afforded to the information
while it is being stored for later forwarding..

The bill establishes criminal penalties for
any person who intentionally accesses with-
out authorization a computer through
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which an electronic communication service
is provided and obtains, alters or prevents
authprizpd access to a stored electronic com-
munication. The offense is punished as a
felony if committed for purposes of com-
mercial advantage, malicious destruction or
damage, or private commercial gain; other-
" wise it is punished as a petty offense.

Providers of electronic communication .

services to the public and providers of
remote computing services to the public are
prohibited from intentionally divulging the
contents of communications contained in
their systems except under circumstances
specified in the bill.

The contents of messages contained in
electronic storage of electronic communica-
tions systems which have been in storage

for 180- days or less may be obtained by a-

government entity from the provider of the
system only pursuant to a warrant issued
under the Federal Rules of Criminal Proce-
dure or equivalent state warrant.

The content of messages stored more than
180 days and the contents of certain records
stored by providers of remote computer
processing services may be obtained from
the provider of the service without notice to
the subscriber if the government obtains a
warrant under the Federal Rules of Crimi-
nal Procedure or with notice to the custom-
er pursuant to an administrative subpoena,
a grand jury subpoena, or a court order
based on a showing that there is reason to
believe that the contents of the communica-
tion are relevant to a legitimate law enforce-
ment inquiry. Provisions for delay in notice
are also included.

An electronic communications or remote
computing service provider may disclose to a
non-governmental entity customer informa-
tion like mailing lists, but not the contents
of the communication. Disclosure of such
information to the government is required,
but only when the government obtains a
court order, warrant, subpoena, or customer
consent.

At the FCC's request, a section was added
to the bill to address problems highlighted
by the recent Captain Midnight incident.
The bill increases penalties for the inten-
tional or malicious interference with satel-
lite transmissions.

The bill clarifies that telephone compa-
nies and other service providers are not civ-
illy or criminally liable for good faith assist-
ance to law enforcement agencies.

Civil penalties are created for users of
electronic communications services whose
rights under the bill are violated.

The Grassley amendment, which the
sponsors have accepted, sets up a reduced
penalty structure for the private home
viewer whose reception of specified satellite
transmissions is not for commercial gain.

The Simon amendment, which the spon-
sors have accepted sets up the same penalty
structure for the interception of radio com-
munications transmitted on frequencies al-
located under subpart D of part 74 of the
FCC rules.

The penalty structure under the Grassley
and Simon amendments is:

A first offender will be subject to a suit by
the federal government for injunctive relief.
If injunctive relief is granted, the court may
use whatever means in its authority, includ-
ing civil and criminal contempt, to enforce
that injunction. It must impose a $500 civil
fine. In addition, the penalty for second and
subsequent offenses is a $500 fine in a suit
brought by the government.

Under the private civil damages provisions
of the bill, the first offender may be sued
for the greater of actual damages or statuto-
ry damages of $50 to $500. The second of-
fender is subject to suit for the greater of
actual damages or statutory damages of

tone only paging devices;
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$100 to $1000. Third and subsequent offend-
ers are subject to full civil damages under
the bill.

The bill creates a statutory framework for
the authorization and issuance of an order
for a pen register or a trap and trace device
based on a finding that such installation
and use is relevant to an on-going criminal
investigation.

Mr. President, just very, very briefly,
this Electronic Communications Priva-
cy Act takes into consideration the
fact that communications no longer
are transmitted simply by wire. Now
come communications are transmitted
by computer, others in digitized form,
and so forth.

This amendment is designed to bring
the law concerning communications
not only into the 20th century, but
well into the 21st century.

Mr. President, I yield to the distin-
guished Senator from Maryland, the
chairman of our subcommittee and a
cosponsor with me on this amend-
ment.

The PRESIDING OFFICER. The
Senator from Maryland.

Mr. MATHIAS. Mr. President, today
the Senate considers an important bill
to enhance the privacy of Americans
and update the provisions the 1968
wiretap act. The Electronic Communi-
cations Privacy Act of 1986, H.R. 4952,
passed the House Judiciary Committee
by a vote of 34 to 0. That bill was ap-
proved by the House by a voice vote on
June 24.

The Subcommittee on Patents,
Copyrights and Trademarks held
hearings last fall on an earlier version
of this legislation. In essence, the Elec-
tronic Communications Privacy Act re-
sponds to new developments in com-
puter and communications technology
by amending title III of the Omnibus
Crime Control and Safe Streets Act of
1968—the Federal wiretap law—to pro-
tect against the unauthorized inter-
ception of electronic communications.
Currently, title III covers only voice
communications. The bill expands cov-
erage of the wiretap act to include
data and video communications on
nearly the same basis as conventional
telephone technology. In addition, the
bill eliminates the distinction between
common carrier communications and
private carrier communications. S.
2575 extends privacy protection to new
forms of electronic communications,
but is careful to exempt media in
which privacy is not expected, such as
amateur
radio services; police, fire, and other
public safety radio communications
systems; and many satellite transmis-
sions, including network feeds destined
for rebroadcast, and satellite cable
programming as defined in section 705
of the Communications Act of 1934.

Since Senator LeaHy and I intro-
duced the first version of this bill, S.
1667, the legislation has been substan-
tially revised and improved. S. 2575,
the companion bill to H.R. 4952, was
reported by the Subcommittee on Pat-
ents Copyrights and Trademarks to
the full Senate Judiciary Committee
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on August 12. Both the Senate and
House versions of this important legis-
lation enjoy the full support of the
Justice Department,; as well as major
communications and computer indus-
try groups and the American Civil Lib-
erties Union. :

Today, Senator Leany and I intro-
duce an amendment to H.R. 4952 that
inccrporates the improvements in the
bill made by the Subcommittee on
Patents, Copyrights and Trademarks.
This substitute amendment makes sev-
eral minor and technical changes in
the bill. Senator Leany has already
placed a summary of this amendment
in'the REcorp. But I want to call the
attention of my colleagues to the most
important differences between the
Senate and House versions of this im-
portant legislation. .

First, the Federal Communications
Commission has brought to our atten-
tion the problem they have encoun-
tered in a recent highly publicized case
of “jamming” of satellite cable pro-
gramming. The FCC has suggested a
new provision to clarify and stljength-
en legal protection against dehberq.te»
or malicious interference with satellite
transmissions. Senator TuurMOND has
suggested that this bill may be an ap-
propriate vehicle for this important
but noncontroversial change, and the
subcommittee has agreed.

Second, a recurring concern
throughout the consideration of this
legislation has been the fear for inad-
vertent overhearing of electronic com-
munications. The changes made by
the House have gone a long Wway
toward allaying this fear, but to drive
the point home, this amendment pro-
vides that only intentional acts of
interception—those meeting the high-
est standard of specific intent—can be
published criminally.

Third, the Judiclary Committee has
wrestled with another problem that
was considered at length on the House
side: Criminal liability for unencrypt-
ed radio signals, particular private sat-
ellite video transmissions,

The problem is to strike the right
balance between privacy policy and
the realities of physics. Individuals
and businesses surely expect privacy
when they participate in a private
video-teleconference or, in the case of
8 television network, when they trans-
mit raw news footage via satellite by a
“backhaul feed.” Certainly the law
ought to enforce that expectation of
privacy. At the same time, the engi-
neers tell us that home satellite dishes
may be able to receive some of this
material, and that for truly private
communications, encryption is a viable
alternative.

This amendment contains substan-
tial barriers to imposing liability on
satellite ‘dish owners: the exemption
for cable programming and netwgrk
feeds, for example, and the require-
ment of an intentional interception.
But, at the urging of Senator LAXALT,
Senator GRrAssLEY, and others, Wwe
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amendment before the Senate pro-
_ vides & remedy for intentional inter-
ception of private video transmissions
" via satellite; but in. a proceeding
brought by the Government it would
- reduce that sanction to the lowest pos-
. sible_level—injunctive relief. It also
provides for lower statutory damages
in pr_lva.te suits involving interception
- of video transmissions via satellite
than those imposed for other types of
violations, We believe this strikes the
right balance: It defines these inter-
ceptions’ as wrongful, but takes into
account the equities on the other side
‘of the issue, This is particularly true
since these interceptions are already
covered by section 705 of the Commu-
nications Act. The provisions in. this
legislation are in addition to arny reme-
dies that may be available to the Gov-
ernment or to a private party under
the Communications Act. :

Finally, the substitute amendment
now before the Senate incorporates
important changes suggested by Sena-
tor SIMON. One of those changes is the
elimination of the 6-month jail term,
included in the House-passed bill, for
first offenders whose conduct is the
interception of the cellular portion of
a ‘telephone call, when the offender
has committed no act beyond listening
to the contents of the call.

Many Senators have contributed to
the development of this comprehen-
sive privacy legislation. I have men-
tioned a few earlier in my remarks;
however, I would like to take this op-
portunity to commend particularly the
efforts of the Senator from Vermont
[Mr. Leary] who has worked tirelessly
on this proposal from its origination
through its successful conclusion. In
the other body, the chairman and
ranking minority member of the
House Judiciary Subcommittee on
Courts, Civil Liberties, and the Admin-
istration of Justice, Representatives

Rosear  KasTENMEIER and CARLOS

Moor"EAD, have shown exemplary
leadership on this issue, and I am con-
fident that through their continued
efforts, this important and innovative
bill will soon arrive on the President’s
desk for signature. :

Mr. THURMOND. Mr, President,
today, I rise in support of the amend-
ment to HR. 4952, the Electronic
Communications Privacy Act .of 1986.
The Leahy, Mathias, Thurmond sub-

stitute amendment is 8. 2575, the’

Senate companion, which has been re-
borted by the Judiciary Committee.

As a cosponsor of 8. 2575, the Senate
bill, I commend Senator PATRICK J.
Leany and Senator CHarLes McC. Ma-
THiAS, JR., for introducing this much-

_heeded ‘legislation. The bill is the
Product of over a year’s worth of nego-
tiations and is now strongly supporied
by business groups as well as the Jus-
tice Department. o

- ~This legislation updates present
Wiretap law which currently provides
brivacy protection only for voice com-
munications that are transmitted in
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have reexamined this f{ssue. The.

whole or part by wire by adding new
protection for certain voice communi-
cations, regardless of how they are
transmitted, as well as data communi-

-cations and electronic mail.

This legislation is necessary due to
the changes that have occurred in
communications technology since the
current law was enacted in 1968. Along
with providing privacy brotection for
new forms of technology, this bill also
clarifies the procedures that law en-

forcement officers must follow when

they seek permission for a wiretap.
When S. 2575, was first introduced
and referred. to the committee, it con-
tained a provision that would make it
a-criminal offense to intercept satellite
communications—known as  back-

-hauls—which  are transmissions be-

tween a television affiliate and the
network, as well as video conferences
transmitted by satellite. Concern has
been expressed in the committee that
such a provision may unfairly subject
unknowing satellite dish owners to
criminal liability. This amendment re-
sponds to this concern by providing
that a person must intentionally inter-
cept such communications to be sub-
ject to penalties, and those penalties
will be civil only. This amendment also

“contains cther changes which serve to

strengthen this bill, -

I believe that this amendment
strikes a reasonable balance between
legitimate privacy concerns and the
importance of Federal officials using
electronic surveillance as an effective
and valuable law enforcement tool. Be-
cause this needed legislation is sup-

‘ported by all members of the Judiciary

Committee, and because I have been
informed that the essence of this
Senate amendment will be maintained
through conference, I am willing to
support this expedited process. I urge
each one of my colleagues to vote for
this amendment, and support the
amended bill. ‘

Mr. President, the House has passed

this legislation. The Senate Judiciary

Committee considered it carefully. We
approved it, and the report is here
now in the Senate.

Mr. GRASSLEY. Mr. President, I
am very pleased with the agreements
we were able to reach concerning the
provisions in this bill which relate to
home dish users. First, we have af-
firmed the right of dish users to listen
to all unencrypted audio subcarriers
that are redistributed by facilities

_open to the public. This includes sub-

carriers meant for redistribution by
broadcast stations, cable systems, and
like facilities and those subcarriers
made available in office buildings and
other public places. Further, we have
decriminalized .the private noncom-
mercial viewing of unscrambled satel-
lite video programming that would
have previously resulted in the imposi-
tion of criminal sanctions on people
who simply view television in the pri-
vacy of their own homes, :
Anyone who has actually viewed
programming from a satellite Earth

‘other
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station will firid that many channels
are indistinguishable from one an-
in terms of network, non-
network, backhaul, or affiliate feeds.
With dozens of sporting events, for eX-
ample, it is difficult to tell whether

one is watching a so-called affiliate

feed or a backhaul feed. Similarly,
with teleconferences, there is often
little difference in screen format from
own own hearing or Senate floor cov-
erage. ' . :

Finally, by decriminalizing the pri-

" vate viewing of most satellite televl-

sions signals, we avold the problem of
potentially invading the privacy of
these people who watch television I
their own homes. L

The new sections regarding home
dish viewing of private unencrypted
satellite video transmissions provide
for injunctive relief in the case of in-
tentional viewing of such signals. In-
tentional viewing means that . the
Earth station owner must know that
he is viewing a prohibited signal and
that that type of viewing is not per-
mited under the act.

So, in this case, the applicable
remedy would be injunctive relief and,
upon a second occurrence, a $500 civil
penalty. This would give networks and
other programmers the ability to
claim protection under the act without
scrambling their signals. These claims
would largely be a fiction under any
set of circumstances: however, 1
cannot see imposing criminal sanctions
on an innocent viewing public for the
benefit of those who could scramble
but choose not to. .

‘The new satellite dish provisions
would affect 1.5 to 2 million American
families nationwide who receive their
television programming via satellite.
Satellite dish technology is especially
important to rural Americans who do
not have the same access to a multl-
plicity of television programming as do
their urban counterparts. )

I wish to thank my colleagues, Sena-
tors LEAuY and MAaTHIAS, and their
competent staffs for their diligent
work on resolving the satellite dish
issues. . ‘

Mr. DANFORTH.: This legislation
covers some conduct that also is pro-
hibited under section 705 of the Com-
munications Act of 1934. Do I under-
stand correctly that the sanctions con-
tained in this legislation would be im-
posed in addition to, and not instead
of, those contained in section 705 of
the Communications Act? )

-Mr. MATHIAS. That is correct. This
legislation is not intended to substi-
tute for any liabilities for conduct that
also is covered by section 705 of the
Communications Act. Similarly, it is
not intended to authorize any conduct
which otherwise would be prohibited
by section 705. The penalties provided
for in the Electronic Communications
Privacy Act are in addition to those
which are provided by section 705 of

the Communications Act.



