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within the Federal Emergency Man-

agement Agency [FEMA] for the Fed-

eral Fire Prevention and ‘Control Act
of 1974,

Since 1973, followmg the release of
“America Burning”, a comprehensive
study of U.S. fire problems, Congress

_ has been particularly concerned that
there be a Federal focus on efforts to
reduce and prevent loss due to fire,
Congress, therefore, passed the Feder-
al Fire Prevention and Control Act in
1974, which established the U.S. Fire

. Administration and the National Fire
- Academy. The legislation also set up a
national data center, a function which
has been incorporated into USFA. Fi-

-nally, the Center for Fire Research at
“the National Bureau of Standards was.

‘authorized; funds for this effort are
‘authorized in a separate bill to author-
ize funds for the Natlonal Bureau of
Standards.

For fiscal year 1987, the administra-

tion requested $9.041 million. This re-

quest would eliminate the U.S. Pire
Administration,
NETC-West, charge dormitory fees for
the National Pire Academy [NFA]J and
eliminate the travel stipend given to
those attending NFA classes.

The committee reinstated funds for
all functions but the NETC-West. I did
offer an amendment in committee to
support the administration position on
requiring those attending classes at
the NFA to pay their transportation,
but that was defeated. I believe this
issue should be pursued further when
the fiscal year 1988 authorization bill
‘is acted upon. Nevertheless, the bill

does provide adequate funding, for

U.S. Pire Administration and National
PFire Academy and therefore I support
the committee recommendations.

In c¢onclusion, I will point out. that
H.R. 4252 authorizes a total of $18.3
million, a level of approximately $4
million below the fiscal year 1986 ap-
propriation level. I urge Members to
support H.R. 4252.
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Mr. Speaker, I have no further re-
quests for time, and I ykId back the
balance of my time.

Mr. WALGREN. Mr. Speaker, I have
no further requests for time, and 1
yield back the balance of my time,

The SPEAKER pro tempore. The
question is on the motion offered by
the .gentleman from Pennsylvania
[Mr. WaLGreN] that the House sus-
pend the rules and pass the bill, H.R,
4252, as amended.

The question was taken.

Mr. LUJAN. Mr. Speaker, on that I
- demand the yeas and nays.

The yeas and nays . were ordered.

The SPEAKER pro tempore. Pursu-
ant to the provisions of clause 5, rule
I, and the Chair's prior announce-
ment, further proceedings on this
motion will be postponed.,

delete funding for.
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ELECTRONIC COMMUNICATIONS
PRIVACY ACT OF 1586 .

Mr. KASTENMEIER. Mr. Speaker, 1
move to suspend the rules and pass
the bill (H.R. 4952) to amend title 18,
United States Code, with respect to
the interception of certain communi-
cations, other forms of surveilance,
and for other purposes, as amended.

The Clerk read as follows:

H.R. 4952

Be it enacted by the Senate and House of

Representatives of the United Slates of
America in Congress assembled,

SECTION 1. SHORT TITLE.

. This Act may be cited as the "Electronic
Commaunications Privacy Act of 1386”.

. TITLE I—-INTERCEPTION OF
‘COMMUNICATIONS AND RELATED MATTERS
SEC. 10t FEDERAL PENALTIES FOR THE INTERCEP-
TION OF COMMUNICATIONS.

fa} DEFINITIONS.—(1) Section 2510(1) of
title 18, United States Code, is amended—

(A) by striking out “any communication”
and inserting “eny aural transfer” in lieu
thereof; .

(B) by inserttng “fincluding the use of
such connection in @ switching station)”
after “reception”.

!g) by stnkmg out “‘as a common carrier”
an

(D} by inserting before the senucolon at
the end the following: “or communications
affecting interstate or foreign commerce, but
such term does not include the radio portion
of a cordless telephone communication that
is transmitted between the cordless Llele-
phone handset and the base unit™. ’

(2) Section 2510r2) of title 18, United
States Code, is amended by inserting before
the semicolon at the end the following: *, dul
such term does not include any electronic
communication’.

(3) Section 251014} of title 18, United
States Code, is amended—

(A) by inserting “or other” after “aural’;
and

(B} by inserting
“pire™

(4} Section 2510(8) of title 18, Uniled
States Code, is amended by striking out
“identity of the parties to such communica-
tion or the eristence,”.

(5) Section 2510 of title 18, Uniled States
Code, is amended—

(4) by striking out “and” at the end of
paragraph (10J;

(B) by striking out the period al the end of
paragraph (11} and inserting a semicolon in
lieu thereof; and

(C) by adding at the end the following:

“(12) ‘electronic communication’ means
any transfer of signs, signals, writing,
images, sounds, data, or intelligence of any

electronz'c, " after

nature transmitted in whole or in.part by a -

wire, radio, electromagnetic, photoelectronic
or photooptical system that affects inter-
state or foreign commerce, but does not in-
clude—

“44) the radio portion of a cordless tele-
phone communication that is transmitled
between the cordless telephone handset and
the base unit; -

“(8J any wire or oral, commumcatwn,

“(C) any communicatlion made through a .

tone-only paging device; or

“tD) any communication from a iracking
?e;;;ce (as defined in section 3117 of this
itle);

“13) ‘user’ means any person or entity
who— )

“4) uses an electronic communication
service; and

“(B} is duly authorized by the provider of
such service to engage in such use;
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“(14) ‘electronic communications system’
means any wire, radio, electromagnetic,
photooptical or photoelectronic facilities for
the transmission of electronic communica-
tions, and any computer facililies or related
electronic equipment for the electronic stor-
age of such communications,

“(15) ‘electronic communicalion service'
means any service which provides to users
thereof the ability to send or receive wire or

' electronic communications;

“(16} ‘readily accessible to the general
public’ means, with respect to a radio com-
munication, that such communicelion is
not—

“(4) scrambled or encrypted,

“(B) transmilted using modulation tech-
nigques whose essential parameters have been
withheld from the public with the inlention
of preserving the pnvacy of such communi-
catlion;

“(C) carried on @ subcarrier or other .
signal subsidiary to a radio transmission;

“(D) transmitted over a communicalion
system provided by a common - carrier,
unless the communication is a tone only
paging system communication; or .

“(E) transmitted on frequencies allocated
under part 25, subpart D, E, or F of part 74,
or part 94 of the Rules of the Federal Com-.
munications Commission, unless, in the
case of & communication transmitled on a
Srequency allocated under part 74 that is'not
exclusively allocated to broadcast auzxiliary
services, the communicaelion is a two-way
voice communication by radio;

“(17) ‘electronic storage’ means—

“{A) any lemporary, intermediale sloruge
of a wire or electronic communicalion inci-
dental to the electronic transmission there-
of; and

“{B) any storage of such commumcation
by an electronic communication service for
purposes of backup protection of such com-
munication; and

“(18) ‘aural transfer’ means a (transfer
containing the human voice at eny point
between and including the point of origin
and the point of reception.”.

b/ Excecprions WiTH RESPECT TO ELEC- .
TRONIC COMMUNICATIONS. —~

(1) Section 2511(2)(d) of title 18, .United
States Code, is amended by striking out "or
far the purpose of committing any other in-
Jurious act”.

12} Section 251112Mf) of tille 18, Unzted
States Cade, is a.nended—

(A) by inserting “or chapter 121 " after
“this chapter’; er.d

{B) by striking out “by” the second place it
appears and inserting in lieu thereof ', or
Sforeign intelligence activities conducted in

¥

accordance with otherwise applicable Feder-

al law involving a foreign electronic com-
munications system, utilizing”.

t3) Section 2511(2) of title 18, United
Siates Code, is amended by adding at the
end the following: ‘

“fg) It shall not be unlawful under thes
chapler or chapter 121 of this title for any
person—-

“ti) to intercepl or access an electromc
communication made through an electronic.
communication system that is configured so
that such electronic communication is read-
ily accessible to the general public;

“{ii) to intercept any radic communica-
tion which is transmitted—

“(1) by any station for the use of the gener-
al pubdlic, or that relates to ships, aircraft,
vehicles, or persons in distress;

‘“(I1) by any governmental, law enforce-
ment, civil defense, or public safety commu-
nications system, including police and fire,
readily accessible to the general pubdlic;
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cy assigned to the amateur, citizens band. or’
. general mobdile radio services; or
7 “(IV] by any marine or aeronautzcal com-
munzcatwns system, R
. “(iii) to-engage in any conduct wh:ch— '

: cgmmumcatzons Act of 1934; or
1) is excepted from the apphcazwn ‘of
section 705fa) of the Communications Act of
1934 by section 705(b) of that Act; | - :
.. “{iv] to intercept any wire or electronic
 communication the transmission of which
- is-causing harmful interference to- any law-

fully operating station, to the extent neces- -

sary lo identify the source of such interfer-
ence; or

“(v) for other users of the same frequency

" to.inlercept any rudio communication made

' through a common carrier system that uti-

lizés fréquencies monitored by individuals

engaged in the provision or the use of such

system, if such communication is not scram- - ’

. bled encrypled.

“th) It sha.ll‘not be unlawful under this .

chapter— .
-“{i) to use a pen register Ias that term is
.definced jor the purposes of.chapter 206 (re-
l(r‘mg to pen registers) of this title); L
“tii) for a provider of electronic communi-

cation service to record the fact that a wire

or electronic communication was initiated
‘or completed in order to protect such pro-
. vider, another provider furnishing service

. . toward the completion of the wire or elec-
tronic communication, or a user of that,

_service, from fraudulent, untaw_rul or abu--

" »sive use of such service; or

“tiil) lo use a device that captures the in-

. .coming electronic or other impulses which
.identify the numbers of an instrument from
which a wire communication was transmzt-
ted.”,

lc' "‘ECHWCAL AND CONFORMING nME’VD
MENTS.—(1) Chapter 115 of title i8, Uniled

* States Code, is amended—

». f4) in each of seclions Zazola/ 251018),
251009)(8), 2510/11), and 2511 through 2519
lexeépt sections 2516/1) and 25181104, by
striking out “wire or oral” each place il ap-
pears fincluding in any section heading)

“and inserting “wire, orcl, er e,eez ':m'c" in
lieu thereof; and

(B) in section 2511/2i1bi, try mvertmg “or
eléctronic” after “wire”

12) The heading of chapter 119 of title 18,
Unifed S
“and elcciroric communications” after “wire’.

{3} The item relating to chapier 119 in the
table of chaplers. at the beginning of part I

of title 18 of the United States Code s’

amended by inserting “and elecironic comn-
munications” afier “Wire".

2} Section 2310i5ia) of tifie 18, United
Stal:"‘ Code, is amended by sii zkz ng out
! imunicaticas common carrier” and in-
ne “provider of wire 6r elzctronic eom-
munication service” in ligu thorens,

15! Seciion 2511 °2/:aitij of mZe 18 ”-u“ed
Siates Code, i amended—

(A} by striking out
commen carrvier” and inser?
of wire ar electronic conumnunicalion sew-
ice” in lieu thereof:
By by striking cut “cf the
Ccommunication” ar:.d ns o v'of the pro-
vider of that service’ mneu taersofqgnd

1C) by striking cut “; Provided, That said
‘comumunicdtion cmnmor carriers”
Serting *, except thai a mrovider of wire
communication service to the public” in
liey therecf, ) .

16/, Section 2511¢2)ig)iii] of title
United States Code, is amended—

{4) by striking out ~ “communication
common carriers’” and inserting ‘‘providers
of wire or electronic communzcatwn sery-
ice” in lieu thereof; .

carrier of such

inzor!

13,

. and inserting ‘“such a provider”

tates Code, is amended by inserting

wny communicalion -
19 e provider

and in:
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“(I11) by a station operating on a frequen-

(B} by, striking out ‘“‘cominunication
common carrier” each place it appears and
inserting “provider of wire or electronic
communication service” in lieu thereof; and

(C) by striking out “if the common carri-

"er” and inserting: “if such provider” in lieu
“(I) is prohibited by section 633 of the )

thereof,

(7) Section 2512(2)(a) of title 18, United -

States Code, is amended—
A} by $triking out ‘“a communications

common.carrier” the first place it appears

and inserting “a provider of wire or elec-

. tronic communication service” in lieu there-

of; and

{B) by striking oul “a ccmmunicalions
common carrier” the second place it appears
in lieu
thereof: and , o

(C) by striking out ‘“‘communicalions
.common carrier’s business” and inserting
“business of providing that wire or electron-
ic communication service” in lieu thereof.

(8) Section 2518(4) of title 18, United
States Code, is amended by strikmg out
“communication common carrier” and in-
serting “provider of electronic communzca-
tion service” in lieu thereof.
_ +{d) PENALTIES MODIFICATION.—(1) Seclion
2511(1) of title 18, United. States Code, is
amended by striking out “shall be” and all
that follows through “or both’ and inserting

-in liey thereof “‘shall be punished as provid-

ed in subsection (4)",
12) Section 2511 of tille 18, United Stales

Code, is amended by adding afler the mate-

rial added by section 102 the following:

“'{¢)ta) Excent as provided in paragraph
(b) of this subsection, whoever violates sub-
section (1) of this section shall be fined
under this title or imprisoned not more than
Jive years, or both.

“tb) If the offense-is a first offense under
paragruph fa) of this subsection and is not
Jor a tortious or-illegal purpose or for pur-

- poses of direct or indirect commercial ad-
‘vantage or private commercial gain, and the

wire or electronic communication with re-

Spect to which the offense under paragranh

fa) is a' radio communication, then—

1) if tie commaunicalion is not the radio
portion of a ceilular telephone communica-
tion, the offender shall be fined under this
title or imprisoned not more than one year,
or both; and

“1ii) if the commum"anon is 'the radio

\portion of a celiular telephone communica-

tion, the offesider shall be fined not more
than $590 or imprisoned not more then six
‘monihs, or bolk.

“ie) Comduct otherwise un offense under
this subsection that consists of or relales o

‘the inferception of a sa.ellite fransmission

thui is nol encrypted or scramnbled and thal
is tranamitied to a broadcasting staiion for
purposes of retrensmission lo the gencral
publis {s not an ofjense under this subsec-
tion uniess the conduct is for the purroses of
direct or indirect com"nercml adveniage or
private fingneial gain.’

(¢} EXCLUSIVITY OF R;Hzmss wird Ruspzcr
TO . KirorroNIic  COMMUNICATIONS.--Section
2“8«11}) of title 18, United Siates Code, is

r'zc.:ded by adding ai the end the foilowing:

“i¢) The remedics and sanctions deseribad
in this

oniy judicial remedies and sanctions for
nonconstitutional violations of t?us chapler
involuing suck communicgtions.”
SEC. 142 REQUIREMENTS FOR tmnl\ DISCLO-
SURES
Scc'zan 2511 of tille 18, United Stales

Code, is emended by adding at the end the .

Jollowing.

“(3)(4) Ezcept as provided in subpara-
graph (BJ) of this paragraph, a person or
entily providing an elecironic communica-
tion service to the public shall not willfully

chapter with resmect to the Inlercep- -
tion of electronic communications aere the -
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divulge the conlents of any communication
(other than one to'such person or enlity, or -
an agent thereof! while in transmission on
that service to any person or entily other
than an addressee or intended recipient of
such communication or an agent of .mch ad-,
dressee or intended recipient.

(B} A person or entity providing. electronr
ic communication. service to.the public may
dirulge the contents of any Such communt-
calion— )

“(i) as otherwise aquthorizéd in section
251112)(a) or 2517 of this title; .

“f1i) with the lawsul consent of the origi-
nator or any addressee or intended remment
of such communication; . )

“(iii) to a perscn employed or quthorized,
or whose facilities are used, to forward such
commaunication to its destination; or

“(iv) which ere inadvertently oblained
by the service provider and which appéar to
pertain to the commission of a crime, i
such divulgence is made-to a law enforce-
ment agency.”,

SEC. 103. RECOVERY OF CIVIL DAMAGES.”

Section' 2520 of title 18, United States

Code, is amended to read as follows: .

.“§ 2520. Recovery of civil demages aiithorized

“fa) IN GENERAL.—A4ny person whose wire,
oral, or electronic communicalion is inter-
cepled, disclosed, or willfully used in viola-
tion of this chapter may in a civil action re-
cover from the person or entity which en- '
gaged in that violation such relief as may be
appropriate.

“4b) RELIEF, —In an action under this sec-
tion, appropriate relief includes— '

“r1) such preliminary and other equztable
or declaratory relief as may be appropriate;

“(2) damages under subsection (¢) and pu-
nitive damages in appropriate cases; and

“13) a reasonabie attorney's fee and other

| litigation costs reasonably incurred.

“1¢) COMPUTATION OF DAMAGES. —T?te court
mey assess as damages in an action under
this section whicheveris ‘the greater of~

“(1) the sum of the aciual damages su/-

fered by the plaintiff and any profits made .

by the violator as a result of the violation,
ar : : o .
“(2) statutory damages of whichever is the
greater of $100 a day for each day of viola-
tion or $10,000. .

“td) DSFENSE.—A good faitl relwnc» on—

“(1) o court warrant or order, ¢ grand jury
subpoena, a legzslatwe authonzation. ora
stalutory quthorizatio ) :

*“12) @ request of an mnestzgatur er law
enjorcement officer under secticn 2 1817) of

‘this title; or

“13) a good ﬂ!zth datermmatmn 'hat sec-
tion 251113) of tais title permitted the con-
duct complained of;
is- a complete defenise ageinst any civil or
criminal cetion brought under this c}zapter
or any other provision of law.

. Mfe) Livirarion.—A civil action under this

section may not be commenced later than

two years afier ihe date upon which -the

clmmant Jirsthas a reasonable opz:ortumtJ

to discover the violation.”

SEC. i04. CERTAIN APPROVALS BY Jl/S"'ICE mmﬂ'r
MENT OFFICIALS. . .

Section 2516(1) of title 18 of the- United -
States Code is amended by etriking ouf “or
any Assistant Attomey General™ and insert-
ing.in Hey thereof “any Assistant Artorney.
General, any acting Assistant Aliorney Gen-
eral, or any Deputy dssisiant Attorney Gen-
ercl in the Criminal Division”,

SEC. 165, ADDITION OF OFFENSES TO CRIMES FOR
" WHICH INTERCEPTION IS AUTHORIZED.
ta) WiRE AND ORAL INTERCEPTIONS. ~Sec-
tion 251611/ of title 18 of the United States’
Code is.amended—
(1) in paragraph (c)~—
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- (A). by msertmg “seclion 751 (relating to
escape) " after “wagering information),”;

(BJ) by striking out “2314” and inserting
42312, 2313, 2314,” in lieu thereof:

{C) by inserting “the second section 2320
(relaling to trafficking in certain motor ve-
hicles or motor vehicle parts), section 1203
{relating to hostage taking), section 1029
Iretatino_ to fraud and related activity in
connection with access devices), section
3146 ' (relating to penalty for failure to
appear’, section 3521/b}(3) (relating to wit-
ness relocation and assistance), section 32
{relating to destruction of aircraft or air-
craft facilities),” after “stolen property),”;

tD} by inserting ‘“section 1952A f(relating
to use of interstate commerce facilities in
the commission of murder for hire), section
-1952B (relating to violent crimes in aid of
racketeering activity),” after “1952 (inter-
state end foreign travel or tra.nsportation in
aid of racketeering enterpnses), v and

(EJ by inserting *, section 115 (relating to
threatening or retahatmg against ¢ Federal
official), the section in chapter 65 relating
to destruction of an energy facility, and sec-
tion 1341 f(relating to mail fraud),” after
“section 1963 (violations with respect to
racketeer influenced and corrupt organtza-
tions)’; ) .

"(2) by striking outl “or
graph (g);

(3) by inserting after paragraph (g) the fol-
lowing:

“thJ) any felony violation of seclions 2511
and 2512 {reiaiing to interception and dis-
closure of certain communications and to
certain inlercepting devices) of this title;

“(i) the location of any Jugitive JSrom jus-
tice jrom an offense described in this sec-
tion, or’”; and

(4) by redesignating paregraph f(h) as
parcgraph (i)

(b} INTERCEPTION OF ELECTRONIC COMMUNI-
caTrons.—Section 2516 of title 18 of the
United States Code is amended by cdding at
the end the following:

- (3} Any attorney for the Government (as
such term is defined for the purpuses of the
Federal Rules of Criminal Procedure) may
authorize an application to a Federal judge
aof compelent jurisdiction for, and such
Judge may grant, in conformily with section

518 of this title, an order cuthorizing or ap-
proving the interception of electronic com-
municutions by an investigative or lew en-

** at the end of para-

Jorcement officer having responsibilily for

the investination of the offense as to which

the applicntion is made, when such inter-

ceplion may provide or has provided evi:

dence of iy Federal felony.”.

SEC. [o5. APFLICATIONS, URDERS, AND IMPLEMEN-
TATION OF ORDERS.

(@) PLACE OF -AUTHORIZED INTERCEPTION.—
Section 2518(3) of title 18 of the United
States Code is amended by inserting “fand
outside that jurisdiction bul within the
United States in the case of a mobile inter-
ception device authorized by a Federal court
within such jurisdiction)” after “within the
territorial jurisdiction of the court in which
the judge is sitting”.

{b} REIMBURSEMENT FOR ASSISTANCE.—Sec-
tion 2518(4) of title 18 of the Uniled States
Code is-amended by striking out “‘at the pre-
vailing rates” and inserting in lieu thereof
“for reasonable expenses incurred in provid-
ing such facilities or assistance".

f¢) COMMENCEMENT OF 30-DAY PERIOD AND
POSTPONEMENT OF MINIMIZATION.—Section
2518(5) of title 18 o/ the United States Code
is amended——

~ (1) by inserting after the first sentence the
following: “Such thirty-day period begins on
the earlier of the day on which the investiga-
tive or law enforcement officer first begins

to conduct an interception under the order.
or ten days after the order is entered.”; and
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12) by adding at the end the following: “In
the event the intercepted communication is
in a code or foreign language, and an expert
in that foreign language or code is not rea-
sonably available during the interception
period, minimization may be accomplished
as soon as practicable after such intercep-
tion. An interception. under this chapter
may be conducted in whole or in part by
Government personnel, or by an individual
operaling under a contract with the Govern-
ment, acting under the supervision of an in-
vestigative or law enforcemenl officer au-
thorized to conduct the interception.”.

{d) ALTERNATIVE TO DESIGNATING SPECIFIC
Faciiries From WaICH COMMUNICATIONS ARE
TO BE . INTERCEPTED.—(1) Section
2518(1(b)(ii) of title 18 of the United States
Code is amended by inserting “exrcept as
provided in subsection (11),” before “‘a par-
ticular description”.

(2) Section 2518r3)(d) of title 18 of the
United States Code is amended by inserting
“except as provided in subsection (11),”
before “there is”.
© (3) Section 2518 of title 18 of the United
States Code i3 amended by adding al theend
the following: )

“f11) The requirements of subsections
(1)tbj(ii) and (3)(d) of this section relating
to the specification of the facilities from
which, or the place where, the communica-
tion is to be intercepted do not apply if—

“{i} in the case of an appiication wiih re-
spect to the interceplion of an oral commu-
nication—

“{1) the application is by a Federal inves-
tioative or lew enforcement officer and is
approved by the Allorney General, the
Deputy Attorney General, the Associate At-
torney Generel, an dssistant Attorney Gen-

eral, or an acting 4s3istant Attorney Gener-

“11) the application conlains a full and
complete statement as to why such specifica-
tion is nol practical and identifies the
person commilting, the offense and whose
communications are to be intercepted; and

“(III) the judge finds that such specifica-
ion is not practical; and

“lii) in the case of cn application with re-
specl to a wire or elecironic communica-
tion—

“(1) the application is by ¢ Federal inves-
tigetive or law enforcement officer and i3
approved by the Aitorney Generul the
Deputy Attorney General, the Associzte At-
{orney Generai, an Assisiant Aitcrney Gen-
eral, or an acling Ausistant Altorney Gener-
al

“tr1) lhe appiicaticon idzntifies the person
believed to be commiilting the offense and
whose communications are to be iniercepted
and the applicant makes a showing of a pur-
pose, on the part of thal person, to thwart
interception by charging facilities; and

“IIr} the judge finds that such pu"pose
has been adequately shown.

“112) An interception of a communication
under an order wilh respect to which the re-
quirements of subsections (1)bifii) and
(3){d) of this section do not apply by reason
of subsection (11) shall not begin until the
Jacilities from which, or the place where, the
communication is to be intercepted is ascer-
tained by the person implementing the mter-
ception order.”.

(4) Section 2519/1)1b/ of title 18, United
States Code, is amended by inserting “fin-
cluding whether or not the order was an
‘order with respect to which the requirements
of sections 2518¢1)(b)tii} and 2518(3)(d} of
this title did not apply by reason ¢f section
2518(11) of this title}” after “applied jor".
SEC. 107, INTELLIGENCE ACTIVITIES.

(a) IN GENERAL.—Nothing in this Act or the
aemendments made by this Act constitutes
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authority for the conduct of any intelligence
activity.

(b) CERTAIN ACTIVITIES UNDER PROCEDURES
APPROVED BY THE ATTORNEY GENERAL.—NOUh-
ing in chapter 119 or chapter 121 of title 18,
United States Code, shall affect the conduct
by officers or employees of the United States
Government in accordance with other appli-
cable Federal law, under procedures 4D~
proved by the Attomey General of activities
intended to—

(1) intercept encrypted or other official
communications of United States executive
branch entities or United States Govern-
ment contractors for communications secu-
rity purposes;

(2} intercept radio communications trans-
mitied belween or among foreign powers or
agents of u foreign power as defined by the
Foreign Intelligence Surveillance Act of
1978; or

(3). access an electronic communicalion
system used exclusively by a foreign power
or agent of a foreign power as defined by the
Foreign Intelligence Surveillance Act of
1978.

SEC. 108. MURILE TRACKING DEVICES.

fa) In GENERAL.—Chepler 205 of title 18,
United States Code, is amended by adding
at the end the following:

“§3117. Mobile tracking devices

*ta) IN GENERAL.~If @ court is empowen’d
to issue a warrant or other order for the in-
stallation of a mobile tracking device, such
order may authorize the use of thal device

- wilkhin the jurisdiction of the court, and out-

side that jurisdiction if the device is i~
stalled in thal jurisdiction.

“{b) DEFINITION.—AS used in this section.
the term ‘iracking device’ means an elec-
tronic or mechanical device which permils
the tracking of the movement of a person or
object ™.

(b) CLericar AmMENDMENT.—The table of
contents at the beginning of chepter 205 of
title 18, United States Code, is amended b
adding at the end the following:

“3117. Mobile tracking devices.”.
SEC. 109. WARNING SUBJECT OF SURVEILLANCE

Section 2232 of tille' 18, United States
Code, is amendet—

(1} by inserting *“fa) PHYSICAL I»vrzmsP
£ENCE WITH Szarcit.—" before “Whoever' the
Jirst place it appecrs;

(2} by in s:'rtmg **fb) NOTICE OF SEARCH.—
vefore “Whoeser” the second place it ap-
peurs; and

(3) by adding at the end the following:

“fg) NOTIE OF CERTAIN ELECTRGNIC SUR-
VEILLAYCE.— Whoever, having knowledge that
a Federal investigative or law enforcement
ajificer has been authorized or has applied
for authorization under chapter 119 t0
intercepl a wire, oral, or electronic commu-
nicalion, in order to obstruct, impede, OF
prevent such-inlerception. gives notice or at-
temipts to give nolice of the possible inter-
cepition to any person shall be fined under
this title cr imprisoned not more.than five
years, or both,

“Whoever, huving knowledge that a Feder-
al officer has been authorized or has applicd
for authorization to conduct electronic Sur-
veillance under the Foreign Intelligence Sur-
veillance Acl (50 U.S.C. 1801, et seq.). %
order to obstruct, impede, or prevent Such
activity, gives notice or attempts to 9ive
notice of the posaible activity to any person
shall be fined under this title or imprisoned
not more than five years, or both.”.

SEC. 116. INJUNCTIVE REMEDY.

fa) IN GENERAL.—Chapter 119 of title 18,
United States Code, is amended by adding
at the end the following:
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" “§2321, Injunetion against illegal interception

) “Whenever it shall appear that any person
is engaged or is about to engage in any act
w}uch constitutes or will constitute a felony
violgtion of this chapter, the Attorney Gen-
eral may initiate a civil action in a district
court of the Uniled States to enjoin such
violation. The court shall proceed as soon as
practicadble to the hearing and determina-
tion of such an action, and may, at any
time before final determination, enter such
a rvestraining order or prohidbition, or take
such other action, as is warranted to pre-
ven! a continuing and substantial injury to

the United States or to any person or class -

of persons for whose protection the action is
brought. A proceeding under this section is
governed by the Federal Rules of Civil Pro-
cedure, except that, if an indictment has
been returned against the respondent, dis-
covery is governed by the Federal Rules of
Criminal Procedure.”,

. 1b) CLERICAL AMENDMENT.~-The table of sec-
Llions at the beginning of chapter 119 of title
18, United States Code, is amended by
adding af the end thereof the following:

“2521. Injunction against illegal inlercep-

tion.”.
SEC. 141. EFFECTIVE DATE. :

{a) IN GeENERAL.—-Except as provided in
subsection (b), this title and the amend-
ments made by this title shall take effect 90
days after the dale of the enactment of this
Act and shall, in the case of conduct pursu-
ant to a court order or extension, apply only
with respect to court orders or extensions
made after this title takes effect.

‘(b) SPECIAL RULE FOR STATE AUTHORIZATIONS
OF INTERCEPTIONS.~Any interception pursu-
ant to section 2516(2) of tille 18 of the
United States Code which would be valid
and lawful without regard to the amend-
ments made by this title shall be valid and
lawful nolwithstanding such amendments if
such interceplion occurs during the period
beginning on the dale such amendments
take effect and ending on the earlier of—

(1) the-day before the date of the taking
effect of State law conforming the applicable
State statute with chapter 119 of title 18,
United States Code, as so amended, or

(2) the date two years cfter the date of the
enactment of this Act.

TITLE II—-STORED WIRE AND ELECTRONIC

COMMUNICATIONS AND TRANSACTIONAL
- RECORDS ACCESS
SEC. 201. TITLE 18 AMENDMENT.

Title 18, United States Code, is amended
by inserting after chapter 119 the following:
“CHAPTER 121—-STORED WIRE AND ELEC-

TRONIC COMMUNICATIONS AND TRANSAC-

TIONAL RECORDS ACCESS
“Sec.

“2701. Unlawful access to stored communi-
cations.

“2702. Disclosure of contents.

“2703. Requirements for
access.

- "2704. Backup preservation.
“2705. Delayed notice, - -
“2706. Cost reimbursement.
“2707. Civil action. .
“2708. Exclusivity of remedies.
“2709. Counterintelligence access to Lele-

phone toll and transactional
records.
“2710. Definitions. .
“82701. Unlawlul access to stored communications

“le) OrrFEnsE.—Except as provided in sub-

" section fc) of this section whoever—

“(1) intentionally accesses withoul aqu-
thorization a facility through which an elec-
tronic communication service is provided:
or

governmental

12) intentionally exceeds an authoriza-
tion to access that facility: ’
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and thereby oblains, allers, or prevents au-
thorized access to a wire or electronic com-
munication while it is in electronic storage
in such system shall be punished as provided
in subsection (bJ of this section.

“(b) PUNISHMENT.—The punishment for an

q/fense under subsection (aJ of this section .

is— -

“(1) if the offense is committed for pur-
poses of commercial aedvantage, malicious
destruction or damage, or private commer-
cial gain—

‘“{4) a fine of not more than $250,000 or
imprisonment for not more than one year,
or both, in the case of a first offense under
this subparagraph; and

‘“4B) a fine under this title or imprison-
ment for not more than tivo years, or both,
Jor any subsequent offense under this sub-
paragraph; and

“f2} a fine of not more.than $5,000 or im-
prisonment for not more than six months, or
both, in any other case.

‘“lc) EXCEPTIONS.—Subsection (a} of this
section does not apply with respect to con-
duct authorized—

“f1) by the person or entity providing a
wire or electronic communications service,

. *f2) by a user of that service with respect
to a communication of or intended for that
user; or ' ’

“t3) in section 2703 or 2704 of this title.
“§2702. Disclosure of contents

“la) PROHIBITIONS.—Ezcept as provided in
subsection (b}—

“t1) a person or entity providing an elec-
tronic communication service to the public
shall not knowingly divulge to any person or
entity the contents of e communication
while in electronic storage by that service;
and

“12} a person or entity providing remote
computing service to the public shall not
knowingly divulge to any person or enlity
the contents of any communication which is
carried or mainiained on that service—

“t4) on behalf of, and received by means of
electronic transmission from for created by
means af computer processing of communi-
cations received by means of electronic
transmission from), a subscriber or custom-
er of such service; and X

“(BJ solely for the purpose of providing
storage or compuler processing Services to
such subscriber or customer, if the provider
is not authorized to access the contents of
any such communications for purposes of

" providing any services other than storage or

compuler processing.

“tb) EXCEPTIONS.—A person or entity may
divulge the contents of a communicalion—

“(1) tv an addressee or intended recipient
of such communication or an agent of such
addressee or intended recipient;

“(2) as otherwise authorized in section
2516, 2511(2)(a), or 2703 of this tille; ~

“(3s with the lawful consent of the origina-
tor or an addressee or intended recipient of
such communication, or the subscriber in
the case of remote computing service;, -

“(4) to a person employed or authorized o
whose facilities are used to forward such
communication to its destination;

“(5) as may be necessarily incident {o the
rendition of the service or to the protection
of the rights or property of the provider of
that service: or

“(6) to a law enforcement agency, if such
contents—

“r4) were :nadvertently obtained by the
service provider; and

“(B) appear to pertain to the commission
of @ crime.

“g 3703, Requirements for guvernmental access

“ta) CONTENTS OF ELECTRONIC COMMUSNICA-
TIONS IN ELECTRONIC STORAGE.—A gorern-
mental entily may require the disclosure by
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a provider of electronic communication
service of the conlents of a non-voice wire
communication or an electronic communi-
cation, that is in electronic storage in an
electronic communications system for 180
days or less, only pursuant to a warranl
issued under the Federal Ryles of Criminal

. Procedure or equivalent State warrant. A

governmental entity may require the disclo-
sure by a provider of electronic communica-
tions services of the contents of an electron-
ic communication that has been in electron-
ic storage in an electronic communications
system for more than 180 days by the means
available under subsection (p) of this sec-
tion. :

“tb) CONTENTS OF ELECTRON;C COMMUNICA-
TIONS IN A REMOTE COMPUTING SERVICE.—(1) A
governmental entity mey require a provider
of remote computing service ¢o disclose the
contents of any electronic communication
to which this paragraph is made applicable
by paragraph (2) of this subsection—

“f4) without required notice to the sub-
scriber or customer, i the governmental
entity obleins a warrant issyed under the
Federal Rules of Criminal procédure or
equivalent State warrant; or k

“(B) with prior notice from the govern-
mental entity to the subscrider or customer
if the governmental entily—

“ti) uses an administrative sybpoena au-
thorized by a Federal or State statute or @
Federal or State grand jury sudbpoena; or

“(ii) oblains a court order for such disclo-
sure under subsection {(d) of this section;

except that delayed notice may pe given pur-
suant to section 2705 of this title,

“(2) Paragraph (1) is @pplicable with re-
spect to any electronic communication that
i3 held or maintained on thet serpice—

(A} on behalf of, and received by means of
electronic transmission from (or created dy
means of compuler processing of communi-
cations received by means of electronic

. transmission from), a subscriber or custom-

er of such remote compuling serpice; and

“tB) solely for the purpose of providing
storage or compuler processing services to
such subscriber or customer, if the provider
is not authorized to access the contents of
any such communications for purposes of
providing any services other than storage or
computer processing.

“tc) RECORDS CONCERNING ELECTRONIC
COMMUNICATIONS SERVICE OR Remore CoM-
PUTING SERVICE.—A governmental entity may
require a provider of electronic communica-
tions service or remote COMputing service to
disclose a record or other information per-
taining to a subscriber to or customer of
such service fnot including the contents of
communications covered by sybsection fa)
or (b) of this section) without required
nolice to the subscrider Or customer if the
governmental entity—

11} uses an administrative subpoena eu-
thorized by a Federal or State statute, or a
Federal or State grand jury subpoenq;

“(2) obtains a warrant issyed under the
Federal Rules of Criminal Procedure or
equivalent State warrani; or )

“(3) obtains a court order for sych disclo-
sure under subsection fd) of this section.

“fd) REQUIREMENTS FOR Courr QOrprr.—A
court order for disclosure under sybsection
1) or (c) of this section shall issue only if
the governmental entity shous that there is
reason (o believe the conlents of q ipire or
electranic communication, or the records or
other information soughl, are relepant to q
legitimate law enforcement inquiry, In the
case of a State governmental authority, such
a court order shall not issue if prohipited b
the law of such State. v
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“§2704, Backup preservation

(@) BacxuP PRESERVATION.—(1) A govern-
mental entity acting under section
2703(6)(2) may inciude in its subpoena or
court order ¢ requirement that the service
provider to whom the request is directed
creale a backup copy of the contents of the
electronic communications sought in order
to preserve those communications. Without
notifying the subscriber or customer of such
subpaena or court order, such service pro-

. vider shall create such backup copy as soon
as - practicable consistent with its regular
business practices and shall confirm to the
governmental entity that such backup copy
.has been made. Such backup copy shall be
created within two business days after re-
ceipt by the service provider of the subpoena
or court order.,

*“{2) Notice to the subscriber or customer
shall be made by the governmental entity
within three days after receipt of such con-
firmation, unless such notice is delayed pur-
suant to section 2705/a).

“(3) The service provider shall not destroy
such backup copy until the later of—

“{A} the delivery of the information, or

“{B) the resolution of any proceedings fin-
cluding appeals of any proceeding) concern-
ing the government’s subpoena or court
order. ’

“(4) The service provider shall release such
backup copy to the requesting governmental
entity no sooner than 14 days after the gov-
ernmental entity’s notice to the subscriber
or customer if such service provider—

“t4) has not received notice from the subd-
scriber or customer that the subscriber or
customer has challenged the governmental
enlity’s request; and

“{B) has not initiated proceedings to chal-
lenge the request of the governmental entity.

“15) A governmental entily may seek lo re-
quire the creation of a backup copy under
subsection (a)(1) of this section if in its sole
discretion such entity determines that there
is reason to believe that notification under
section 2703 of this title of the eristence of
the subpoena or court order may result in
destruction of or tampering with evidence.
This determinalion is not subject to chal-
lenge by the subscriber or customer or serv-
ice provider.

“1b) CusTOMER CHALLENGES.—(1) Within 14

days after notice by the governmental enlity
to the subscriber or customer under subsec-
tion (a)(2} of this section, such subscriber or
customer may file a motion to quash such
‘subpoena or vacate such court order, with
copies served upon the governmental entity
and with written notice of such challenge to
the service provider. A motion to vacale a
court order shall be filed in the court which
issued such order. A motion to quash a sub-
poena shall be filed in the appropriate
United Statcs district court or State court,
Such motion or application shall contain
an affidevit or sworn stalement—

(A} stating that the applicant is a cus-
tomer or subscriber to the service from
which the conlents of electronic communi-
cations maintained for him heve been
sought; and

“(B/ stating the applicant’s reasons for be-
ieving that the records sought are nol rele-
vant to a legitimate law enforcement in-
quiry or that there has not been substantial
compliance with the provisions of this chap-
ter in some other respect.

“t2) Service shall be made under this sec-
tion upon @ governmental entity by deliver-
ing or mailing by régistered or certiyied meil
a copy of the papers to the person, office, or
department specified in the notice which the
customer has received pursuant lo lhis
chapter. For the purposes of this section, the
term ‘delivery’ has the meaning given that
term in the Federal Rules of Civil Procedure.
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“(3) If the court finds that the customer
has complied with paragraphs (1) and (2) of
this subsection, the court shall order the gov-
ernmental entity to file a sworn response,
which may be filed in camera if the govern-
mental entily includes in its response the
reasons which make in camera review ap-
‘propriale. If the court i3 unabdle to deter-
-mine the motion or application on the basis
of the parties’ initial allegations and re-
sponse, the court may conduct such addi-
tional proceedings as it deems appropriate.
All such proceedings shall be completed and
the motion or application decided as soon
as practicable after the filing of the govern-
mental entity’s response. :

“14) If the court finds that the applicant is
not the subscriber or customer for whom the
communications sought by the governmen-
tal entity are maintained, or that there is a
reason to believe that the law enforcement
inquiry is legitimate and that the communi-
cations sought are relevant lo that inquiry,
it shall deny the motion or epplication and
order such process enforced. If the court
finds that the applicant is the subscriber or

.customer for whom the communications

sought by the governmental entity are main-
tained, and that there is not a reason to be-
lieve that the communications sought are
relevant to a legitimate law enforcement in-
quiry, or that there has not been substantial
compliance with the provisions of this chap-
ter, it shall order the process quashed.

‘“(5) A court order denying a motion or ap-
plication under this section shall not be
deemed a final order and no interlocutory
apreal may be taken therefrom by the cus-
tomer.

“§ 2705. Delayed notice

‘“ta) DELAY OF NOTIFICATION,~—(1) A govern-
mental entity acting under section 2703rb)
of this title may—

“CA) where a court order is sought, include
in the application a request, which the court
shall grant, for an order delaying the notifi-
cation required under section 2703t5) of this
title for a period not to exceed 90 days; if the
court delermines that there is reason to be-
lieve that notification of the eristence of the
court order may have an adverse resull de-

-scribed in paragraph (2) of this subsection;

or

“{B} where an administrative subpoena
authorized by a Federal or Stete statute ora
Federal or State grand jury subpoena is ob-
tained, delay the notification required
under section 2703(b) of this title for a
period not to exceed 30 deys upon the execu-
tion of a writlen certification of a supervi-
sory official that there is reason to belicve
that notification of the existence of the sub-
poena may have an adverse resull described
in paragraph (2) of this subsection.

“42) An adverse resull for the purposes of
paragraph (1) of this subscction is—

‘“44) endangering the liYe or physical
safety of an individual;

“{BJ) flight from progeculion;

“(C) destruction cof or tampering with evi-

- dence;

‘“4D) intimidation of polential witnesses;
or

‘tE} otherwise seriously jeopardizing an
investigation or unduly delaying a trial

{3} The governmental entity shall main-
tain a true copy of certification under para-
grapn (1J(B).

.“14) Extensions of the delay of no'u‘zca,-
tion provided in section 2703 of up to 90
days each may be granted by the court upon
application, or by certification by a govern-
mental entity, but only in accordance with
subsection (b) or (¢c) of this section.

“(5) Upon expiration of the period of delay
of notification under paragraph (1) or (4) of
thiz subsection, the governmental entity
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shall serve upon, or deliver by registered or
first class mail to, the customer or subscrib-
er a copy of the process or request together
with notice that—

“(A} states with reasonable specificity the
nature of the law enforcement inquiry; and
. “(B} informs such cu.'s'tomer or subscrib-
er—

“(i) that information maintained for such
customer or subscrider by the service provid-
er named in such process or request wWas sup-.
plied to or requested by that governmental
authority and the date on which the supply-
ing or request took place;

“tii) that notification of such customer ar
subscriber was delayed;

“(iii) what governmenlal entity or court
made the certification or determination
pursuant to which that delay was made; and

“(iv) which provision of this chapter al-
lowed suck delay.

“16) As used in this subsectzon, the term
‘supervisory official’ means the investiga-
tive agent in charge or assistant investiga-
tive agent in charge or an equivalent of an
investigating agency’s headquarters or re-
gional office, or the chief prosecuting atlor-
ney or the first assistant prosecuting attor-
ney or an equivalent of ¢ prosecuting attor-
ney’s headqutrters or regional office.

“tb) PRECLUSION OF NOTICE TO SUBJECT OF
GOVERNMENTAL - ACCESS.—A  governmental
entity acting under section 2703, when it is
not required to notify the subscriber or cus-
tomer under section 2703(bM1J, or to the
extent that it may delay such notice pursu-
ant to subsection (a) of this section, may
apply to a court for an order commanding a
provider of electronic communications serv-
ice or remole computing service to whom a
warrant, subpoena, or court order is direct-
ed, for such period as the court deems appro-
priate, not to nolify any other person of the
existence of the warrant, subpoena, or court
order. The court shall enter such an order if
it determines thal there is reason to believe
that notification of the existence of the war-
rant, subpoena, or court order will resull
in—

“(1) endangering the l:fe or physzcal safety
of an individual

“{2) flight from prosecution;

“43) destruction of or tampering with evi-
dence;

“(4) intimidation of potential u,ttnesses,
or

‘“45) otherwise senously jeopardizing an
investigation or unduly delaying a trial.

*“§ 2706. Cost reimbursement

“{a) PAYMENT.—Ezcepl! as otherwise pro-
vided in subsection f(c), a governmentual
entity obtaining the contenls of communi-
cations, records, or other information under
section 2702, 2703, or 2704 of this title shell
pay to the person or entity assembdling or

. providing such information a fee for reim-

bursement for such costs as are reasonably
neccessary and which have been directly in-
curred in searching for, assembling, repro-
ducing, or otherwise providing such infor-
mation. Such reimbursable costs shall in-
clude any costs due to necessary disruption.
of normal operations of any electronic com-
munication service or remote computing
service in which such information ‘may. be
stored.

“(d) AMoUNT.—The amount of the fee pro-
vided by subsection (a/ shall be as mutually
agreed by the governmental entity and the
person or entity providing the information,
or, in the absence of agreement, shall be as
determined by the court which issued the
order for production of such information (or,
the court before which a criminal prosecu-
tion relating to such information would be
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brought, if no court order was issued for
" produclion of the information).

“(c) The requirement of subsection fa) of
this section does not apply with respect to
records or other information mainteined by
¢ communications common carrier that
relate lo lelephone toll records and tele-
phone lislings obleined under section 2703
of this title. The court may, however, order a
payment as described in subsection (a) if the
court determines the information required
is unusuelly voluminous in nature or other-
wise caused an undue burden on the provid-
en - .

% 2701. Civil action

““la) CAUSE oOF AcTioN.—Any provider of
electronic communication service, subscrib-
er, or cuslomer aggrieved by any violation
of this chapter in which the conduct consti-
tuting the violation is engaged in with a
kpowing or inlentional state of mind may,
in a civil action, recover from the person or
entity which engaged in that violation such
relief as may be appropriate. :

“(b) RELIEF.~In a civil action under thi
section, appropricie relief includes— )

v 1) such preliminary and other equilable
or declarotory relief as may be appropriate;

“(2) damages under subsection (¢/; and

‘137 a reasonable atiorney'’s fee and other
{itigation costs reasonadly incurred. -

“(¢) Damacss.—The court may assess as
damages in a civil action under this section
the sum of the actual demages swfered by
the plainiiff and .any profits made by the vi-
‘clator as a result of the violation, but in no
case shall a person entilled to recover re-
ceive less than the sum of $1,000.

“{d) DEFENSE.~A googd failh reliance on—

“{1) a court warrent or order, a grand jury

- subpoena, @ legislative authorization, or ¢
statutory authorization; - - .

“2) a request of an investigalive or law
enforcement officer under section 2518(7) of
this title; or

“3) a good faith determination that sec-
tion 251113) of this litle permitted the con-
duct complained of; '
is @ complete defense to any civil or crimi-
nal action brought under this chapter or
any other law, )

“1e) LiMITATION.—A civil aclion under this
secticn may not be commenced later than
two years after the date upon which the

. claimant first discovered or had @ reasona-
“ble 'pppoi-tunily to discover the violation.
“§2708. Exclusivity of remedies

“The remedies and sanctions described in
this chapter are the only judicial remedies
and sanctions for nonconstitutional viola-
‘tions of this chapler.

“§2709, Counterintelligence access to telephone foll
- and transactional records ’ .

“fa) Dury 10 PROVIDE.—4 Communica-
tions common carrier or an electronic com-
munication service provider skall comply
with g reques! made for telephone subscriber
information and toll billing records infor-
Mmation, or electronic communicalion trans-
- 8ctional records made by the Diréctor of the
Federal Bureau of Investigation under sub-
. dection (b) of this section.

“tb) ‘REQUIRED CERTIFICATION.—The Direc-

lor of the Federal Bureau of Investigation
for an individual within the Federal Bureau
o Investigation designated for this purpose

V'the Director) may request any such infor-
Mation and records if the Director (or the
Director's designee) certifies in writing to
“ie carrier or provider to which the request
-#made that— :

“11) the information sought is relevant to
180 aythorized foreign counterintelligence
 Muestigation; and
Y "2} there are specific and articulable facts
Wiving reason to believe that the person or
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entity {o whom the information sought per-
tains is a foreign power or an agent of a for-
eign power as defined in section 101 of the
Foreign Intelligence Surveillance Act of 1978
(50 US.C. 1881). - - '

““f¢) PROHIBITION OF CERTAIN DISCLOSURE.—
No communications common cgrrier or
service provider, or officer, employee, Or
agent thereof, shall disclose to any person

hat the Federal Bureau of Investigation has
sought or obicined access to information or
records under this secticn.

“ld} DIszEMINATION BY BURSAU.—The Feder-
¢l Burezu of Investigation may disseminale
information and records obtzined under
this section only os provided in guidelines
epproved by the Attorney General for for-
eign intelligence collection and foreign
counterintelligence investigations conduct-
ed by the Federal Bureau of Investigation,
and, with respect to dissemination to an
agency of the United States, only if such in-
Jormation is clearly relevent to the quthor
ized responsibilities of such agency,

“fe} REQUIREMENT THaT CERTAIN CONGRES-

'STONAL BODIES BE INFORMED.—On q semicn-

nual bdasis the Direcior of the Federal

-Bureau of Investigation shall fully inform

the Permanent Select Committee on Intelli-
gence of the House of Representatives -and
the Select Commitice on Inteliigence of the
Senate concerning cli requests mede under
subsection fb) of this section,
“§2710. Definitions for chapter

“As used in his chapter—

“{1) the terms defined in section 2510 of
this title have, respectively, the definitions

- given such terms in that section: and

(2) the term ‘remole computing service’
means the provision to the public of com-
puler storage or processing services by
means of an electronic communications
system.”.

(b) CLERICAL AMENDMENT.—The {able of
chapters at the dbeginning of part I of title
18, United States Cade, is amended by
adding at the end the following:;

“121. Stored Wire and Electronic Commuy.
. nications and Transactional Records
Access
SEC. 208, EFFECTIVE DATE.

This title and the emendments made by
this title shall take effect 90 days after the
date of the enactment of this Act and shall,
in the case of conduct pursuant lo a court
order or extension, apply only with respect
to court orders or ertensicns made after this
title takes effect.

TITLE [[I~PEXN REGCISTERS
SEC. 391. TITLE 18 AMENDMENT.

{a} IN GEnERaL.—~Title 18 of the United
States Code is amended by inserting after
chapter 205 the following new chapter:

“CHAPTER 256—PEN REGISTLRS

2701"

“Sec,

“3121. General prohibition on pen registe

. use: exception,

“3122. Application for an order for a ren
L register.

“3123. Issuance of an order for a pen regis-

ter.
“3124. Assistance in instcllation and use of
e pen register.
“3125. Reports concerning pen registers.
“3128, Definitions for chapter.
“§3121. General prohibition on pen register use; ex- -
ception
“ta) IN GenErAL.—Ezcepl as provided in
this section, no person may install or use a
pen register withou! first obtaining a court
order under section 3123 of this title or
under the Foreign Intelligence Surveillance
Actof 1978 (50 U.S.C. 1801 et seq.),
*“tb} EXCEPTION.—The prohibition of sud-
section (a) does not apply with respect to the
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use of a pen register by a‘proz)ide.r of elec-
tronic or wire communication service—
operation, mainte-

1) relating to the
sting of a wire or electronic
nance, and fo to the protection

jegtion service or i ’
3?’3{2‘,‘3;@5 or praperty of such provider, or
to the protection of users of that service
from gbuse of service or unlawful use of
o OF .
se:l()z‘feioorecord the fact thal @ wire or elec-
{ronic communicalion was initiated or
completed in order to protect such provider,
another provider furnishing service toward
the completion of the wire comununication,
or a user of that service, from .fmudulefzt,
unluwful or abusive use of service, or with
the consent or the user of thal service.
e} PENALTY.—Whoever knowingly vio-
lates subsection (o) shall be fined under this
title or imprisoned not more than one year,

or both. -
-5 3122, Application for an order for « pen register
“{g) APPLICATION.—~(1) An atlorney for the
Government may make application for an
order or an extension of an ar_der under sec-
tion 3123 of this title qutharizing or approv-
ing the installation and use of a pen register
under this chapter, in writing under oath or
equivalent affirmation, to a court of compe-
risdiction.
teﬁ{tzj}u Unless prokibited by Stale law. a
State investigative or law enfarcement affi-
cer may make application for an 9rder oran
exiension of an order under section 3123 of
this title authorizing or approving the in-
stallation and use of & pen register und;r
this chapter, in writing under oath or equiv-
alent affirmation. to a court of competent
furisdiction of such State. ‘ ) .
“(b) CONTENTS OF Amz.tqnom-—An apz_zl;-
cation under subsection fa) of this section
include— S
Sh“‘zz)‘ the identity of the atiorney for the
Government or the State law enforcement or
investigative officer making the application
and the identity of the law enforcemenl
agency conducting the investigation; and .
2] a certification by the applicant that
the information likely Lo be obiained is rele-
zant to an ongoing criminal invesligation
being conducted by that agency.
«§ 3123, Issuance of an order for a pen register
‘ v GENERAL.—Upon an application
matg:} ul'nder section 3122 of this title, the
court shall enter an ex parle order authqm.
ing the instailation and use of a pen register
within the jurisdiction of the courl if the
court finds that the attorney for the govern-
ment or the Statz law enfp(cment or inves-
tigative officer has certified to the court
that the information likely to be obtained by
such installation g:md use 18 relevanti to an
ongoing criminal investigation. )
«/h) CONTENTS OF ORDER.—AT order issued
under this sectiqn—-
“(1) shall spe .
"?fu the identity, if known, of the person
to whom is leased or in whose name is listed
the telephone line to which the pen register:
i be attached; )
135?5) the identity, if known, of the person
who is the subject of the criminal investiga-
“?“I/LC'/ the number and, i/ known, physical

location of the telephone line to which the

register is to be attached; and-

pe""miga statement of the offense to which
the information likely Lo be oblained by the
pen register relates; and

wr2) shall direct, upon the request of the
applicant, the Furnishing of information, fa-
cilities, and technical 2ssistance necessery
to accomplish the installation of the pen
register under section 3124 of this title

“tc) Trye PERIOD AND EXTENSIONS.—(1) An
order issued under this section shall quthor-
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1z¢ the installation and use of a pen register
Jor @ period not to ezceed 64 days.

“(2) Extensions of such an order may be
granted, but only upon an application for
an order under section 3122 of this title and
upon the judicial finding required by subsec-
tion (a) of this section. The period of exten-
sion shall be for a period not to exceed 60
days.

“ld) NONDISCLOSURE OF EXISTENCE OF PEN
REGISTER.—An order authorizing or approv-
ing the installation and use of a pen regzsber
shall direct that—

. “11) the order be sealed until otherwwe or-
-dered by the court; and

© “(2) the person owning or leasing the line
to which the pen register is attached, or who
has been ordered by the court to provide as-
sistance to the applicant, not disclose the ex-
istence of the pen register or the existence of
the investigation to the listed subscriber, or
to any other person, unless or until other-
wise ordered by the court.
“5 3124, Assistance in installation and use of a pen

register

“fa) In GENERAL.—Upon the request of an
attorney for the government or an officer of
a law enforcement agency authorized to in-

- stall and use a pen register under this chap-.

ter, a provider of wire communication serv-
ice, landlord, custodian, or other person
shall furnish such investigative or law en-
Jorcement officer forthwith all information,
Jacilities, and technical assistance necessary
to accomplish the installation of the pen
register unobirusively and with a minimum
of interference with the services that the
person so ordered by the court accords the
party with respect to whom the installation
and use is to take place, if such gssistance is
directed by e court order as provided in sec-
tion 3123(b}(2) of this title.

“tb) COMPENSATION.—A provider of wire
communicetion service, landlord, custodi-
an, or other person who furnishes facilities
or technical assistance pursuant to this sec-
tion shall be reasonabdly compensated for
such reasonable expenses incurred in pro-
viding such facilities and assistance.

“§ 3125. Reports concerning pen regisiers

" “The Attorney General shall annually
report to Congress on the number of pen reg-
ister orders applied for by law enforcement
agencies of the Department of Justice.

“§ 3126. Definitions for chapter

“As used in this chapter—

“f1) the term ‘communicalions common
carrier’ has the meaning set forth for the

_term ‘common carrier’ in section 3(hJ of the
- Communications Act of 1934 (47 US.C.
153thii;

“(2) the term ‘wire communication’ has
the meaning set forth for such term in sec-
tion 25190 of this title;

“13) the term ‘court of competent junsdzc-
tion’ means—

“tA) a district court of the United Stales
tincluding a magistrate.of such a court) or @
United States Court of Appeals; or

“rB} a court of general criminal jurisdic-
tion of a State authorized by the law of that
State to enter orders authorizing the use of a
pen register;

“t4) the term ‘pen register’ means a demce
which records or decodes electronic or other
impulses which identify the numbers dialed
or otherwise transmitted, with respect to
wire communications, on the telephone line
to which such device is attached, but such
term does not include any device used dy a
provider of wire communication service for
billing, or recording as an incident to bill-

ing, for communications services provided -

by such provider; and .
“(5) the term ‘attorney for the Govern-
ment’ has the meaning given such term for
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the purposes of the Federal Rules of Crimi-
nal Procedure; and

“(6) the term ‘State’ means a State, the
District of Columbia, Puerto Rico, and any
other possession or territory of the United
States.”.

(d) Crerrcas AMENDMNT.—-T?!.G .table of
chapters for part II of title 18 of the United
States Code is amended by inserting after
the itém relating to chapter 205 the follow-
ing new ztem.

“206. Pen Registers 221"

| SEC 308, éi’rzmm DATE..
fa) In GENERAL.—Except as provided in:

subsection (b), this title and the amend-

ments made by this title shall take effect 90

days aster the date of the enactment of this
Act and shall, in the case of conduct pursu-
ant to a court order or extension, apply only
with respect to court orders or exiensions
made after this title takes effect.

tb) SPECIAL RULE FOR STATE AUTHORIZATIONS
OF INTERCEPTIONS.—AnyY pen register order or
installation which would be valid and
lawful without regard to the amendments
made by this title shall be valid and lawrul
notwithstanding such emendments if such
order or installation occurs during the
period beginning on the date such amend-

‘ments take effect and ending on the earlier

of—

(1) the day before the date of the taking
effect of changes in State law required in
order to make orders or installations under
Federal law as amended by this title; or

(2) the date twa years after the date of the

enactment of this Act.

The SPEAKER pro tempore. Is a
second demanded?

Mr. SWINDALL. Mr. Speaker, I
demand a second.

The SPEAKER pro tempore. With-
out objection, a second will be consid-
ered as ordered.

There was no objection.

The SPEAKER pro tempore. The
gentleman from Wisconsin {Mr. Kas-
TENMEIER] will be recognized for 20
minutes and the gentleman from

.Georgia [Mr. SwInNDpALL] will be recog-

nized for 20 minutes.
The Chair recognizes the gentleman

.from Wisconsin [Mr. KASTENMEIER].

(Mr, KASTENMEIER asked and was
given permission to revise and extend
his remarks.)

. GENERAL LEAVE .

Mr. KASTENMEIER. Mr. Speaker, I
ask unanimous consent that all Mem-
bers may have 5§ legislative days in
which to revise and extend their re-
marks on the bill presently under con-
sideration.

The SPEAKER pro tempore. Is
there objection to the request of the
gentleman from Wisconsin?

There was no objection.

Mr. KASTENMEIER. Mr. Speaker, 1
yield myself such time as I may con-

| sume,

Mr. Speaker, I am pleased to present
H.R. 4952, the Electronic Communica-
tions Privacy Act of 1986, an essential
piece of legislation which enjoys broad
bipartisan support both inside and
outside the Congress. I am proud that
this measure is the product of the
House Judiciary Subcommittee which
I chair, the Subcommittee on Courts,
Civil Liberties and the Administration
of Justice, and Is cosponsored by the
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ranking minority member of the sub-
committee, my good friend and col-
league from California, Congressman
CarLOS J. MoORHEAD, and myself. The

_bill was recently reported by the Com-

mittee on the Judiciary by a recorded
vote of 34 to 0.

The Electronic Communications Pri-
vacy Act updates existing federal wire-
tapping law to take into account new
forms of electronic communications
such as electronic mail, cellular tele-
phones, and data transmission by pro-
viding such communications with pro-
tection against improper interception.
The bill also benefits law enforcement
by creating clearer procedures. for the
use of investigative techniques which
involve the interception of communi—
cations.

This legislation, which grew out of
extensive hearings and an Office of
Technology Assessment study, enjoys
the strong support of the business
community, consumer groups, civil lib-
erties organizations and the adminis-
tration. In commenting on the bill the
Departmeni of Justice has said that
“enactment of this bill would repre-
sent & major accomplishment for the
99th Conegress.” Business organiza-
tions supporting the bill include the
National Association of Manufactur-
ers, the National Association of Broad-
casters, numerous telephone compa-
nies and trade associations involved in’

. electronic mail, videotex, cellular tele-

phones, paging services, and ‘other
telecommunications services.

‘This measure is relatively uncontro-
versial in that no amendments were
offered in the committee. The Con-
gressional Budget Office has indicated
that it expects no significant costs
from the bill. Finally, it should be
noted that pending in the Senate is an
identical measure sponsored by the
chairman and ranking minority
member of the relevant Senate sub-
committee. Therefore, I hope that
H.R. 4952 can be acted upon favorably
this afternoon so that we can see
prompt action in the other body. .

Let me take a few moments to high-
light what I believe to be the funda-
menta) principles which guide this leg-
islation.

The first principle is that legislation
which protects electronic communica-
tions from interceptions by either pri-
vate parties or the Government should
be comprehensive, and not limited to
particular types or techniques of com-

.municating. For example, it is techni-

cally impossible to effectively differen-
tiate between wire line phone calls and
those which are carried by wire, micro-
wave, satellite, and radio. Any attempt
to write a law which tries to protect
only those technologies which exist in
the marketplace today; that is, cellular
phones and electronic mail is destined
to be outmoded within a few years.
The second principle which should
be. followed in this area is a recogni-
tion that what is being protected is
the sanctity and privacy of the com-



H 4046

munication. We should not attempt to
discriminate for or against certain
methods of communication, unless
there is a compelling cast that all par-
ties to the communication want the
message accessible to the public.

The third principle we should keep

in mind is that the nature of modern
recordkeeping requires that some level
of privacy protection be extended to
records about us which are stored out-
side the home. When the Founders
added the fourth amendment’s protec-
tion against unreasonable searches
and seizures to the Constitution, they
. did so to protect citizens’ papers and
effects. In those days an individual's
. private writings and records were kept

within the home. That situation has -

changed drastically today. Many
Americans are now using computer
services, which store their bank
records, credit card data, electronic
mail and other personal data. If we
fail to afford. protection against gov-
ernmental snooping in these files, our
right of privacy will evaporate. More-
over, if we fail to protect the records
of third-party providers, there will be
a tremendous disincentive created
against using these services. Thus, the
adverse business consequences of inad-
equate protection for third-party
records with respect to communica-
tions has led several industry groups
to support the privacy provisions of
the bill. . ’
Today Congress stands at a cross-
roads with respect to electronic com-
munications privacy. We may provide
the forum to balance the privacy
rights of citizens with the legitimate
law enforcement needs of the Govern-
ment; or we abdicate that role to ad
hoc decisions made by the courts and
the executive branch. I believe this bill
is a significant step in that direction,
and I urge my colleagues in the House
to support this landmark legislation.
Tke unusual nature cf the cealition
of business, Government and civil lib-
erties groups who support this legisla-

tion is worthy of nete. As my col-.

leagues know the primary sponsors of
this legislation in the House and the
other bedy are the chairman and
ranking minority member of the rele-
vant subcommittees:
Carros MooruEAD, Senator PATRICK
Lzany, the senior Senator from Mary-
land Senator CHARLES McC. MATHIAS
and mzyself. It has been through the
cemmitment and leadership of this
group that this legislation has come as
far gs it has. '
In addition, I would like to pay
homage to a number cf private indi-
viduals and organizatiecns who have
been imstrumental in @eveloping this
legislation: 1 wish to thank: David
Burnham, formerly of the New York
Times; John Shattuck, vice president,
Harvard University; Pris Regan, Office
of Technology Assessment; Ron
Plesser, former general counsel, U.S.
Privacy Protection Study Commission;
Jerry Berman of the American Civil
- Liverties Union; H.W. Willian Caming,

Representative -
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Esq.; Phil Walker of GTE; Michael Ca-
vanaugh of the Electronic Mail Asso-
ciation; Martina Bradford of AT&T;
Barbara Phillips of Telocator; Bob

Maher of Celiular Telephone Industry -

Association; Michael Nugent of EDS;
David Johnson and Mitchell Lazarus
of Wilmer, Cutler & Pickering; Paul
Myer of Capital Cities/ABC, Inc.;

‘Terry Mahoney of the National Broad-

casting Corp.; Steve Jacobs and Steve
Bookshester of the National Associa-
tion of Broadcasters; Joseph DeFranco

- and John Sturm of CBS; Steve Klitz-

man of the Federal Communications
Commission; Trish Witacker of Bell
Communications;; Bremt Regan of
Southwestern Bell; Jim Golden of
Scuthwestern Bell; Hugh Brady of
Bell South; Doug McCollum of C&P
Telephone Co.; Iris Schneider of
NYNEX: Bruce Eggers of Ameritech;

Martin McCue of U.S. Telephone As-

sociation; Steve Pomerantz of Pacific
Telesis; David Peyton of the Informa-
tion Industry Association; Larry Fin-
eran of the National Association of
Manufacturers: Mary Beth Griswold
of GTE; Robert Sweezey of MCI; Ted
Heydinger of CBEMA; Jay Kitchen of
MABER; Perry Williams of American
Radie Relay League; Ed Merliss and
Doug Watts of NCTA; Howard Pastor
of Timmons & Co.; Phillip Hochberg,
Esq; Charles Meehan, Esq.; Magistrate
James Carr; Prof. Ciifford Fishman;
Prof. Michael =~ Goldsmith; Prof.
Herman Schwartz; Prof. George
Trubow; Rick Weingarten and Fred

Wood of OTA; Peggy Miller of Trin-

tex; Richard Fazzone and David Sher-
man of General Electric; Lesiie
Seeman of the Source; Mary Jane
Saunders and Olga Grkavac of
ADAPSO; Kay Riddle of Chase Man-
hattan Bank; Bill Warner ¢f Control
Data; and David Rubashkin of U.S.
West.,

Special mention should also be made
of the personnel of the Department of
Justice who assisted us on this bill, es-
pecially Cary Copeland, Roger Pauley,
Fredsrick Hess, Richard Cinquegrana,
Mark Evapns, Dennis Miller, Harry
Myers, R. Cubbaze, Tom O'Malley,
James LK. Knapp, and Stephen Trott.

PFinally, it would be appropriate to
thank staff members who worked on
this bill: Deborah Leavy, David Beier,
Joe Wolfe, Marilvn Pedretti, and
Sheila Groves. Staff from other sub-
committees and commitiess such-as
Bernard Raimo, Michael O'Neill, Ed
O'Connell, and Hayden Grezory de-
serve mention, as do Senate staff,
John Podesta and Steve Metalitz, Last
but not least credit for intelligent and
careful legislative drafting must go to
Doug Bellis ¢of the Office of Legislative
Counsel.

. Mr. SWINDALL. Mr. Speaker, 1
yield myself such time as I may con-
sume, .

Mr. Speaker, before we consider

H.R. 4952, the Electronic Communica-

tions Privacy Act of 1986, I want to’

first commend the distinguished chair-
man and ranking minority member of
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the Subcommittee on Court, Civil Lib-
erties and the Administration of Jus-
tice for their tenacious support of this
bill. Both the chairman, Mr. KASTEN-
MEIER, and the ranking minority
member, Mr. MoorsuEaD, Worked long
and hard to pursue to consensus of
support that ultimately emerged in
both the subcommittee and the full
committee, .

In addition, it should be noted that
the staffs of both Members, Deborah
Leavy and David Beier for Mr. Kas-
TENMEIER, and Mr. Joe Wolfe for Mr.
MooRHEAD, did yeoman work in keep-
ing the sometimes fragile coalition to-
gether. This bill reflects the kind of bi-
partisan support both at the Member
and the staff levels that too often is
given only lipservice. .

This bill provides a much-needed up-
dating of the Federal wiretapping law
by extending the range of protected
communications to include cellular
communications, electronic mail and
data transmission. .

Additionally, it -establisties clear and
much-needed procedures for law en-
forcement personnel: to follow when
they are engaged in the interception
of otherwise protected csmmunica-
tions. ] .

As the chairman stated, this bili
passed the full committee 34 to 0 with-
out any amendment and is supported
by the business community, consumer
groups, <c¢ivil liberties organizations,
and the administration.

The Senate Committee on the Judi-
ciary is presently eonsidering an iden-
tical measure which has the same type
of bipartisan support which thi:s bili
received in the House. In conclusion, I
want to reiterate my thanks and con-
gratulations to Mr. KASTENMEIER and
Mr. Moorgeap for their work on this
important legislation.

Mr. Speaker, as a member of the
Subcommittee,on Courts, Civil Liber-
ties and the Administration of Justice,
and an original cosponsor of H.R.
4952, I urge my colleagues to support
this valuable and much-needed piece
of legislation.

Before yielding back the balance of
my time, Mr, Speaker, I wish to
engage the chairman of the subcom--
mittee in a short colloquy.

Mr. Chairman., what relatienship
does this legislation have to the
specch and debate clause, article I, sec-
tion 8, especially with respect to access
to records? : ’ .

Mr. XASTENMEIER. Mr. Speaker,
will the gentleman yield?

Mr. SWINDALL. I am happy to-
yield to the gentleman from Wiscon-
sin.

Mr. KASTENMEIER. Mr, Speaker, I
thank the gentleman for yielding.

Under provisions of this act, the
House wiil receive notice of any re-
quested access to records. Resolution -
of the propriety of any such request
will therefore be preserved.

Having stated that, if‘the gentleman
would yield further, I wish to con-
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gratulate and thank the gentleman
from Georgia [Mr. Swixpatr] for his
cogent comments and arguments and
discussion in subcommittee on this
bill. I do remember that, I was a
major contribution.

Mr. SWINDALL. Mr, Speaket, I
thank the gentleman.

Mr. MOORHEAD. Mr. Speaker, | would like
to indicate my strong support for H.R. 4952,
the Electronic Communications Privacy Act of
© 1286 and commend the chairman of the
Courts Subcommittee, Mr. KASTENMEIER, for

his efforts on this legislation. We are here in
‘large part today because of the initiative he
took in the 98th Congress when he introduced

H.R. 6343, a forerunner of H.R. 4952. Need-
- less {o say, we have come a long way since
- then.

* When the Subcommittee on Courts, Civil
Libetties and -the Administration of Justice
began its series of hearings on this issue, it
did so with the recognition that since 1968,
when Congress last addressed the issue of
privacy of communications in a comprehen-
sive -fashion, the technologies of communica-
tions and interception have changed signifi-
cantly. During the hearings it was well docu-
mented by the various witnesses that protec-
~ tion for the new modes of electronic commu-
" nications such as electronic mail, celiular tele-
phones, and satellite transmissions was either
ambiguous or did .not exist.

‘A recent report prepared by the Office of
Technology Assessment entitled “Electronic
~ Surveillance and Civil Liberties,” examined the
new electronic techrologies and concluded
* that

The ‘contents of phone conversations that
arg transmitted in digital form or calls made
on cellutar or cordless phones are not clearly
protected by existing statutes.

Data communications between computers
and digita! transmission to video and graphic

images.are not protected by exisling statutes.

There are several stages at which tha con-
tents of electronic mail messages could be
intercepted: First, at the terminal or in the
electronic files of the sender; sscond, whiie
being communicated; third, in the eiectronic

- matibox of the receiver; fourth, when printed
into hardcopy; and fifth, when retained in the
files of the electronic mail companry or provid-
er for administrative purpeses. Existing law

. offers lithle or no protection at most of these
stages. )

While- there was a consensus among the

witnesses on the need to update existing law -

with respect to the new methods of gleclronic
communications, there were ques*k.ra as o
how that ccuid best be accompiished This
past March, when the Department ¢f Justice
testified before the Courts Subcommitiee, they
. ook the position that while they supported
many of the objectives of the legisiation, they
had severs faw enforcement concerns about
several of its provisions. After that hearing,
the Department undertock a lengthy series of
negotiations with representatives of the affect-
ed industries, as well as with the Courts Sub-
committee. The results of those negotiations
“is H.R. 4932, a landmark piece of legislation
that will provide needed protection for the new
electronic communicatiorns technologies in a
manner that is consistent with the imporiant
needs of law enforcement.

" In short, H.R. 4952 provides clear rules gov-
erning the interception of private communica-
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tions and thereby maintains the integrity of our
communications systems. Likewise, the legis-
lation establishes clear rules for Government
access o new forms of electronic communi-
cations as well as the ftransactional records
regarding such communications. Finally, the
legislation removes cumbersome procedures
from current law that will facilitate the inter-
ests of Federal law enforcement officials. The
legislation is strongly supported by the Depart-
mant of Justice and the satellite commeon car-
riers (AT&T, GTE, RCA, and Western Union;
Nationat Association of Broadcasters [NAB);
NCTA; the three TV networks; the cellular
telephone industry; and private microwave op-
erators, raflroads, General Motors, GE, utili-
tics, et catera; as well as the National Asso-
ciation of Manufacturers {NAM]; the Chamber
of Commerce; the ACLY; and others. Mr.
Speaker, H.R. 4952 is important legislation
with strong bipartisan support, accordingly |
urge my colleagues’ support for the legisiation.
Mr. SWINDALL, Mr. Speaker, 1
have no further requests for time, and
I yield baek the balance of my time.
Mr. KASTENMEIER. Mr. Speaker, 1
have no further requests for time, and
I yield back theé balance of my time.
The SPEAKER pro tempore. The
question is on the motion offered by
the gentleman from Wisconsin [Mr.
KasteNMErER] that the House suspend
the rules and pass the bill, H.R. 4952,
as amended.
The question was taken; and (two-
third having voted in favor thereof)
the rules were suspended and the bill,

-as amended, was passed.

A motion to reconsider was laid on
the table.

PERSONAL EXPLANATION

The SPEAXER pro tempore. Under -

a previous order of the House, the gen-
tleman from Fiorida {Mr. Perper] is
recognized for 5 minutes.

Mr. PEPPER. Mr. Speaker, | was unavoid-
ably absent June 19, 15885, at the time of roll-
call 181. 1 was testifying at that time before
the Senate Special Commiltee on Aging on
the protlem c¢f mandatory retirement. Had 1
been prasent tur the vots aperoving the Jour-
nai cf June 18, 1886, | would have voted
“aye."”

The SPEAXER pro tempore. Under
a previous order of the House, the gen-
tleman from Illinois {Mr. A¥MONZIO] is
recoznized for 5 minutes.
[Mr. ANNUNZIO addressed the
House. His remarks wili appear hereaf-
ter’in the Extensions of Remarks.]

The SPEAKER pro tempore. Under
a previous order of the House, the gen-
tleman from California {Mr. LUNGREN]
is recognized for 60 minutes.

{Mr. LUNGREN - addressed the
House. His remarks will appear hereaf-
ter in the Extensions of Remarks.]

The SPEAKER pro tempore. Under

a previous order of the House, the gen- .

tleman from California [Mr. DANNE-
MEYER] is recognized for 60 minutes.
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[Mr. DANNEMEYER addressed the,
House. His remarks will appear hereaf-
ter in the Extensions of Remarks.}

SPECIAL ORDERS GRANTED

By unanimous consent, permission
to address the House, following the -
legislative program and any special
gders ‘heretofore entered, was granted

(The following Members (at the re-
quest of Mr. Rosert F. SMITH) to revise
and extend their remarks and include
extraneous materiall) .

Mr. DaXNEMEYER, for 60 minutes, on
June 25,

"Mr. DANNEMEYER, for 60 mmutes. on -
June 26,

(The followmg Members (at the re-
quest of Mr. KASTENMEIER) 10 revise
and extend their remarks and include

extraneous material:)

Mr. PEPPER, for 5 minutes, today.

Mr. ANNUNzIO, for 5 minutes, today.

Mr. Gams for 60 minutes, on June
24.

Mr. GAYDOS, for 60 minutes, on June
25..

EXTENSION OF REMARKS

By unanimous consent, permission
to revise and extend remarks was
granted to:

(The following Membexs (at the re-
quest of Mr. RoserT F'. SMrTH) and to in-
clude extraneous matter:) '

Mr. GRADISON,

Mr. SCHUETTE.

Mr. COURTER.

Mr. CoNTE.

(The foliowing Members (at the re-
quest of Mr. KasTeENMEIER) and to in-.
clude extraneous matter:)

Mr. KOSTMAYER. |,

Mr. GarcCia.

Mr. ANDERSON in 10 instances.

Mr. Gonzarez in 10 instances.

Mr. Brown of California in .10 in.
stances,

Mr. ANNUNZIO in six instances,

My, Jones of Tennessee in 10 in-
stances.

"Mr. Bongr of Tennessee in five in-
stances.

Mr. COYNE.

Mr. MUoRTHA in two instances.

Mr. STARK.

Mr. DorGan of North Da.kota

Mr. Leumaxn of Florida in two in-
stances.

ADJOURNMENT

Mr. KASTENMEIER. Mr. Speaker, 1
move that the House do now adjourn.

The motion was agreed to; accord-
ingly (at 12 o'clock and 45 minutes
p.m.), the House adjourned until to-
morrow, Tuesda.y, June 24, 1986, at 12
o'clock noon. :



