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Calendar No. 1064
LS S 9575

To amend title 18, United States Code, with respect to the interception of certain
communications, other forms of surveillance, and for other purposes.

IN THE SENATE OF THE UNITED STATES

JUNE 19 (legislative day, JUNE 16), 1986

Mr. LEany (for himself, Mr. MaTHIAS, Mr. THURMOND, Mr. ANDREWS, Mr.
STaFFORD, and Mr. DECONCINI) introduced the following bill; which was
read twice and referred to the Committee on the Judiciary

SEPTEMBER 27 (legislative day, SEPTEMBER 24), 1986
Reported by Mr. THURMOND, with an amendment

[Strike out all after the enacting clause and insert the part printed in italic)

OcTOBER 1 (legislative day, SEPTEMBER 24), 1986

Referred to the Committee on Commerce, Science, and Transportation for a
period of twenty-four hours

OcTOBER 2 (legislative day, SEPTEMBER 24), 1986

Committee discharged and placed on the calendar pursuant to the order of
October 1, 1986

A BILL

To amend title 18, United States Code, with respect to the
interception of certain communications, other forms of sur-
veillance, and for other purposes.

1 Be it enacted by the Senate and House of Representa-

2 tives of the United States of America in Congress assembled,



1 SECTION + SHORT HTLE:

2

This Aet may be etted as the ~“Fleetronie Communien-

4+ TEE HHNTERCEPTION OF COMMUENICA-

5

TIONS AND RELATED MATTERS

6 SEG: 101 FEDERAL PENALTIES FOR THE INFERCERPTION OF

7
8

COMMUNIGATIONS.

9 United States Code; s amended—

10
11
12
13
14
15
16
17
18
19
20
21

serting “anv aural transfer” in hew thereof;
B) by inserting “(Gneluding the use of sueh eon-
(G) by strilking eut “83 & eommon earrier— and
D) by inserting before the semieolon at the end
or foreign eommeree; but sueh term dees net inelude
the redie pertion of a cordless telephone eommunien-
handset and the base wnit
(2) Seetion 95+0(2) of title 18; United Siates Codes is

22 emended by inserting before the semieclon at the end the
23 following: ‘5 but sueh term dees not include any eleetronie

24 eommuniention—

25

(3) Seetion 2610(4) of title 18; United States Ceode; 8

26 eamended—
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(A) by mserting “or other™ after “aural’’; and

(B) by inserting = eleetronie;~ after “wire -

(4) Seetion 351O0(8) of title 18; United States Code; is
amended by striling out “identity of the parties to sueh eom-
muiention or the existenee; -

(5) Seetion 3510 of title 18; United States Ceode; i
amended—

&) by striking out “and” at the end of paragreph
H6:

B) by striling out the peried &t the end of pars-
graph ) and inserting & semnieolon in Hew thereef;
e

(6) by adding at the end the following:
fer of signs; sighals; writing; hmeges; sounds; date; or
intelligenee of any nature transmitted i whele or in
part by & wire; radio; eleetromagnetie; photoeleetronie
or photooptiesl system that aifeets interstate or foreign
commeree; but does not melude—

(A) the redio portion of & eordless telephene
ecommunieation thet is trensmitted between the

@S 2575 P(S
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“D) any ecommuniontion from & tracking
device (as defined in seetion 3117 of this title):

“18) ‘user’ means any Porson oF entity who—

“A) uses an eleetronic eommuniention serv-
iee; and
“B) i duly authorized by the provider of
sueh serviee to engage in sueh use;
eommunteations; and any ecomputer faeilities or related
eleetronie equipment for the eleetronie storage of sueh
eommunieations;

“1b5) ‘eleetronie communieation serviee’ means
any serviee which provides to users thereof the ability
to send or reeeive wire of eleetronie eontmunieations;

“6) rendiy neeessible to the general publie’
menns; with respeet to & radie eommuniestion; that
sueh eommunieation s ROt—

“A) serambled or enerypted;

whose essential paremeters have been withheld

from the publie with the intention of preserving

the priveey of sueh eommumniestion;

@5 2575 PCS
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E) earried on & subenrrior or other signal
subsidiary to & radio transmission;

“D) transmitted over & ecommuniestion
systemn provided by & eemmon earrier; unless the
eommuniention is & tone only paging system eom-
munieation; orf

) transmitted on frequenecies salloeated
under part 25; subpart Dy B; or E of part W or
part 04 of the Rules of the Federal Communien-
tions Gommission; unless; in the ease of 8 eormmu-
nieation transmitted o & frequeney salloested
under part 74 that is net exelusively alleeated te
breadeast sutiary serviees; the eommuniestion is
& two-way volee eommuniention by radie;

47 “eleetronie storage” meaRT—

“(A) any temperary; intermediate storage of
& wire or cleetronie communiention ineidental t0

“B) sny storage of sueh eommuniention by
ah eleetronie eommuniestion serviee for purpeses
of backup proteetion of sueh eemmuniestion: and
“A8) ‘sural transfer. mesns & transfer eontaining

the humen voiece &bt any peint between and ineluding
the peint of origin and the peint of reeeption—

@5 2575 PGS
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6
& Exepprrions Wirg Resprer 20 Ernerprone

COMMNIGATIONS—

) Seetion I61HING) of title 18; DUnited States Code; is

4 swmended by striking out “or for the purpese of eemmitting

5

6

1

8

9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

ony othos injus 1

(2) Seetion 261H2HD of title 18; United States Ceode; is

amended—

€A) by inserting “or chapier 134 after ‘“this
hopbort: and

B) by striking out “by” the seeond plece it ap-
pears and inserting in leu thereeof < or foreign intelli-
genee petivities eonducted in secordance with ether
wise appheable Foders) law invelving a foreign eloe-
(3) Seetion 251H2) of title 18; United States Code; is

smended by adding at the end the following:

“{g) It shall not be unlawiul under this ehapter or ehap-

ter 121 of this title for any person—

=@) to intereept or aeeess an cleetronie eommuni-
system thet 15 eonfigured se that sueh eleetrenie eom-
muniention is readily seeessible to the general publie;
18 transmitted—
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=B by any station for the use of the general
publie; or that relates te ships; aireraft; wvehieles;
oF persons in distress;

=0 by any governmental; low enforeement;
eivil defense; or publie ssiety eommuniestions
ble to the general publie;

“D by s station opersting on & frequeney
assigned to the amateur; eitizens band; or general
mobile radio serviees: or

=) by any marine or acronautienl eommu-
“{i1) to engage ik any conduet which—

“d) is prohibited by seetien 683 of the Com-
muntesttons Aet of 1884 or

“d) is exeepted from the applieation of see-
tion 7Ob6(a) of the Cemmunieations Aet of 19384
by seetion 70b(b) of that Aet:

“4v) to ntereept any wire of eleetronte eommunt-
estion the transmission of whieh is eausing hermful in-
terferonee to any lawfully opersting statien; to the
extont nreeessary to identify the souree of sueh interfer-
enee; of

) for other users of the same frequeney te
intereept any radio eommunieation made threugh e
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tored by individuels engaged in the provisien or the
use of sueh system; i sueh eommunieation 8 net
serambled ererypted:
“th) I+ shall net be unlawful under this ehapter—

“4) to use & pen register (as that term is defined
for the purpeses of ehapier 206 (relating to pen regis-
terg) of this title);

“Gi) for & provider of eleetronie eommunieation
serviee to reeord the faet that & wire eor eleetrente
ecommunieation was iitisted or completed in order to
iee toward the eompletion of the wire er eleetrenie
eommuniestion; or a user of that serviee; from fraudu-
lent; unlawiul or abusive use of sueh serviee; or

“6ii) to use & deviec that eaptures the ineoming
eleetronie or other impulses whieh identify the numbers
of an instrument from which & wire eommunieation
(e) TEcHNIOAL AND CONPORMING AMENDMENTS—()

Chapter HI of title 18; United States Code; is amended—

A) i each of seetiens 25H0(6); 2510(8)
2516(04b); 2361001); and 2511 through 2518 (exeept
seetions 2516(1) snd 2518(10)); by sirking out “wire
oF oralZ onch place i appenrs Gnchuding in any sootion
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19
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24
25

9
hesading) and inserting “wire; oral; or ecleetronie”
Leu thereof; and
(B) in seetion 25LH); by inserting “or eloe-

(2) The heading of ehapter 118 of title 18; United States
Code; is amended by inserting “AND ELECTRONIC COM-
MUNICATIONS” after “WARE-

) The itemn relating to ehapter 18 in the table of
chapters at the beginning of part I of title 18 of the United
States Code is amended by inserting “and eleetronie eommu-
pieations” after “Wire'-

(4) Seetion 2510(5)e) of titlo 18; United States Code; is
amended by striling out “eompunientions eoPINOn enrrer—
snd mserting “previder of wire or eleetronie eommuniestion
serviee” i lew thereof:

5) Seetion 2HLHNDD) of title 18; United States Cede;
18 arended—

earrier” and taserting “a provider of wire or eleetronie

eommuniestion serviee” in lien thereef:

B) by striking out “of the earrier of sueh eommu-
iee” in lieu thereof; and

nieation eommon earriers” and inserting ‘- exeept thet

e$ 2575 PCS
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8 provider of wire communieation Serviee to the
publie” in lieu thereef:
(6) Seetion 252NN of title 18; United States Code;

s amended—

(A) by striling eut —eommunication eommon ear-
riers” ond inserting “providers of wire or eleetrente
B) by striking out “eommuniention eommon earri-
er” emeh place it eppears end inserting “previder of
thereof: and
inserting “if sueh provider” in hiew thereof:
€D Seetion 251H)a) of titke 18; United States Code; is

aypended—

(A) by striking eut ~& eommunientions eemmon
earrior” the first plaee it appears and inserting “a pro-
vider of wire or eleetronie communieation serviee— in
hieu thereof; and

(B} by striking out “a communieations common
earrior”” the seeond place it appears and inserting
“sueh & provider” in heu thereef; and

(©) by striling out “eommuniontions eommon ear-
rier’s business” end inserting “business of providing

&S 2575 PCS
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that wire of cleetronte eommunieation serviee” in liew

thereef:

(8) Seetion 2518(4) of title 18; United States Code; is
amended by striking out “eommunieation eommon esarrier”
i Heu thereef:

() Prrmatries Mobtrrearion—) Seetton 36311 of
title 18; United States Cede; 13 amended by striang eut
“shall be” and all that fellows through ~or both™ and insert-
ing in heu thereof “shell be punished as provided in subsee-

(2) Seetion 2611 of title 18; United States Cede; 8
smended by adding after the meterial added by seetten 103

“M)n) Exeept as provided in paragreph (b) of this sub-
seetion; wheever vielates subseetion (b of this seetton shell
be fined under this title or umprisoned net mere than five
years; oF both:

“b) H the offense is & first offense under paregraph (a)
of this subseetion and is not for o tortieus or ilegal purpese
or for purpeses of direet or indireet eommereinl adventage or
private eommereinl gain; and the wire or eleetronie eomnmuni-
ention with respeet to whieh the effense under peragreph (8)
is o radio communieation; ther—

o5 2575 PGS
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“@&) i the eommuntention is not the radio perten
of a eelllar telophone ecommuniestion; the eoffender
shall be fined under this title er snprisoned not mere
then one year; or both: and

L6ii) i the eommunieation is the radio pertien of &
eellular telephone eommuntestion; the offender shall be
fined not more than $600 or imprisoned net more than
six months; or both-

“te} Conduaet otherwise an offense under this subseetion
that eonsists of or relates to the mtereeption of a satelite
transmaission thet 19 net enerypted or serambled and that is
transmitted to & broadeasting station for purpeses of retrans-
mission to the general publie is net an offense under this
subseetion unless the eonduet is for the purpeses ef direet or

(o) Exorosrvery oF Remepms Warn Respror 20
E1RoTRONIC COMMUNICATIONS—Seetion 251830) of title
18; United States Code; is amonded by adding at the end the
ter with respeet to the interception of eleetronie eommunien-

@S5 2575 PCS
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SEG: 102: REQUIREMENTS FOR CERFAIN DISCLOSURES-:

Seetion 23611 of title 18; United States Cede; is amend-
ed by adding at the end the fellowing:

“B)A) Exeept as provided in subparagraph (B) of this
paragraph; & persen or entity providing an eleetronie eommu-
eontents of any communiestion (other then ene te sueh
person er entity; or an sgent thereeof) while in transmission
on that serviee to any persen or entity other than an address-
ee or intended reeipiont of sueh communiention or an agent of
sueh addressee or intended reeipiont:

“B) A perser or entity providing electronie cormunien-
tion serviee to the publie mey divulge the eentents of any
sioh .

“&4) as otherwise authorized in seetiorn 261H2)a)
or 261+ of this title;

“G) with the lawiul eonsent of the eriginater er
any addressee or intended reeipient of sueh eommuni-
eation:

“Git) to a person employed or euthorized; oF
whese faetities are used; to ferward sueh eommunien—
tion to its destination; or

“6v) whieh were inadvertently obtained by the
serviee provider and whieh appear to pertein to the
eommission of & erime; i sueh divulgenee 8 made to &
low enforeemnent ageney-——

@S 2575 PCS
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SEG: 103: RECOVERY OF 61IV1L DAMAGES:

Seetion 35630 ef title 18; United States Code; is amend-
ed to read as follews:
=8 2520. Reeovery of eivil damages autherized

“Us) I GENBRAL—ARY person whese wire; orsl; er
ly used in wviolation of this ehapter may in & eivil aetion re-
eover from the persen or entity whieh engaged in thet viela-
tion sueh relief as may be approprinte:

“b) Rempr—In an action under this seetien; appre-

<) sueh preliminary and other equitable or de-

43) & reasensble attorney’s fee and other liiga-

o) CoMPErATION 6F DaMaeBs—The eourt may
898688 a3 demages in an action under this seetten whiehever
is the greater of—

“H the sum of the setusl damages suffered by
the plaintif and any prefits made by the welater as &
restlt of the welation; er

D) statutory demages of whichever is the great-
er of $100 o dey for ench dey of vielation or $10;000-

@3 2575 PCS
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“) & eourt warrant or order; & grand jury sub-
poent; & legislative authorization; or & statutory
horization:
“2) o request of an investigative or law enforee-
memefﬁeef&néefseeﬁeﬁ%%efbhiéﬁﬂe&er
“3) & goed fnith determination that seetien
26511H3) of this title permitted the eonduet eomplained
of:
i & eomplete defense against any eivil or eriminsl aection
brought under this ehapter or eny other provisien of law:
mey not be eommeneed later thar two years after the date
upon whieh the elaimant first has & reasonable oppertunity te
SEG: 104 CERTAIN APPROVALS BY JUSTIGE DEPARTMENT
OFFHICIALS:

Seetion 2616(1) of title 18 of the United States Gede is
amended by strileing out “or any Assistent Attorney Gener-
General; any aeting Assistant Atterney Genersl or any
Deputy Assistant Attorney Genersl i the Criminel
Division?

@S 2575 PCS
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1 SEG: 105: ADDITION OF OFEENSES TO GRIMES FOR WHICH
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INTERCEPTION IS AUTHORIZED:
WirE AND Orat INTBROBPFIONS—Scetion

2516 of title 18 of the United States Code i3 smended—

@35 2575 ICS

() in peragraph (—

(A) by inserting “seetion 751 (relating te
oscaper2 after - e information)

B) by shking out “9314” and inserting

(C) by imserting “the seeond seetion 2330
elating to traffieking in eertain motor vehieles or
motor vehiele parts); seetion 1203 (relating to
hostage teking); seetion 1028 (relating to fraud
and related aetivity in eonneetion with seeess de-
vices); seetion 3146 (relating to penalty for failure
to appesr); seetion 35IHBNB) relating to withess
reloention and sssistanee); seetion 33 (relating bo
destruetion of sireraft or airereft fmeilitios),”’ after

@) by inserting “seetion 1952A (relating to
use of intersiate eomnmeree faeilibios in the eom-
mission of murder for hire); seetion 1962B (relat-
ing to violent erimes in aid of racketeering aetivi-
ty— after ~18563 (nterstate and foreign travel or
transportation i aid of recketeering enber
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&) by inserting 5 seetion 116 (relating to
threatening or retahiating against & Federal offi-
einl); the seetion in ehapter 65 relating to destrue-
tion of an energy faeility; and seetion 1341 (relot-
ing to mail fraud),” after “section 1963 (viclstions
with respeet to raeketeer influeneed and eorrupt

1,
’

@) by striking out “or at the end of paragraph

3) by inserting after paragraph (g) the following:

“th) eny felony violation of seetiens 2511 and
25132 (relating to intereeption and diselosure of eertain
eommunientions and to ecrtain intereepting deviees) ef

“G) the loention of any fugitive from justiee frem
an offense deseribed in +his seetion; or: and

(4 by redesignating paragraph (h) es paregraph
¢

k) Inreponprion oF LELBorRONIC COMMUNIOA-
PrONS—Seetion 3516 of titte 18 of the United States Code
is amended by adding at the end the fellowing:

43} Any attorney for the Government (a8 sueh term is
defined for the purpeses of the Fedeorsl Rules of Crminel
Proeedure) may suthorize an applieation to & Federal judge
of eompotens jurisdiotion for; snd such judge mey grant; in

S 2575 PCS——2
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eonformity with seetion 2518 of this title; an erder authoriz-
ing of approving the intereeption of eleetronie eommunies-
ttons by an investigative or law enforcement officer having
the spplieation 18 made; when sueh intereeption may provide
or has provided evidenee of any Federsl felony"-

1 SEG: 106: APPLICATIONS; ORDERS; AND IMRLEMENTATION OF

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

ORDERS:

&) Prach 6F AUTHORIZED INTRROEPFION—Deetion
2518(3) of title 18 of the United States Code is amended by
States in the ease of & mobile intereeption deviee authorized
by & Federal eourt within sueh jurisdietion)” after “within
the territorial jurisdietion of the eeurt in whieh the judge is

& REMBURSEMBENE PFOR ASSISPANGE—Seetion
2518(4) of title 18 of the United States Gode is amended by
striking out “at the prevailing rates” and inserting in leu
thereof “for reasonsble expenses ineurred in providing sueh
foeilittes or assistanee™—

6} ComMENCEMENE oF THIRTYDaY PRRIOD AND
PosrroNpMENT OF MbpmuzasioN—->eetion 3518(5) of
title 18 of the United States Code is amended—

) by inserting after the first sentenee the follow-
ing: “Such thirty-day period begins on the earhier of

@S 2575 PGS
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the day em whieh the investigative or law enforeement
offieer first begins to econduet an intereeption under the
order or ten days after the erder is entered™; and
3) by adding at the end the follewing: “In the
event the intereepted eommuniestion is i & eode or
foreign language; and an expert in that foreign lan-
gusge of eode is neot ressonably available during the
eeption under this ehapter may be eondueted in whele
or in part by Government personnel; or by an individ-
ual epersting under & eontraet with the Government;
aeting under the supervision of an investigative or law
enforeement officer authorized to eonduet the intereep-
() ALPERNATIVE T0 DESIGNATING SPEOHFIS FActhi-
8 FroM WiHoH COMMUNIGATIONS ARE 76 BB INpBR-
oBPTED—(D) Seetion 3518(1bNiD) of title 18 of the United
States Cede is amended by inserting “exeopt a9 provided in
(2) Seetion 2518(3Hd) of titte 18 of the United States
Gode is amended by inserting “exeept as provided in subsee-
3) Seetton 3518 of title 18 of the United States Code is
amended by adding at the end the following:

@S 2575 PCS
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1) The requirements of subseetiens (b)) end
(B)d) of this seetion relating te the speeifieation of the faeih-
sies from whieh; or the plaee where; the eemmunieation i3 0
be intereepted do net apply H—
“6) in the ease of an applieation with respeet te
the interecption of an oral eommuniention—

L P =3 O U W N
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“D the appliention is by & Federal investiga-
tive or law enforeement officer and is approved by
the Attorney General; the Deputy Attorney Gen-
eral; the Asseciate Attorney General; an Assist-
ant Attorney Genersl; of an aeting Assistent At~
torney Generak

“d) +he applieation eentsins & full and eom-
plete stateraent as to why sueh speeifieation i8 net
offense and whese eommunications are te be
9 net praetieal; and
‘) in the ease of an appheation with respeet to &

Wire or eleetronie eommuniestion—

“ the applieation is by & Federal investiga-
tive or law enforcement offieer and is approved by
the Attorney Genersl; the Deputy Attorney Gen-
eral; the Agseeinte Attorney Gereral; an Assist-
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ant Attorney Genersl; or an aeting Assistant At-
terney General;
heved to be committing the eoffense and whese
eommunientions are to be intereepted and the ap-
plieant makes & showing of & purpose; on the pars
of that persen; to thwart intereeption by ehenging

“HD the judge finds thet sueh purpese hes
been adequately shown:

“(2) An intereeption of & eommuniention under an
order with respeet to whieh the requirements of subseetions
Bb)an) end BH4) of this seetion do not apply by reason of
or the plaee where; the eommunieation i3 to be intereepted is
aseerteined by the person implementing the intereoption
order-

{4) Seetion 2510(h) of title 18; United States Cede; is
amended by mserting “(ineluding whether or not the erder
was an order with respeet to whieh the requirements of see-
tiens 2518(1)(b)Gi) and 2518(3)d) of this title did not apply
by reasen of seetion 2518(11) of this title)” after “applied
for’

oS 2575 PGS
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(&) I GeNBRAE—Nothing in this Aet or the amend-
ments made by this Aet eonstitutes autherity for the eonduet

) CorEan Aerrarms LapeR PROCEPURES Ap-
PROVED BY THE ATTORNEY GRNERAL—Nothing in ehapter
119 or ehapter 121 of title 18; United States Code; shall
affeet the eonduet; by officers or employees of the United
eral law; under procedures approved by the Attorney Gener-
al of setivities intended to—

1) intereept enerypted or other offteinl eommuni-
estions of United States exeeutive braneh entities er
Hatted States Govermpent contractors for communien
tween or among foreign powers or agents of o foreign
power a3 defined by the Foreign Intelligenee Surveil-
lanee Aet of 1048; or

(3) seeess an electronie eommunication system
used exelusively by o foreign power or agent of & for-
eign power as defined by the Koreign Intelligence Sur-
vetllanee Aot of 1978:

(2) IN GBNERAL—Chapter 206 of title 18; United
States Code; is amended by adding at the end the following:
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o) v GENERAT—H 8 eourt i3 empowered to issue &
warrant of other erder for the installation of a mobile traek-
ing deviee; sueh order may suthorize the use of that deviee
tien if the deviee is installed in thet jurisdietion:

“) Pproarron—-~As used ir this seetion; the term
“raeking deviee’ means an eleetronie or meehanieal deviee
whieh permits the traeking of the mevement of o persen or

b) CranrIcAat AMBENDMENT—The table of eontents ab
the beginning of ehapter 205 of titte 18; Unitod States Code;
is amended by adding at the end the fellowing:

Seetion 2383 of title 18; United States Cede; is
amended—

& by inserting ) PH¥steath INTERPRRENCE

Wirs SpahcH—— before “Wheever~ the first plaee

it appears;

(@) by imserting “(b) No®icoR oF SpaRcH——
before “Wheever the seeend place it eppeers; and
(3) by adding at the end the following:

“te) Nortor oF CnRTARN LELBOTRONI6 SURVEH-
EANOE—Wheever; having knowledge thet o Federal investi-
gative or law enforeement offieer has been autherized or has

@S 2575 PGS



W W T D Ut B W N

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

24
applied for suthorizntion under chapter 148 to intereept &
wire; oral; or eleetronie eommunieation,; in order to ebstruet;
impode; or prevent such intereeption; gives motice or at-
tempts to give netiee of the pessible intereeption to any
persor shall be fined undor this title or imprisoned net mere
than five years; or both-

“Wheever; having knowledge that a# Federal offieer has
been autherized or has applied fer authorization te eenduet
veillanee Aet (50 T-S-0: 1801; et seqs); in order to obstruet;
impede; or prevent sueh aetivity; gives notiee or attempts to
give netiee of the pessible setivity te any persen shall be
fined under this title or hnprisoned not more then five years;
or beth——

() v GEnNpRAT—Chapter 118 of title 18; United
States Code; is amended by adding 8t the end the following:

“Whenever i shall appear that any persen is engaged
or i3 about to engage in any aet which eenstitutes or will
eonstitute & felony violatien of this ehapter; the Attermey
General may initiate & eivil aetion in & distriet eourt of the
United States to enjoin such vielation- The eeurt shell pre-
eeed as Soon 8% practieable to the hearing and determination
of such an aetion; and may, ot any Hime before final determi-
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netion; enter sueh 8 restraining order or prohibition; or take
sueh other aetien; as is warranted to prevent & eontinuing
and substantial injury teo the United States er te any persen
or elass of persons for whese preteetion the setion 13 breught:
A preeeeding under this seetion is governed by the Federal
Rules of Civil Proeedure; exeept that; if an indietment has
been returned against the respendent; diseevery is governed
by the Federal Rules of Criminal Proeedure—

(b} CLBRIcAL AMENDMENT—The table of seetions at
the beginning of chapter 119 of title 18; Fnited States Code;
is amended by adding at the end thereof the followang:

(o) by GeNvpRAt—Exeept as provided in subseetion (b);
this title and the smendments made by this title shall take
effeet BO days after the dete of the ennetment of this Aret and
shell; i the ease of eonduet pursuant to & eourt order or
extension; apply enly with respeet to eeurt orders of exten-

) SrectAl REEE FOR STATE AUTHORIZATIONS OF
PERREEPTIONS—ARY intereeption pursusnt te seetion
2516(2) of title 18 of the United States Code whieh weuld be
valid and lawiul without regard to the amendments made by
amendments if sueh intereeption eceurs during the peried be-
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ginning on the dete sueh ameondments take effeet and ending

on the earlier ef—

5 the dey before the date of the teking effeet of
ehapter 118 of title 18; United States Cede; as se
aimended; oFf

() the date two years after the date of the enset
ment of this Aet:

THILE H—STORED WVIRE AND ELEGCTROMNG
GOMMUENICATIONS AND TRANSACTION-
AL RECORDS AGCESS
Fitle 18; United States Cede; is amended by inserting

“CHAPTER 121—STORED WARE AND ELEGTRONIC
GCOMMUNICATIONS AND  TRANSAGCHIONAL

REGORDS ACCESS

“See:

=3701- Unlawiful seeess to stored eommuniestions:

“2702- Diselosure of eontents:

=8708- Requirements for governmental seeess:
~3704- Beekup preservation:

£3705- Delayed notiee:

<2707 Civil setien:

<2708 Exelusivity of remedies:

£3709: Counterintelligenee aeoeess to telephone toll and transaetional records:
“2710- Definitions:

<§ 2701: Unlawful aeeess to stored eommunieations
“o) OrrENSE—Exeept 65 provided in subseetion (e) of
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and therebw obtains; alters; or prevents suthorized neeess 6
& wire of cleetronie eommuniention while # s i eleetronie
storpge i sueh system shall be punished as provided in sub-
seetion (b) of this seetion-
“t) Porasisene—The punishment for an effense
“@) # the offense is eommitted for purpeses ef
eommereinl advantage; malicious destruetion orF
demage; or private commereisl gain—

“(A) o fine of not more than $350;000 er
nprisonment for not more then one year; of both;
in the easse of a first offense under this subpeara-
graph; and

“B) & fine under this title er tnprisonment
for net more than twe ¥ears; or both; for any sub-
sequent offense under this subparagraph; end
“49) o fine of not mere than $5,000 or imprison-

ment for net more than six menths; or beth; in eny
other ease:
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not apply with respeet to eonduet authorized—
“th) by the person er entity providing & wire er
X3 by a user of that serviee with respeet to &
eommunieation of or intended for that user: or
“(3) in seetion 3703 or 3704 of this title:
2§ 2702: Diselosure of eontents
“{a) ProrHBirrons—Iixeept as provided in subseetion
b)—
“(H & persen or entity providing an eleetrenie
ly divulge to any person or entity the eentents of a
iee; and
“2) & persen or entity providing remete eomput-
g serviee to the publie shall net knewingly divulge to
aRYy personr or entiy the eontents of any eommuniea
tion whieh is earried or maintained on thet serviee—
“tA) on behalf of; and reeetved by means of
of eomputer processiig of communiestions re-
eeived by means of eleetronie transmissien from);
& subseriber or eustomer of such serviee: and
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“(B) solely for the purpose of providing stor-
fge OF eomputer processing serviees to sueh sub-
seriber or eustomer; i the provider is not author-
ized to aeeess the eontents of any sueh eommuni-
entions for purpeses of providing any serviees

other than storage o eomputer proeessing:
“(b) Exorprions—A person of entity may divalge the

eontents of & communiontion—

“@) to an addressee or mbtended reeipient of sueh
eommuniention or an agent of suech addressee or -

“3) a9 otherwise sauthorized in seetien 2516;
2511)e); or 23703 of this title:

“(3) with the lawful eonsent of the eoriginater er
an addressee or intonded reeiptent of sueh eommunien—
tion; or the subseriber in the ease of remote eomputing

“4) o & porsen employed or authorized or whese
faeilities are used to forward sueh eommuniention to 8
Jostination:

45) as mey be neeessarily ineident to the rendi-
tion of the serviee er to the proteetion of the rights or
property of the provider of that serviee; or

“6) to & law enforeement ageney; ¥ sueh eon-
tents—
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“A) wvere insdvertently ebtained by the
“(B) appear to pertain to the commission of
& erine:
“8§ 2703- Requirements for governmental aeeess
“a) CoNTENTS OF EHBOFRONIC COMMUNIGATIONS IN

tion serviee of the eontents of & non—voiee wire eommunion-
age ik oR cleetronie eommunieations system for one hundred
and eighty days or less; only pursuant t6 & warrant issued
under the Federal Rules of Criminal Proeedure or equivalent
State warrent: A governmental entity may require the diselo-
sure by & provider of electronie eommunieations serviees of
the eontents of an eleetronie eommuniention that has been in
eleetronie storage in an cleetronie eommunieations system for
more than one hundred and eighty days by the means avail-
able under subseetion (b) of this seetion:

“(b) CONTENTS O0F ELROTRONIC COMMUNICATIONS IN
4 REMOPE COMPHERNG SERVOER—) A governmental
entity may require & provider of rernote computing serviee t0
diselose the eentents of any ecleetronic eommuniestion +6
whieh this paregreph is mede appliesble by paragraph (3) of
this subseetion—
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“A) witheut required notiee to the subseriber er
eustomer; i the governmental entity ebtains & warrant
issued under the Federal Rules of Griminal Proeedure
or equivalent State warrant: or
entity to the subseriber or eustomer if the governmen-
ized by & Federal or State statute or & federsl or
Stete grend jury subpeena; of
“fi) obtains a ecourt order for sueh diselosure
under subseetion (d) of this seetion;
exeept that delayed notiee may be given pursuant te
seetion 3705 of this title:
“(2) Peragraph (1) is appliesble with respeet to any

eleetronie ecommuniention that 13 held or maintained on that

Serviee—

“(A) on behalf of; and reeeived by means of elee-
tronie transmission from (er ereated by means of eom-
puter proeessing of eommunientions reeeived by mesns
of cleetronie transmission frem); & subseriber of eus-
tomer of sueh remote eomputing service; and

“(B) selely for the purpose of providing storage er
eomputer proeessing serviees to sueh subseriber oF eus-
tomer; i the provider is net autherized to aeeess the

oS 2575 P(S
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eontents of any such eommuniestions for purpeses eof

providing any serviees other than sterage or eemputer

proeessing:

“te} Beocorbs ConcBRNING LrBorroNie CowproNi-
CATIONS SERVIOE OR REMOTE COMPUERING SERVOEH—A
governmental entity may require & provider of eleetronie
eommuniestions Serviee of remote eomputing serviee to dis-
elose & reeord or other information pertaining to & subseriber
to or eustomer of sueh serviee (ot ineluding the eontents of
eonrmuniestions eovered by subseetion (a) or (b) of this see-
tton) withott required netiee to the subseriber or eustemer i
the governmental entity—

“1) uses an admipisteative subpeens authorized
by a Federal er State statute; er & Federal or State
“2) obtans & warrant issued under the Federsi
Rutes of Criminal Procedure o equivalent Stote war

FaRb: OF

“3) ebtains & eourt order for sueh diselosure
under subseetion (d) of this seetion:

“d) RequineMenes PoR Cours ORDPER—A eourt
order for diselosure under subseetion (b) or (e) of this seetion
reasen to believe the eontents of & wire or eleetronie eommu-
nieation; or the rooords or othor information sought; are relo-
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vant to & legitimate law enforeement nquiry- In the ease of &
State governmental authority; sueh & eourt order shall net
issue if prohibited by the law of sueh State:
“§ 2704 Baekup preservation

“to) Barokor PruspRVATION—D) A governmentsl
entity aeting under seetion 3703(h}(2) may inelude in its sub-
poenty of eourt order & requirement that the serviee provider
to whom the request is direeted ereste & baekup eopy of the
eontents of the eleetronie communtentions seught in order to
seriber or eustomer of sueh subpoena or eourt order; sueh
serviee provider shell ereate sueh baekup eopy as seen as
shell eonfirm to the governmental entity thet sweh baelenp
eopy has been made: Sueh baekup eopy shell be ereated
within twe bustiress deys after reecipt by the serviee provider
of the subpeens or eourt order:

“(2) Netiee to the subseriber or eustomer shall be made
by the governmental entity within three days sfter reeeipt of
steh eenfirmation; unless sueh notiee is delayed pursuant to
segtion 3706(8)-

(3) The service provider shall not destroy sueh backup
eopy until the later of—

“A) the delivery of the information: ef
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“(B) the resolution of any proceedings (neluding
appenis of any proeceding) eenecerming the gevern-
ment-s subpoens of court order:

“{4) The serviee provider shell release suech baekup eopy
to the requesting gevernmental entity no seoner then four-
teer davs after the governmental entitvls netiee to the sub-
seriber or eustomer i sueh serviee provider—

or eustomner that the subseriber or eustomer has ehal-

lenged the governmental entity’s request; and

“4B) hes not initiated proecodings to ohallengo the
request of the governmental entity-

“(5) A governmentsl entity may seek to require the ere-
ation of & baekup eopy under subseetion ()1 of this seetion
H i i#8 sele diseretion such entity detcrmines thet there is
reasen to belteve that netifieation under seetion 2703 of this
title of the existenee of the subpoens or eourt erder may
result in destruetion of or tampering with evidenee: This de-
termination 13 not subjeet to ehallenge by the subseriber or

days after notiee by the governmental entity to the subseriber
or eustomer under subseetion (a}3) of this seetion; sueh sub-
seriber o eustorner may file & motion to quash sueh subpeena
or vaeate sueh eourt erder; with eepies served upen the gev-
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erpmental entity and with written notiee of sueh ehallenge to
the serviee provider: A motion to vaeste & eourt order shall
be filed in the eourt which issued sueh erder: A metion te
quash & subpoens shall be filed i the apprepriste United
States distriet eourt or State eourt: Such motion or applea-
tion shell eontain an affidevit or sworn statement—
A} steting that the appliesnt is e eustomer or
subseriber to the serviee frem whieh the eentenis of
been seught: and
that the reeords sought are not relevant to & legitimate
law enforeement inquiry or that there has net been
substantial complinnee with the provistons of this ehap-
ter in some other respeet:
£42) Serviee shell be made under this seetion upor #
governmentel entity by delivering or muiling by regisbered or
eertified mail & eopy of the papers to the persen; offiee; or
departinent speeified in the neties whieh the eustemner hes
reeeived pursuant to this ehapter: For the purpeses of this
in the Federal Rules of Civil Proeedure-

“(8) K the eourt finds thet the eustomer has eomplied
with paragraphs (1) and (3) of this subseetion; the eourt shall
order the governmental entity to file & sworn respense; whieh
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mey be fled in eamers H the governmental entity weludes in
9 rosponse the reasens whieh make in e8MEEs FOVOW APPEO-
printe- I the eourt is unable to determine the metion or ap-
plieatior on the basis of the parties’ initiel ellegetions end
es it deems appropriate: Adl sueh proceedings shell be eom-
pleted and the motion or appheation deeided as soon as prae-
tieable after the filing of the governmental entity’s response:

“(4) I the eourt finds that the applieant is not the sub-
seriber or eustomer for whom the eommunieations sought by
the governmentsl entity are maintained; or that there is &
reason to believe thet the law enforecment inquiry is legiti-
mate and that the eommunieations sought are relevant to
that inquiry; it shall deny the motion of appheation and order
sueh proeess enforeed: H the eourt finds that the applieant is
the subseriber or eustemer for whem the eemmunieations
there i3 not & reasen to6 believe that the eemmunientions
seught are relevant to a legitiraate law enforeement nquiry;
or that there has net been substantinl eornplianee with the
provisions of this ehapter; it shall order the preeess quashed:

“5) A eourt order denying a motion or appliestion
under this seetion shall net be deemed & final order and ne
mterloeutory appenl may be token therefrem by the
eUstomer:
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~a) DpEAY oF Normricarion—(b A governmental

entity aeting under seetion 2703(b) of this title may—

“A) where & eourt order is sought; inelude in the
apphieation & request; whieh the eeurt shall grant; for
tton 2703(b) of this title for o peried not t0 exeeed
ninety days; ¥ the eourt determines that there is
reason to believe that netifieation of the existenee of
the eourt order may have an adverse result deserbed
in parsgraph (2) of this subseetion; or

“B) where an administrative subpeenn suthetized
by a Federal or State statute or & Hederal or State
grand jury subpoens is obtained; delay the netifiestion
required under seetion 3703(h) of this title for & peried
not to exeeed ninety days upon the exeeution of & writ—
ten eertifiention of & supervisery offieial that there is
reason t0 believe that netifieation of the existenee of
the subpoena may have an adverse result desertbed in
paragraph (2) of this subseetton:

‘43) An adverse result for the purpeses of paragraph (1)

of this subseetion is—

“A) endangering the lfe or physieal safety of an
individusl:
4O) destruetion of or tampering with evidenee:
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(D) intimidation of pobential wi : or

tion or unduly delaying s trial

“(3) The governmentnl entity shall mointain o true eopy
of eertifiention under paregraph (H(B)-

“(4) Extensions of the delay of notifiention previded
seetion 3708 of up to ninoty days each may be granted by the
eourt upor applieation; or by eertiftention by & governmentsl
entity; but only in aeeordanee with subseetion (b) oF (o) of this
seetion:

“b5) Upen expiration of the peried of delay of netifien-
tton under paragraph (1 or (4) of this subseetion; the govern-
mental ontity shall serve upen; or deliver by registered or
first-elass mail to; the eustomer or subseriber & eopy of the
proeess or request together with netiee that—

of the law enforeement inquiry; and

~(B) informs sueh eustomer or subseriber—
tomer or subseriber by the serviee previder named
in sueh proeess or request was supphed to or re-
quosied by thet governmentel suthority and the
date on whieh the supplying or request teok
plose;
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<G that notifieation of sueh eustomer er
subseriber was delayed;

“Gi) whet governmental entity or eourt
made the eertifieation or determinstion pursusnt
to whieh that delay was made: and

“Gv) whieh provision of this chapter allowed
sueh delay:

sory offieinl” means the investigative agent in eharge or
assistant investigative agent in eharge or an equivelont
of an investigating ageney’s heedquarters or regional
offiee; or the chief proseeuting attorney or the first as-
sistant proseeuting attorpey or ap equivalent of & pros-
eeuting attorney s headquarters or regionsl offiee:
“(b) Prrorusion oF NoTicnR 70 SUBIH6T oF Gov-
seetion 2708; when it is net required to netify the subseriber
or eustomer under seetion 3703(b)1); or t0 the extent that i
may delay sueh potice pursuant to subseetion (n) of this see-
tion; may apply to & eourt for an order eommanding & provid-
er of eleetronie eommunieations serviee of rermote eomputing
serviee t0 whom & warrant; subpeens; of eourt erder i di-
reeted; for sueh peried as the eourt deems appropriate; net to
notify any other persen of the existenee of the warrant; sub-
poent; or eourt order- The eourt shell enter sueh an erder
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it determines that there i3 reasen te beleve that netiffention
of the existenee of the warrsnt; subpoens; or eourt order will
result m—
“() endsngering the lHe or physiesl safety of an
3) destruetion of or tampering with evidenee:
tion or unduly deleying o trak
“§ 2706- GCost reimbursement
“a) Paympne—Exeept as otherwise provided in sub-
seetion (e); & governmental entity obtaining the eentents of
eommunications; reeords; or other information under seetion
2702; 29038; or 3704 of this title shall pay te the persen or
entity assembling or providing sueh informsation a fee for re-
tmbursement for sueh eosts a8 are reasenably neeessary and
Sueh reimbursable eests shall inelude any eests due to neees-
sary disruption of normal eperatiens of any eleetronie eom-
sueh informetion may be stored:
“tb) Avorre—The amount of the fee provided by sub-
geetion (a) shall be as mutuslly agreed by the gevernmental
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entity and the persen or entity providing the infermation; or;
in the absenee of agreement; shall be a3 determined by the
ecurt whieh issued the erder for production of sueh informa-
tion (or the eourt before whieh a eriminal proseeution relsting
to sueh information wotdd be brought; i no eourt order was
igsued for produetion of the information):

‘“4e) The requirement of subseetion (a) of this seetien
does net apply with respeet to reeerds or other information
mentatned by o commrarentions common earrier that relate
te telephone toll reeords and telephone hstings obtained
under seetion 2703 of this title: The eourt may; however;
order & payment as deseribed i subseetion (a) i the eourt
determines the information required is unusunlly veluminous
in nature or eotherwise esused an undue burder en the
provider:

“As) CAUSE OF ACPION—Any provider of eleetronie
eonpmunieation serviee; subseriber; or eustomer aggrieved by
any vielation of this ehapter in which the eonduet eonstitut-
ing the violation is engaged in with & knowing or intentional
state of mind may; in a eivil action; reeover from the persen
or entity whieh engaged in that vielatien such relief 85 mey
be approprintes

“b) Rerpr—In 8 eivil petion under this seetior; ap-
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“4) sueh preliminary end other equitable or de-
elaratory relief as may be appropriate;

YD) damnages under subsoetion (o) and

“3) o reasensble stterneys fee and other htiga-
“be) DamacES—The eourt may assess as damages in &

eivil aetion under this seetion the sum of the aetusl damages
suffered by the plaintiff end any profits made by the vielster
as & restlt of the aelation; but in ne ease shall & persen
entitled t0 reeover reeetrve less than the sum of $1;000-

“H) & eourt warrant of erder; & grand jury sub-
peens; & legislative autherizstion; or o statutory au-
horization:

) a request of an ipvestigative or law enforee-
ment officer under seetion 2518(P) of this title; or

“B) & good faith determination that seetien
25113} of this title permitted the eonduet eomplained
of:

s 8 eomplete defense to any ervil or eriminnl aetion brought
under this ehapter or any ether law-
may not be commenced later than twe years after the date
upen whieh the elaimant first diseovered or had & reasenable
opportunity to diseever the welation:
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sional wolations of this chapter
“§ 2709: Counterinteligenee aeeess to telephone toll and

transaetional reeords

oarrier or an electronie eommuniention serviee provider shall
eomply with & request made for telephone subseriber informa-
tion and toll billing reeords information; or electronio eommu-
nieation transaotional reeords made by the Direeter of the
Federal Burean of Investigation under subseetion (b) of thie
seetion:

“b) Rreuinep Cerrrrearron—The Direetor of the
Federel Burean of Investigation (or an individual within the
Federal Bureau of Investigation designated for this purpese
writing to the eafrier er provider to whieh the request is
made that—

“@) the information seught is relevent to an au-
reason to believe that the persen or entity to whem the
information seught pertains i8 o foreigh Power oF en
agent of & foreign power a8 defined in seetion 161 of

®S 2575 PGS
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the Foreign Intelligence Surveillenee Aet of 1998 (50

“te) Prommrrion oF Cearamy DiserostvrE—Ne
COmMURIentions COMIMOR eAFFier oF Serviee provider; or offi-
cer; employee; or agent thereof: shall diselose to any persen
thet the Federal Bureau of Investigation has sought or eb-
tained aeeess to information or reeords under this seetien:

“d DisspMiarion BY BurRpatt—The Federal
Buress of I iention may di : o on and
Lines approved by the Aditorney Generel for foreign intelli-
gonce on and foreign ol : :
tions eondueted by the Federal Bureau of Investigation; and;
with respeet to disseminsation t0 an ageney of the United
States; enly i sueh information is eleatrly relevant to the au-
therized respensibilities of sueh ageney-

“e) REQUIRBMBNE THAT CBRTIANN CONGRESSIONAL
Bobpins s bwrorMED—0On & semiannusl basis the Direetor
of the Federal Buresu of Investigation shall fully inform the
Permanent Seleet Committee on Inteligenee of the House of
Representatives and the Seleet Committee on Intelligenee of
the Senate eoncerning all requests made under subseetion (b)
of this seetion:

“As used in this ehapter—
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“@) the terms defined in seetion 2510 of this title
that seetton; and
) the term ‘remeote computing serviee’ mesns
the prevision to the publie of computer storage or proe-
essthg serviees by means of an eleetronie communies-
() Crprreat AMenpMBNP—The table of ehapters at
the beginning of part I of title 18; United States Geode; is
smended by adding at the end the following:

aetional Reeords Aeeess ————rmmres 2701

This tithe and the amendments made by this title shall
soke offoot minety days aftor the date of the enaetmont of this
Aet and shall; i the ease of eonduet pursuant to & eourt
order or extension; apply only with respeet to eeurt orders or

TITLE HI—PEN REGISTERS

(e) In GENERAL—Title 18 of the United States Cede
is amended by inserting after chapter 205 the following new
ehaptor:

“CHAPTER 206—PEN REGISTERS
“See-
“31231: Genersl prohibition on pen register use; exeeption:

43123 Appleation for an order for & pen register:
43193 Issuance of an erder for & pen register:

@5 2575 P(S
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L8134 Assistence in installation and use of & pen register:

~a) Iy GENBRAT—Exeept a3 provided in this seetion;

no person may install or use & pen register witheus first ob-
taining & eoturt order under seetion 8138 of this title or under
she Foreign Intelligence Surveillance At of 1078 (50 U-S.C-
1801 ot seq)-

“b) Exeomprron—The prohibition of subseetion (a)

dees not apply with respeet to the use of & pen register by &
provider of cloetronie or wire eommuniestion serviee—

“4) relating to the operation; maintennnee; and
testing of & wire er eleetronie communiestion serviee
or to the proteetion of the rights or property of sueh
provider; or to the proteetion of users of that serviee
from abuse of serviee or unlawful use of serviee: or

“2) to reeord the faet that & wire er eleetrenie
eommuniention was imitinted or completed in order to
iee toward the eompletion of the wire eemmuniention;
or & user of that serviee; from fraudwlent; unlawial or
abusive use of serviee; o with the eonsent of the user
of that serviee:

23 tien (o) shall be fined under this title or imprisoned net mere
24 then ene year; or both-
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£§ 3122. Applieation for an erder for a pen register

“(8) APPLICATION—(1) An atterney for the Gevern-
ment mey make spplieation for an order of an extension of an
order under seotion 8133 of this title suthorizing or approv-
ing the instellation and use of & pen register under this ehap-
tor; in writing under oath or equivalent affirmation; to & eourt
of eompetent jurisdietion:

£42) Hnless prohibited by State lew; & State mvestiga-
tive or low enforeement officer may make appliestion for an
order or an extonsion of an order under seetion 8133 of this
title authorizing or approving the installation and use ef &
pen register under this ehapter; in writing under eath or
equivalent affirmation; to a eourt of competent jurisdietion of
streh Stete:

“(b) CONEENFS OF APPLICATION—AR apphiestion
under subseetion {n) of this seetion shall include—

“@) the identity of the atterney for the Geovern-
ment of the State law enfereement or nvestigative of-
fieer moking the appliestion and the identity of the law

“D) o eertifiention by the applieant that the for-
mation likely to be eobtained is relevant to an ongoing

“§ 3123 Issuanee of an order for a pen register

“a) b GerERAL—Upon an appliestion mede under

seetion 8132 of this title; the eourt shall enter an ex parte

@S 2575 PGS
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1 erder sutheriming the installation and use of & pen register
2 wathin the jurisdietion of the eeurt H the eourt finds that the
3 attorney for the government or the State law enforeement or
4 ipvestigative offtcer has eertified to the eourt that the infer-
5 matien litely to be ebtained by sueh installation and use is
6 relevant to an ongeing eriminal investigation:

7

“b) ConTeNes OF ORPER—AR order issued under

8 this seetion—

9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
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“A) the identity; i knewn; of the persen to
whem is leased e in whese name is listed the
telephone line to which the pen register is to be
attnehed;

“B) the identity; i known; of the persen
who is the subjeet of the eriminal investigation;

“0) the number and; i known; physiesl lo-
eation of the telephone hine to whieh the pen reg-
ister is to be atinched: and

“D) a statement of the offense to whieh the
wntormation Likely to be ebtained by the pen regis-
ser relates; and
“42) shall direet; upon the request of the apphi-

neal assistanee neeessary to aceomphsh the mstallation
of the pen register under seetion 3134 of this title:
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1 “(e) TrMe Peniodp aND ExreNsioNns—() An erder
2 issued under this seetion shall autherize the installation and
3 use of & pen register for & period net to exeeed sixty days:
4 =(2) Extensions of such an order may be granted; but
5 enly upen an applieation for an order under seetion 3433 of
6 this title and upon the judieinl finding required by subseetion
T (a) of this seetion- The period of extension shall be for a
8 period not to exeeced sixty days:
9 “d) Nonpiserosunre oF Existence oF Pen Reeis-
10 =BR—An order authorizing or approving the installation and

11 wuse of & pen register shall direet that—

12 “) the order be sealed until etherwise erdered
13 by the eourt; and

14 “2) the person owning or leasing the line o

15 whieh the pen register is atteeched; or whe has been
16 ordered by the eourt to provide assistenee to the apph-
17 eant; not diselose the existenee of the pen register or
18 the existenee of the mvestigation te the listed subserib-
19 ef; of to any other person; unless or until otherwise or-
20 dered by the eourt:

21 “53124: Assistanee in installation and use of a pen regis-
22 ter

23 “(a) Iv GENERAE—Upon the request of an attorney for
24 the government or an offieer of & low enforeement ageney
25 authorized to install and use & pen register under this ehap-

S 2575 PCS——4
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tor; & provider of wire communiention serviee; landlord; eus-
todian; or ether persen shall furnish sueh investigative or law
teehnionl assistanee necessary to aceomplish the instellation
of the pen register unebtrusively and with & minimum of in-
serferenee with the serviees that the persen so erdered by the
eourt neeords the party with respeet to whoem the installation
and use i3 to take plaee; f such assistenee is direeted by &
eourt order a8 provided in seetion 3123(b}3) of this title:

“) CoMprENsATION—A provider of wire eommunien-
tion serviee; landlord; eustodian; o ether person whe fur-
nishes foeilittes or teehnienl assistanee pursuant to this see-
tion shall be reasenably eompensated for sueh reasenable ex-

“The Attorney Genersl shall annually repert te Con-
gross on the number of pen rogister orders apphied for by law
enforeement ageneies of the Department of Justiee:

“As used in this ehapter—

has the meaning set forth for the term ‘eommen earr-

er in seetion 8(h) of the Communieations Aet of 1934
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49} the term ‘wire eommunieation’ has the mean-
ing set forth for sueh term in seetion 2510 of this title:
“B) the term ‘eourt of competent jurisdietion’
Heans—
LA 8 distriet eourt of the United States (n-
eluding o megistrate of sueh & eourt) or & United
States Court of Appesls; of
“B) & eourt of general eriminal jurisdietion
of & State autherized by the law of that State te
enter orders authorizing the use of & pen register:
“4) the term ‘pen register. means & deviee whieh
reecrds or deecodes eleetronie or other impulses whieh
identify the numbers dinled or otherwise transmitted;
with respeet to wire eommunieations; on the telephone
line to whieh sueh deviee is atteched; but sueh term
does not inelude any deviee used by & provider of wire
eommunieation serviee for billing, or reeording as an
ed by sueh provider; and

“6) the term ‘attorney for the Geverament has
the meaning given sueh term for the purpeses of the
Federal Rules of Criminal Proeedure: and

6) the term “State’ mesns & State; the Distriet
of Celumbia; Puerte Rieo; and any other pessession or
territory of the United States™-

®$ 2575 PGS
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() CoBRICAL AMBNDMBENF—The table of ehapters for
part H of title 18 of the Hnited States Cede is amended by
inserting after the item releting to ehapter 3056 the following
T B T 31247,

(e) Iy GENERA—Exeept as provided in subseetion (b);
this titte and the amendments made by this title shall take
effeet ninety days after the date of the ennetment of this Aet
and shell; in the ease of conduet pursuant to & eourt order or
extension; apply only with respeet to eourt erders or exten-

h) SeReiat RUER FOR STATE ACTHORIZATIONS OF
hrrrRoEPHIONS—ANRY pen register order of installatien
whieh weuld be wvalid and lawful without regard to the
amendments made by this title shall be valid and lawlal net-
withstanding sueh amendments if sueh order or installation
ments take effeet and ending on the earlier of—

) the day before the date of the taling effeet of
chonges in State law required i order to make orders
or installations under Federsl law as amended by this
title: or

(2) the date two years after the date of the enset-
ment of this Aet:

@S 2575 PCS
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1 SECTION 1. SHORT TITLE.

2 This Act may be cited as the “Electronic Communica-

3 tions Privacy Act of 1986”".
4 TITLE I-INTERCEPTION OF

5 COMMUNICATIONS AND RELATED MATTERS
6 SEC. 101. FEDERAL PENALTIES FOR THE INTERCEPTION OF
7 COMMUNICATIONS.

8 (a) DEFINITIONS.—(1) Section 2510(1) of title 18,

9 United States Code, is amended—

10 (4) by striking out “any communication” and in-
11 serting “‘any aural transfer’ in lieu thereof;

12 (B) by inserting “(including the use of such con-
13 nection in a switching station)” after “‘reception’’.

14 (C) by striking out “as a common carrier’” and
15 (D) by inserting before the semicolon at the end
16 the following: “or communications affecting interstate
17 or foreign commerce and such term includes any elec-
18 tronic storage of such communication, but such term
19 does not include the radio portion of a cordless tele-
20 phone communication that is transmitted between the
21 cordless telephone handset and the base unit”.

22 (2) Section 2510(2) of title 18, United States Code, 13
23 amended by inserting before the semicolon at the end the fol-

24 lowing: “, but such term does not include any electronic

25 communication’’.

@5 2575 PCS
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(3) Section 2510(4) of title 18, United States Code, 1s

amended—

(4) by inserting ‘‘or other” after “aural’’; and

(B) by inserting “, electronic,” after “wire”.

(4) Section 2510(5) of title 18, United States Code, is
amended in clause (a)(1) by inserting before the semicolon the
following: “or furnished by such subscriber or user for con-
nection to the facilities of such service and used in the ordi-
nary course of its business”.

(5) Section 2510(8) of title 18, United States Code, ts
amended by striking out “identity of the parties to such com-
munication or the existence,”’.

(6) Section 2510 of title 18, United States Code, 1s
amended—

(4) by striking out “‘and’ at the end of paragraph
(10);

(B) by striking out the period at the end of para-
graph (11) and inserting a semicolon in liew thereof;
and

(C) by adding at the end the following:

“(12) ‘electronic commumnication’ means any
transfer of signs, signals, writing, images, sounds,
data, or intelligence of any nature transmitted 1n whole

or in_part by a wire, radio, electromagnetic, photoelec-
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tronic or photooptical system that affects interstate or
foreign commerce, but does not include—

“(4) the radio portion of a cordless telephone
communication that is transmitted between the
cordless telephone handset and the base unit;

““(B) any wire or oral communication;

“(C) any communication made through a
tone-only paging device; or

“D) any communication from a tracking
device (as defined in section 3117 of this title);
“(13) ‘user’ means any person or entity who—

““(4) uses an electronic communication serv-
1ce; and

“UB) s duly authorized by the provider of
such service to engage in such use;

“(14) ‘electronic communications system’ means
any wire, radio, electromagnetic, photooptical or pho-
toelectronic facilities for the transmission of electronic
communications, and any computer facilities or related
electronic equipment for the electronic storage of such
communications;

“(15) ‘electronic communication service’ means
any service which provides to users thereof the ablity

to send or recetve wire or electronic communications;

®$ 2575 PCS
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“(16) ‘readily accessible to the general public

’

means, with respect to a radio communication, that

such communication 18 not—

@S 2575 PCS

“(4) scrambled or encrypted;

“CB) transmatted wusing modulation tech-
niques whose essential parameters have been with-
held from the public with the intention of preserv-
ing the privacy of such communication;

“(C) carried on a subcarrier or other signal
subsidiary to a radio transmission;

“CD) transmitted over a communication
system provided by a common carrier, unless the
communication s a tone only paging system com-
munication; or

“4E) transmitted on frequencies allocated
under part 25, subpart D, E, or F' of part 74, or
part 94 of the Rules of the Federal Communica-
tions Commission, unless, in the case of a com-
munication transmitted on a frequency allocated
under part 74 that is not exclusively allocated to
broadcast auxiliary services, the communication 1s
a two-way voice communication by radio;

“(17) ‘electronic storage’ means—
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““4) any temporary, intermediate storage of
a wire or electronic communication ncidental to
the electronic transmission thereof; and

“B) any storage of such communication by
an electronic communication service for purposes
of backup protection of such communication; and

“(18) ‘aural transfer’ means a transfer containing

the human voice at any point between and including

the point of origin and the point of reception.”.

(b) ExcEprioNS Wirta RESPECT TO ELECTRONIC

COMMUNICATIONS. —

(1) Section 2511(2)(a)(1r) of title 18, United

States Code, 1s amended—

@5 2575 PCS

(A) by striking out ‘‘violation of this sub-
paragraph by a communication common carrier or
an officer, employee, or agent thereof’ and insert-
ing in lieu thereof “‘such disclosure’’;

(B) by striking out “‘the carrier’ and insert-
ing tn lieu thereof “such person’; and

(C) by striking out “an order or certification
under this subparagraph’ and inserting in lieu

thereof “‘a court order or certification under this

chapter”’.
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(2) Section 2511(2)(d) of title 18, United States Code,

18 amended by striking out “‘or for the purpose of committing
any other injurious act’.
(3) Section 2511Q)(f) of title 18, United States Code,
18 amended—
(4) by inserting ‘or chapter 121" after ‘this

chapter’; and

(B) by striking out ‘“by’’ the second place it ap-
pears and inserting in lieu thereof *, or foreign intelli-
gence activities conducted in accordance with otherwise
applicable Federal law involving a foreign electronic
communications system, utilizing”.

(4) Section 2511(2) of title 18, United States Code, is
amended by adding at the end the following:

“(g) 1t shall not be unlawful under this chapter or chap-
ter 121 of this title for any person—

“) to intercept or access an electronic communi-
cation made through an electronic communication
system that 1s configured so that such electronic com-
munication 18 readily accessible to the general public;

“@1) to wntercept any radio communication which
18 transmitted—

“(1) by any station for the use of the general

public, or that relates to ships, aircraft, vehicles,

or persons in distress;

@S 2575 PGS
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““I) by any governmental, law enforcement,
civil defense, private land mobile, or public safety
communications system, including police and fire,
readily accessible to the general public;

“(I111) by a station operating on an author-
1zed frequency within the bands allocated to the
amateur, citizens band, or general mobile radio
services, or

“IV) by any marine or aeronautical com-
munications system;

“(1ir) to engage in any conduct which—

“(1) is prohibited by section 633 of the Com-
munications Act of 1934; or

“(11) 18 excepted from the application of sec-
tion 705(a) of the Communications Act of 1934
by section 705(b) of that Act;

“(iv) to wntercept any wire or electronic communi-

cation the transmission of which s causing harmful

interference to any lawfully operating station or con-

sumer electronic equipment, to the extent necessary to

wdentify the source of such interference; or

cepl
that

oS5 2575 PGS

“(v) for other users of the same frequency to inter-
any radio communication made through a system

utilizes frequencies montored by individuals en-
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gaged in the provision or the use of such system, if
such communication is not scrambled or encrypted.
“h) It shall not be unlawful under this chapter—
“) to use a pen reqister or a trap and trace
device (as those terms are defined for the purposes of
chapter 206 (relating to pen reqisters and trap and

trace devices) of this title); or

“t) for a pronder of electronic communication
service to record the fact that a wire or electronic com-
munication was initated or completed in order to pro-
tect such provider, another provider furnishing service
toward the completion of the wire or electronic commu-
nication, or a user of that service, from fraudulent, un-
lawful or abustve use of such service.”.

(¢c) TECHNICAL AND CONFORMING AMENDMENTS.—

(1) Chapter 119 of title 18, United States Code, 1s

amended—

(4) wm each of sections 2510(5), 2510(8),
2510(9)(b), 2510(11), and 2511 through 2519 (except
sections 2515, 2516(1) and 2518(10)), by striking out
“wire or oral” each place 1t appears (tncluding in any
section heading) and inserting ‘‘wire, oral, or electron-
1’ in liew thereof; and

(B) in section 2011(2)(h), by inserting “or elec-

tronic’’ after “wire”.
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(2) The heading of chapter 119 of title 18, United
States Code, 1s amended by inserting “AND ELECTRONIC
COMMUNICATIONS after “WIRE”’,

(3) The item relating to chapter 119 in the table of
chapters at the beginning of part I of title 18 of the United
States Code is amended by inserting “and electronic commu-
nications’ after “Wire”’,

(4) Section 2510(5)(a) of title 18, United States Code,
18 amended by striking out ‘communications common carri-
er’’ and inserting “provider of wire or electronic communica-
tion service” in lieu thereof.

(5) Section 2511(2)(a)(1) of title 18, United States
Code, 1s amended—

(4) by striking out “any communication common
carrier” and inserting “a provider of wire or electronic
communication service’ in liew thereof;

(B) by striking out “of the carrier of such com-
munication’’ and inserting ‘of the provider of that

service”’ in lieu thereof; and

(C) by striking out *: Provided, That said com-

[

munication common carriers” and inserting ‘| except
that a provider of wire communication service to the

public’’ in lieu thereof.
(6) Section 2511(2)(a)(i1) of title 18, United States

Code, i1s amended—

@S 2575 PCS
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1 (4) by striking out ‘“‘communication common car-
2 riers” and inserting ‘‘providers of wire or electronic
3 communication service’’ in lieu thereof;

4 (B) by striking out “communication common car-
5 rier’ each place it appears and inserting “provider of
6 wire or electronic communication service’” in lieu there-
7 of; and

8 (C) by striking out ““f the common carrier’ and
9 inserting ‘f such provider” in liew thereof.
10 (7) Section 2512(2)(a) of title 18, United States Code,
11 18 amended—

12 (4) by striking out ‘“‘a communications common
13 carrier” the first place it appears and inserting “‘a pro-
14 vider of wire or electronic communication service’ \in
15 lieu thereof; and

16 (B) by striking out ‘“a communications common
17 carrier”’ the second place it appears and inserting
18 “such a provider’ in lieu thereof; and

19 (C) by striking out ‘‘communications common
20 carrier’s business’’ and inserting “business of provid-
21 ing that wire or electronic communication service” in
22 lieu thereof.
23 (8) Section 2518(4) of title 18, United States Code, is
24 amended—

@S 2575 P(S
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(4) by striking out “communication common car-
rier” in both places it appears and inserting “‘provider
of wire or electronic communication service” in lieu
thereof; and

(B) by striking out ‘carrier” and inserting in
lieu thereof ‘‘service provider”.

(d) PENALTIES MODIFICATION.—(1) Section 2511(1)
of title 18, United States Code, is amended by striking out
“shall be” and all that follows through “or both’ and insert-
ing in liew thereof “shall be punished as provided in subsec-
tion (4) or shall be subject to suit as provided in subsection
(5)”.

(2) Section 2511 of title 18, United States Code, s
amended by adding after the material added by section 102
the following:

“(4)(a) Ezcept as provided in paragraph (b) of this sub-
section or in subsection (5), whoever violates subsection (1) of
this section shall be fined under this title or imprisoned not
more than five years, or both.

“Ub) If the offense is a first offense under paragraph (a)
of this subsection and 18 not for a tortious or illegal purpose
or for purposes of direct or indirect commercial advantage or
private commercial gain, and the wire or electronic communi-

cation with respect to which the offense under paragraph (a)
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1 s a radio communication that is not scrambled or encrypted,

2 then—

3 “(t) 1f the communication 18 not the radio portion
4 of a cellular telephone communication, a public land
5 mobile radio service communication or a paging service
6 communtcation, and the conduct s not that described
7 in subsection (5), the offender shall be fined under this
8 title or imprisoned not more than one year, or both;
9 and

10 “1r) if the communication s the radio portion of
11 a cellular telephone communication, a public land
12 mobtle radio service communication or a paging service
13 communication, the offender shall be fined not more
14 than $500.

15 “(c) Conduct otherwise an offense under this subsection

16 that consists of or relates to the interception of a satellite

17 transmission that is not encrypted or scrambled and that 18

18 transmitted—

19 “@) to a broadcasting station for purposes of re-
20 transmussion to the general public; or
21 “(1) as an audio subcarrier intended for redistri-
22 bution to facilities open to the public, but not including
23 data transmissions or telephone calls,
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1 18 not an offense under this subsection unless the conduct s

2 for the purposes of direct or indirect commercial advantage or

3 private financial gain.

4

O O I O >

10
11
12
13
14
15
16
17
18
19

“(O)(@)(1) If the communication 1s—

“(4) a private satellite video communication that
18 not scrambled or encrypted and the conduct in viola-
tion of this chapter 1s the private viewing of that com-
munication and is not for a tortious or illegal purpose
or for purposes of direct or indirect commercial advan-
tage or private commercial gain; or

““XB) a radio communication that is transmitted
on frequenctes allocated under subpart D of part 74 of
the rules of the Federal Communications Commission
that 1s not scrambled or encrypted and the conduct in
violation of this chapter 18 not for a tortious or illegal
purpose or for purposes of direct or indirect commercial

advantage or private commercial gain,

then the person who engages in such conduct shall be subject

to suit by the Federal Government in a court of competent

20 jurisdiction.

21
22
23
24
25

“(1t) In an action under this subsection—

“(A) if the violation of this chapter 1s a first of-
fense for the person under paragraph (a) of subsection
(4) and such person has not been found liable in a

civtl action under section 2520 of this title, the Federal
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Grovernment shall be entitled to appropriate injunctive
relief; and
“(B) 1if the violation of this chapter is a second or
subsequent offense under paragraph (a) of subsection
(4) or such person has been found lLiable in any prior
civtl action under section 2520, the person shall be
subject to a mandatory $500 civil fine.
“b) The court may use any means within its authority
to enforce an tnjunction issued under paragraph (it)(4), and
shall impose a civil fine of not less than $500 for each viola-

tion of such an injunction.”.

(e) ExcLusivity oF REMEDIES WITH RESPECT TO
ELECTRONIC COMMUNICATIONS.—Section 2518(10) of
title 18, Umted States Code, 1s amended by adding at the

end the following:

“tc) The remedies and sanctions described in this chap-
ter with respect to the interception of electronic communica-
tions are the only judicial remedies and sanctions for noncon-

stitutional violations of this chapter involving such communi-

cations.”’

(f) STATE OoF MIND.—Paragraphs (a), (b), (c), and (d)
of subsection (1) of section 2511 of title 18, United States
Code, are amended by striking out‘“‘willfully’ and inserting

in lieu thereof “intentionally”.
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(2) Subsection (1) of section 2512 of title 18, United

States Code, 1s amended in the matter before paragraph (a)
by striking out ‘‘willfully” and inserting in lieu thereof “in-
tentionally”.

SEC. 102. REQUIREMENTS FOR CERTAIN DISCLOSURES.

Section 2511 of title 18, United States Code, is amend-
ed by adding at the end the following:

“(8)(a) Except as provided in paragraph (b) of this sub-
section, a person or entity providing an electronic communi-
cation service to the public shall not intentionally divulge the
contents of any communication (other than one to such
person or entity, or an agent thereof) while in transmission
on that service to any person or entity other than an address-
ee or intended recipient of such communication or an agent of
such addressee or intended recipient.

“(b) A person or entity providing electronic communica-
tion service to the public may divulge the contents of any

such communication—

“G) as otherwise authorized in section 2511(2)(a)

or 2517 of thas title;

“(r) with the lawful consent of the originator or

any addressee or intended recipient of such communi-

cation,
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“(ur) to a person employed or authorized, or
whose facilities are used, to forward such communica-
tion to its destination, or
“(w) which were inadvertently obiained by the
service provider and which appear to pertain to the
commission of a crime, if such divulgence is made to a
law enforcement agency.”.
SEC. 103. RECOVERY OF CIVIL DAMAGES.

Section 2520 of title 18, United States Code, is amend-
ed to read as follows:
“§ 2520. Recovery of civil damages authorized

“la) IN GENERAL.—FEzxcept as provided in section
2511(2)(a)(1r), any person whose wire, oral, or electronic
communacation 1s intercepted, disclosed, or intentionally used
in violation of this chapter may in a civil action recover from
the person or entity which engaged in that violation such
relief as may be appropriate.

“) RELIEF.—In an action under this section, appro-
priate relief includes—

“(1) such preliminary and other equitable or de-
claratory relief as may be appropriate;

“R) damages under subsection (c) and punitive
damages 1n appropriate cases; and

“(3) a reasonable attorney’s fee and other Litiga-

tion costs reasonably incurred.
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“(c) CoMPUTATION OF DAMAGES.—(1) In an action
under this section, if the conduct in violation of this chapter
18 the private viewing of a private satellite video communica-
tion that 1s not scrambled or encrypted or if the communica-
tion 1s @ radio communication that is transmitted on frequen-
cies allocated under subpart D of part 74 of the rules of the
Federal Communications Commission that is not scrambled
or encrypted and the conduct is not for a tortious or illegal
purpose or for purposes of direct or indirect commercial ad-
vantage or private commercial gain, then the court shall
assess damages as follows:

““4) If the person who engaged in that conduct
has not previously been enjoined under section 2511(5)
and has not been found lLable in a prior civil action
under this section, the court shall assess the greater of
the sum of actual damages suffered by the plaintiff, or
statutory damages of not less than $50 and not more
than $500.

“(B) If, on one prior occasion, the person who en-
gaged in that conduct has been enjoined under section
2511(5) or has been found hLable in a civil action
under this section, the court shall assess the greater of
the sum of actual damages suffered by the plaintiff, or

statutory damages of not less than $100 and not more

than $1000.
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“@) In any other action under this section, the court
may assess as damages whichever is the greater of—

“(4) the sum of the actual damages suffered by
the plaintiff and any profits made by the violator as a
result of the violation; or

“(B) statutory damages of whichever is the great-
er of $100 a day for each day of violation or $10,000.
“4d) DEFENSE.—A good faith reliance on—

“U1) a court warrant or order, a grand jury sub-
poena, a legislative authorization, or a statutory
authorization,;

“(2) a request of an investigative or law enforce-
ment officer under section 2518(7) of this title; or

“3) a good faith determination that section
2511(3) of this title permitted the conduct complained
of;

18 a complete defense against any ciil or criminal action

brought under this chapter or any other law.

“te) LIMITATION.—A ciuvil action under this section
may not be commenced later than two years after the date
upon which the claimant first has a reasonable opportunity to

discover the violation.”’
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SEC. 104. CERTAIN APPROVALS BY JUSTICE DEPARTMENT

OFFICIALS.

Section 2516(1) of title 18 of the United States Code is
amended by striking out “or any Assistant Attorney Gener-
al” and inserting in lieu thereof “‘any Assistant Attorney
General, any acting Assistant Attorney General, or any
Deputy Assistant Attorney General 1n the Criminal
Dunsion’’.

SEC. 105. ADDITION OF OFFENSES TO CRIMES FOR WHICH
INTERCEPTION IS AUTHORIZED.

(a) WIRE AND QORAL INTERCEPTIONS.—Section

2516(1) 'of title 18 of the United States Code 1s amended—
(1) in paragraph (c)—

(A) by inserting “section 751 (relating to
escape),’’ after ‘“‘wagering information),”’;

(B) by striking out “2314” and inserting
“2312, 2313, 2314, in lieu thereof;

(C) by inserting ‘“‘the second section 2320
(relating to trafficking in certain motor vehicles or
motor vehicle parts), section 1203 (relating to hos-
tage taking), section 1029 (relating to fraud and
related activity in connection with access devices),
section 3146 (relating to penalty for failure to
appear), section 3521(b)(3) (relating to witness

relocation and assistance), section 32 (relating to
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destruction of aircraft or awrcraft facilities),” after
“stolen property),’’;

(D) by inserting “section 19524 (relating to
use of interstate commerce facilities in the com-
mission of murder for hire), section 19528 (relat-
ing to violent crimes in aid of racketeering activi-
ty),” after “1952 (interstate and foreign travel or
transportation n  aid of racketeering enter-
prises), "

(E) by wnserting “, section 115 (relating to
threatening or retaliating against a Federal offi-
cial), the section in chapter 65 relating to destruc-
tion of an energy facility, and section 1341 (relat-
g to mail fraud),” after “section 1963 (viola-
tions with respect to racketeer influenced and cor-
rupt organizations)”’; and

(F) by—

(1) striking out ‘“or” before ‘section

3517 and inserting in lieu thereof a comma;

and

(11) 1nserting before the semicolon at the
end thereof the following: *, section 831 (re-
lating to prohibited transactions involving
nuclear materials), section 33 (relating to de-

struction of motor vehicles or motor vehicle
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facilities), or section 1992 (relating to wreck-
ing trains)’’;
(2) by striking out “or’ at the end of paragraph

9);

(3) by inserting after paragraph (g) the follouwing:

“h) any felony violation of sections 2511 and 2512
(relating to interception and disclosure of certain communica-
tions and to certain intercepting devices) of this title;

“@) any violation of section 1679a(c)(2) (relating to de-
struction of a natural gas pipeline) or subsection (i) or (n) of
section 1472 (relating to aircraft piracy) of title 49, of the
United States Code;

“0) any criminal violation of section 2778 of title 22
(relating to the Arms Ezport Control Act); or’’

“(k) the location of any fugitive from justice from an
offense described in this section;

(4) by redesignating paragraph (h) as paragraph

); and

(5) in paragraph (a) by—

(A) inserting after “Atomic Energy Act of
1954),”’ the following: “section 2284 of title 42 of
the United States Code (relating to sabotage of
nuclear facilities or fuel),’”;

(B) striking out ‘“‘or” after “(relating to trea-

son),”’: and
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(C) inserting before the semicolon at the end
thereof the following: “chapter 65 (relating to ma-
licious maschief), chapter 111 (relating to destruc-
tion of vessels)) or chapter 81 (relating to
piracy)”. |

(b) INTERCEPTION OF ELECTRONIC COMMUNICA-
TI0NS.—Section 2516 of title 18 of the United States Code
18 amended by adding at the end the following:

“(3) Any attorney for the Government (as such term is
defined for the purposes of the Federal Rules of Criminal
Procedure) may authorize an application to a Federal judge
of competent jurisdiction for, and such judge may grant, in
conformity with section 2518 of this title, an order authoriz-
ing or approving the interception of electronic communica-
tions by an investigative or law enforcement officer having
responsibility for the investigation of the offense as to which
the application 1s made, when such interception may provide
or has provided evidence of any Federal felony.”’.

SEC. 106. APPLICATIONS, ORDERS, AND IMPLEMENTATION OF
ORDERS.

(a) PLACE OF AUTHORIZED INTERCEPTION.—Section
2518(3) of title 18 of the United States Code 18 amended by
inserting ‘‘(and outside that jurisdiction but within the
United States in the case of a mobile interception device au-

thorized by a Federal court within such jurisdiction)” after
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5

“within the territorial jurisdiction of the court in which the

2 judge is sitting”’.

3

(b) REIMBURSEMENT FOR ASSISTANCE.—Section

4 2518(4) of title 18 of the United States Code is amended by

5 striking out “‘at the prevailing rates” and inserting in lieu

6 thereof “for reasonable expenses incurred in providing such

T facilities or assistance’.

8

(c) COMMENCEMENT OF THIRTY-DAY PERIOD AND

9 POSTPONEMENT OF MINIMIZATION.—Section 2518(5) of

10 title 18 of the United States Code is amended—

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

(1) by inserting after the first sentence the follow-
ing: “Such thirty-day period begins on the earhier of
the day on which the investigative or law enforcement
officer first begins to conduct an interception under the
order or ten days after the order 18 entered.”; and

() by adding at the end the following: “In the
event the intercepted communication is in a code or
foreign language, and an expert in that foreign lan-
guage or code ts not reasonably available during the
interception period, minimization may be accomplished
as soon as practicable after such interception. An inter-
ception under this chapter may be conducted in whole
or in part by Government personnel, or by an individ-
ual operating under a contract with the Government,

acting under the supervision of an investigative or law
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enforcement officer authorized to conduct the inter-

ception.”.

(d) ALTERNATIVE TO DESIGNATING SPECIFIC Fa-
CILITIES FroM WHICH COMMUNICATIONS ARE TO BE
INTERCEPTED.—(1) Section 2518(1)(b)(1n) of title 18 of the
United States Code is amended by inserting “‘except as pro-
vided 1n subsection (11),” before ‘‘a particular description”.

() Section 2518(3)(d) of title 18 of the United States
Code 1s amended by inserting “‘except as provided in subsec-
tion (11),” before ‘‘there is’.

(3) Section 2518 of title 18 of the United States Code is
amended by adding at the end the following:

““11) The requirements of subsections (1)(b)(i1) and
(3)(d) of this section relating to the specification of the facili-
ties from whach, or the place where, the communication s to
be intercepted do not apply if—

“(a) 1n the case of an application with respect to
the interception of an oral communication—

“(r) the application is by a Federal investi-
gatiwe or law enforcement officer and 1s approved
by the Attorney General, the Deputy Attorney
General, the Associate Attorney General, an As-
sistant Attorney General, or an acting Assistant

Attorney General;

@S 2575 P(S
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1 “(11) the application contains a full and com-
2 plete statement as to why such specification 1s not
3 practical and identifies the person committing the
4 offense and whose communications are to be inter-
5 cepted; and
6 “@ir) the judge finds that such specification
7 is not practical; and
8 “b) in the case of an application with respect to a
9 wire or electronic communication—
10 “) the application s by a Federal investi-
11 gative or law enforcement officer and is approved
12 by the Attorney General, the Deputy Attorney
13 General, the Associate Attorney General, an As-
14 sistant Attorney General, or an acting Assistant
15 Attorney General;
16 “@i1) the application identifies the person be-
17 lieved to be committing the offense and whose
18 communications are to be intercepted and the ap-
19 plicant makes a showing of a purpose, on the part
20 of that person, to thwart interception by changing
21 facilities; and
22 “(ir) the judge finds that such purpose has
23 been adequately shown.
24 “(12) An interception of a communication under an

25 order with respect to which the requirements of subsections
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(1)) (1) and (3)(d) of this section do not apply by reason of
subsection (11) shall not begin until the facilities from whach,
or the place where, the communication 18 to be intercepted is
ascertained by the person implementing the interception
order. A provider of wire or electronic communications serv-
ice that has received an order as provided for in subsection
(11)(b) may move the court to modify or quash the order on
the ground that its assistance with respect to the interception
cannot be performed in a timely or reasonable fashion. The
court, upon notice to the government, shall decide such a
motion expeditiously.”’.

(4) Section 2519(1)(b) of title 18, United States Code,
18 amended by inserting ‘‘(including whether or not the order
was an order with respect to which the requirements of sec-
tions 2518(1)(b)(11) and 2518(3)(d) of this title did not apply
by reason of section 2518(11) of this title)” after “‘applied

b2

for”.
SEC. 107. INTELLIGENCE ACTIVITIES.

(@) IN GENERAL.—Nothing in this Act or the amend-
ments made by this Act constitutes authority for the conduct
of any intelligence activity.

(b) CERTAIN AcTIVITIES UNDER PROCEDURES AP-
PROVED BY THE ATTORNEY (GGENERAL.—Nothing in chap-

ter 119 or chapter 121 of title 18, United States Code, shall

affect the conduct, by officers or employees of the United
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States Government in accordance with other applicable Fed-

2 eral law, under procedures approved by the Attorney General

3
4
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of activities intended to—

(1) intercept encrypted or other offictal communi-
cations of United States executive branch entities or
United States Government contractors for communica-
tions securily purposes;

(2) intercept radio communications transmitted
between or among foreign powers or agents of a foreign
power as defined by the Foreign Intelligence Surveil-
lance Act of 1978; or

(3) access an electronic communication system
used exclusively by a foreign power or agent of a for-
eign power as defined by the Foreign Intelligence Sur-
vetllance Act of 1978.

SEC. 108. MOBILE TRACKING DEVICES.

(a) IN GENERAL.—Chapter 205 of title 18, United
States Code, is amended by adding at the end the following:
“§ 3117. Mobile tracking devices

“la) IN GENERAL.—If a court 18 empowered to 18sue a
warrant or other order for the installation of a mobile track-
ing device, such order may authorize the use of that device
within the jurisdiction of the court, and outside that jurisdic-

tion if the device 18 installed in that jurisdiction.
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“(b) DEFINITION.—As used in this section, the term
‘tracking device’ means an electronic or mechanical device
which permits the tracking of the movement of a person or
object.”’.

() CLERICAL AMENDMENT.—The table of contents at
the beginning of chapter 205 of title 18, United States Code,
18 amended by adding at the end the following:

“3117. Mobile tracking devices.”.
SEC. 109. WARNING SUBJECT OF SURVEILLANCE.
Section 2232 of title 18, United States Code, 1s
amended—
(1) by wnserting ‘“(a) PHYSICAL INTERFERENCE

Wires SEARCH.—" before “Whoever’ the first place

it appears;
(2) by inserting “(b) NOTICE OF SEARCH.—”
before “Whoever” the second place it appears; and
(3) by adding at the end the following:

“(c) Norice oF CERTAIN ELECTRONIC SURVEIL-
LANCE.— Whoever, having knowledge that a Federal investi-
gative or law enforcement officer has been authorized or has
applied for authorization under chapter 119 to intercept a
wire, oral, or electronic communication, in order to obstruct,
1mpede, or prevent such interception, gives notice or attempts
to give notice of the possible interception to any person shall
be fined under this title or imprisoned not more than five
years, or both.
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“Whoever, having knowledge that a Federal officer has

been authorized or has applied for authorization to conduct
electronic surveillance under the Foreign Intelligence Sur-
veillance Act (50 U.S.C. 1801, et seq.), in order to obstruct,
impede, or prevent such activity, gives notice or attempts to
give notice of the possible activity to any person shall be fined
under this title or imprisoned not more than five years, or
both.”’.

SEC. 110. INJUNCTIVE REMEDY.

(@) IN GENERAL.—Chapter 119 of title 18, United
States Code, is amended by adding at the end the following:
“§ 2521. Injunction against illegal interception

“Whenever it shall appear that any person is engaged
or 1 about to engage in any act which constitutes or will
constitute a felony violation of this chapter, the Attorney
General may initiate a civil action in a district court of the
United States to enjoin such violation. The court shall pro-
ceed as soon as practicable to the hearing and determination
of such an action, and may, at any time before final determi-
nation, enter such a restraining order or prohibition, or take
such other action, as 18 warranted to prevent a continuing
and substantial tnjury to the United States or to any person
or class of persons for whose protection the action 18 brought.
A proceeding under this section 18 governed by the Federal

Rules of Civil Procedure, except that, if an indictment has
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been returned against the respondent, discovery is governed
by the Federal Rules of Criminal Procedure.”.

(b) CLERICAL AMENDMENT.—The table of sections at
the beginning of chapter 119 of title 18, United States Code,

18 amended by adding at the end thereof the following:

“9521. Injunction agains! illegal interception.”
SEC. 111. EFFECTIVE DATE.

(a) IN GENERAL.—Ezcept as provided in subsection
(b) or (c), this title and the amendments made by this title
shall take effect 90 days after the date of the enactment of
this Act and shall, in the case of conduct pursuant to a court
order or extension, apply only with respect to court orders or
extensions made after this title takes effect.

(b) SPECIAL RULE FOR STATE AUTHORIZATIONS OF
INTERCEPTIONS.—Any interception pursuant to section
R2516(2) of title 18 of the United States Code which would be
valid and lawful without regard to the amendments made by
this title shall be valid and lawful notuithstanding such
amendments if such interception occurs during the period be-
ginning on the date such amendments take effect and ending
on the earlier of—

(1) the day before the date of the taking effect of

State law conforming the applicable State statute with

chapter 119 of title 18, United States Code, as so

amended,; or
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(2) the date two years after the date of the enact-
ment of this Act.

(c) EFFECTIVE DATE FOR CERTAIN APPROVALS BY
JUSTICE DEPARTMENT OFFICIALS.—Section 104 of this
Act shall take effect on the date of enactment of this Act.
TITLE II—STORED WIRE AND ELECTRONIC

COMMUNICATIONS AND TRANSACTIONAL

RECORDS ACCESS

SEC. 201. TITLE 18 AMENDMENT.

Tutle 18, United States Code, 1s amended by inserting

after chapter 119 the following:
“CHAPTER 12]1—STORED WIRE AND ELECTRONIC

COMMUNICATIONS AND TRANSACTIONAL
RECORDS ACCESS

“Sec.
“2701. Unlawful access to stored communications.

“2702. Disclosure of contents.

“2703. Requirements for governmental access.

“2704. Backup preservation.

“2705. Delayed notice.

“2706. Cost resmbursement.

“2707. Chnl action.

“R708. Ezclusivity of remedies.

“2709. Counterintelligence access to telephone toll and transactional records.

“2710. Definitions.
“§ 2701. Unlawful access to stored communications

“la) OFFENSE.—FExcept as provided in subsection (c)

of this section whoever—

“(1) intentionally accesses without authorization a
facility through which an electronic communication

service 18 provided; or
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“%) intentionally exceeds an authorization to

access that facility;
and thereby obtains, alters, or prevents authorized access to a
wire or electronic communication while it 18 in electronic
storage 1n such system shall be punished as provided in sub-
section (b) of this section.

“(b) PUuNISHMENT.—The punishment for an offense
under subsection (a) of this section 18—

“1) if the offense s committed for purposes of
commercial advantage, malicious destruction or
damage, or private commercial gain—

““4) a fine of not more than $250,000 or
1mprisonment for not more than one year, or both,
wn the case of a first offense under this subpara-
graph; and

“(B) a fine under this title or imprisonment
for not more than two years, or both, for any sub-
sequent offense under this subparagraph; and
“@) a fine of not more than $5,000 or imprison-

ment for not more than six months, or both, in any

other case.

“tc) ExCEPTIONS.—Subsection (a) of this section does
not apply with respect to conduct authorized—

“(1) by the person or entity providing a wire or

electronic communications service;
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“@) by a user of that service with respect to a
communication of or intended for that user; or

“(3) in section 2703, 2704 or 2518 of this title.

“§ 2702. Disclosure of contents
“Ca) PROHIBITIONS.—Except as provided in subsec-
tion (b)—

“41) a person or entity providing an electronic
communication service to the public shall not knowing-
ly divulge to any person or entity the contents of a
communication while in electronic storage by that serv-
wce; and

“U2) a person or entity providing remote comput-
1ng service to the public shall not knowingly divulge to
any person or entity the contents of any communica-
tion which 1s carried or maintained on that service—

“CA) on behalf of, and received by means of
electronic transmission from (or created by means
of computer processing of communications received
by means of electronic transmission from), a sub-
scriber or customer of such service; and

“U(B) solely for the purpose of providing stor-
age or computer processing services to such sub-
scriber or customer, if the provider 18 not author-

1zed to access the contents of any such communi-
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1 cations for purposes of providing any services
2 other than storage or computer processing.

3 “b) ExCcEPTIONS.—A person or entity may divulge
4 the contents of a communication—

5 “U40) to an addressee or intended recipient of such
6 communication or an agent of such addressee or in-
7 tended recipient;

8 “) as otherwise authorized 1n section 2516,
9 R2511(2)(a), or 2703 of this title;

10 “(3) with the lawful consent of the originator or
11 an addressee or intended recipient of such communica-
12 tion, or the subscriber in the case of remote computing
13 service;

14 “(4) to a person employed or authorized or whose
15 facilities are used to forward such communication to s
16 destination,

17 “(5) as may be necessarily incident to the rendi-
18 tion of the service or to the protection of the rights or
19 property of the provider of that service; or

20 “6) to a law enforcement agency, if such con-
21 tents—

22 “(4) were inadvertently obtarned by the serv-
23 1ce provider; and

24 “(B) appear to pertain to the commission of
25 a crime.
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“S§ 2703. Requirements for governmental access

“(a) CONTENTS OF ELECTRONIC COMMUNICATIONS
IN ELECTRONIC STORAGE.—A governmental entity may
require the disclosure by a provider of electronic communica-
tion service of the contents of an electronic communication,
that 1s 1n electronic storage in an electronic communications
system for one hundred and eighty days or less, only pursu-
ant to a warrant issued under the Federal Rules of Criminal
Procedure or equivalent State warrant. A governmental
entity may require the disclosure by a provider of electronic
communications services of the contents of an electronic com-
munication that has been in electronic storage in an electron-
ic communications system for more than one hundred and
eighty days by the means available under subsection (b) of
this section.

“(b) CONTENTS OF ELECTRONIC COMMUNICATIONS
IN A REMOTE CoMPUTING SERVICE.—(1) A governmental
entity may require a provider of remote computing service to
disclose the contents of any electronic communication to
which this paragraph is made applicable by paragraph (2) of
this subsection—

“(4) without required notice to the subscriber or
customer, if the governmental entity obtains a warrant
1ssued under the Federal Rules of Criminal Procedure

or equwalent State warrant; or
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“U4B) with prior notice from the governmental
entity to the subscriber or customer if the governmental
entity—

“() uses an administrative subpoena author-
1zed by a Federal or State statute or a Federal or
State grand jury subpoena; or

“@it) obtains a court order for such disclosure
under subsection (d) of this section;

except that delayed notice may be given pursuant to
section 2705 of this title.

“(2) Paragraph (1) 1 applicable with respect to any

electronic communication that i1s held or maintained on that

service—

“C4) on behalf of, and recerved by means of elec-
tronic transmission from (or created by means of com-
puter processing of communications received by means
of electronic transmission from), a subscriber or cus-
tomer of such remote computing service; and

“(B) solely for the purpose of providing storage or
computer processing services to such subscriber or cus-
tomer, if the provider is not authorized to access the
contents of any such communications for purposes of
providing any services other than storage or computer

processing.
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“(c) RECORDS C'ONCERNING ELECTRONIC COMMUNI-
CATION SERVICE OR REMOTE COMPUTING SERVICE.—
(1)(4) Ezxcept as provided in subparagraph (B), a provider of
electronic communication service or remote computing service
may disclose a record or other information pertaining to a
subscriber to or customer of such service (not including the
contents of communications covered by subsection (a) or (b)
of this section) to any person other than a governmental
entity.

“(B) A provider of electronic communication service or
remote computing service shall disclose a record or other in-
formation pertaining to a subscriber to or customer of such
service (not including the contents of communications covered
by subsection (a) or (b) of this section) to a governmental

entity only when the governmental entity—

“0) uses an administrative subpoena authorized
by a Federal or State statute, or a Federal or State
grand jury subpoena;

“(i1) obtains a warrant issued under the Federal

Rules of Criminal Procedure or equivalent State

warrant,

“(111) obtains a court order for such disclosure

under subsection (d) of this section; or

“Giv) has the consent of the subscriber or customer

to such disclosure.
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“(2) A governmental entity receiving records or infor-
mation under this subsection 1s not required to provide notice

to a subscriber or customer.

“‘d) REQUIREMENTS FOR COURT ORDER.—A court
order for disclosure under subsection (b) or (c) of this section
shall issue only if the governmental entity shows that there is
reason to believe the contents of a wire or electronic commu-
nication, or the records or other information sought, are rele-
vant to a legitimate law enforcement inquiry. In the case of a
State governmental authority, such a court order shall not
1ssue if prohibited by the law of such State. A court issuing
an order pursuant to this section, on a motion made promptly
by the service provider, may quash or modify such order, if
the information or records requested are unusually volumi-
nous 1n nature or compliance with such order otherwise
would cause an undue burden on such provider.

“e) No CAUSE OF ACTION AGAINST A PROVIDER DIS-
CLOSING INFORMATION UNDER THIS CHAPTER.—No cause
of action shall lie in any court against any provider of wire
or electronic communication service, its officers, employees,
agents, or other specified persons for pronding information,
facilities, or assistance in accordance with the terms of a

court order, warrant, subpoena, or certification under this

chapter.
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“§ 2704. Backup preservation

“4a) BACKUP PRESERVATION.—(1) A governmental
entity acting under section 2703(b)(2) may include in its
subpoena or court order a requirement that the service provid-
er to whom the request i directed create a backup copy of the
contents of the electronic communications sought in order to
preserve those communications. Without notifying the sub-
scriber or customer of such subpoena or court order, such
service provider shall create such backup copy as soon as
practicable consistent with its reqular business practices and
shall confirm to the governmental entity that such backup
copy has been made. Such backup copy shall be created
within two business days after receipt by the service provider
of the subpoena or court order.

“(2) Notice to the subscriber or customer shall be made
by the governmental entity within three days after receipt of
such confirmation, unless such notice is delayed pursuant to
section 2705(a).

“C3) The service provider shall not destroy such backup
copy until the later of —

“(4) the delivery of the information; or

“(B) the resolution of any proceedings (including
appeals of any proceeding) concerning the government’s
subpoena or court order.

“C4) The service provider shall release such backup copy

to the requesting governmental entity no sooner than fourteen
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days after the governmental entity’s notice to the subscriber

or customer if such service provider—

“(A) has not received notice from the subscriber or
customer that the subscriber or customer has challenged
the governmental entity’s request; and

“(B) has not imitiated proceedings to challenge the
request of the governmental entity.

“(5) A governmental entity may seek to require the cre-
ation of a backup copy under subsection (a@)(1) of this section
if in its sole discretion such entity determines that there is
reason to believe that notification under section 2703 of this
title of the existence of the subpoena or court order may result
wn destruction of or tampering with evidence. This determina-
tion 18 not subject to challenge by the subscriber or customer
or service provider.

“b) CuSTOMER CHALLENGES.—(1) Within fourteen
days after notice by the governmental entity to the subscriber
or customer under subsection (a)(2) of this section, such sub-
scriber or customer may file @ motion to quash such subpoena
or vacate such court order, with copies served upon the gov-
ernmental entity and with written notice of such challenge to
the service provider. A motion to vacate a court order shall be
filed in the court which issued such order. A motion to quash

a subpoena shall be filed in the appropriate United States
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district court or State court. Such motion or application shall
contain an affidavit or sworn statement—

“C4) stating that the applicant is a customer or
subscriber to the service from which the contents of
electronic communications maintained for him have
been sought; and

“(B) stating the applicant’s reasons for belicving
that the records sought are not relevant to a legitimate
law enforcement inquiry or that there has not been
substantial compliance with the provisions of this chap-
ter 1n some other respect.

“(2) Service shall be made under this section upon a
governmental entity by delivering or mailing by registered or
certifted mail a copy of the papers to the person, office, or
department specified in the notice which the customer has
recetved pursuant to this chapter. For the purposes of this
section, the term ‘delivery’ has the meaning given that term
in the Federal Rules of Cvil Procedure.

“(3) If the court finds that the customer has complied
with paragraphs (1) and (2) of this subsection, the court shall
order the governmental entity to file a sworn response, which
may be filed in camera 1if the governmental entity includes in
13 response the reasons which make in camera review appro-
priate. If the court is unable to determine the motion or appli-

cation on the basis of the parties’ initial allegations and re-
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sponse, the court may conduct such additional proceedings as
it deems appropriate. All such proceedings shall be completed
and the motion or application decided as soon as practicable
after the filing of the governmental entity’s response.

“(4) If the court finds that the applicant is not the sub-
scriber or customer for whom the communications sought by
the governmental entity are maintained, or that there is a
reason to believe that the law enforcement inquiry is legiti-
mate and that the communications sought are relevant to that
wnquiry, it shall deny the motion or application and order
such process enforced. If the court finds that the applicant s
the subscriber or customer for whom the communications
sought by the governmental entity are maintained, and that
there 1s mot a reason to believe that the communications
sought are relevant to a legitimate law enforcement inquiry,
or that there has not been substantial compliance with the
provisions of this chapter, it shall order the process quashed.

“5) A court order denying a motion or application
under this section shall not be deemed a final order and no
interlocutory appeal may be taken therefrom by the customer.
“§ 2705. Delayed notice

“ta) DELAY OF NOTIFICATION.—(1) A governmental
entity acting under section 2703 (b) of this title may—

“(4) where a court order 1s sought, include in the

application a request, which the court shall grant, for
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an order delaying the notification required under sec-
tion 2703(b) of this title for a period not to exceed
ninety days, if the court determines that there is reason
to believe that notification of the existence of the court
order may have an adverse result described in para-
graph (2) of this subsection,; or

“(B) where an administrative subpoena author-
ized by a Federal or State statute or a Federal or
State grand jury subpoena 1is obtained, delay the noti-
fication required under section 2703(b) of this title for
a period not to exceed ninety days upon the execution
of a written certification of a supervisory official that
there is reason to believe that notification of the exist-
ence of the subpoena may have an adverse result de-
scribed in paragraph (2) of this subsection.
“(2) An adverse result for the purposes of paragraph (1)

of this subsection 18—

“(A4) endangering the life or physical safety of an
mdividual;

“(B) flight from prosecution,

“(C) destruction of or tampering with evidence;

“UD) intimidation of potential witnesses; or

“(E) otherwise seriously jeopardizing an investi-

gation or unduly delaying a trial.
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“(3) The governmental entity shall maintain a true
copy of certification under paragraph (1)(B).

“(4) Extensions of the delay of notification provided in
section 2703 of up to ninety days each may be granted by the
court upon application, or by certification by a governmental
entity, but only in accordance with subsection (b) of this
section.

“(5) Upon expiration of the period of delay of notifica-
tion under paragraph (1) or (4) of this subsection, the govern-
mental entity shall serve upon, or deliver by registered or
first-class mail to, the customer or subscriber a copy of the
process or request together with notice that—

“(4) states with reasonable specificity the nature
of the law enforcement inquiry; and
“(B) informs such customer or subscriber—

“(1) that information maintained for such
customer or subscriber by the service provider
named in such process or request was supplied to
or requested by that governmental authority and
the date on which the supplying or request took
place;

“(11) that notification of such customer or

subscriber was delayed,
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“Git) what governmental entity or court
made the certification or determination pursuant
to which that delay was made; and

“(w) which provision of this chapter allowed
such delay.

“6) As used in this subsection, the term ‘supervi-
sory offictal’ means the investigative agent in charge or
assistant investigative agent in charge or an equivalent
of an investigating agency'’s headquarters or regional
office, or the chief prosecuting attorney or the first as-
sistant prosecuting attorney or an equivalent of a pros-
ecuting attorney’s headquarters or regional office.

“(b) PRECLUSION OF NOTICE 170 SUBJECT OF GOV-
ERNMENTAL ACCESS.—A governmental entity acting under
section 2703, when it 1s not required to notify the subscriber
or customer under section 2703()(1), or to the extent that 1t
may delay such notice pursuant to subsection (a) of this sec-
tion, may apply to a court for an order commanding a pro-
vider of electronic communications service or remote compui-
ing service to whom a warrant, subpoena, or court order 18
directed, for such period as the court deems appropriate, not
to notify any other person of the existence of the warrant,
subpoena, or court order. The court shall enter such an order

if it determines that there is reason to believe that notification
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of the existence of the warrant, subpoena, or court order will
result in—
“(1) endangering the life or physical safety of an
ndindual;
“(2) flight from prosecution;
“(3 destruction of or tampering with evidence;
“(4) intimidation of potential witnesses; or
“(5) otherwise seriously jeopardizing an investiga-
tion or unduly delaying a trial.
“§ 2706. Cost reimbursement
“la) PAYMENT.—Ezcept as otherwise provided in sub-
section (c), a governmental entity obtaining the contents of
communications, records, or other information under section
2702, 2703, or 2704 of this title shall pay to the person or
entity assembling or providing such information a fee for re-
tmbursement for such costs as are reasonably necessary and
which have been directly incurred in searching for, assem-
bling, reproducing, or otherwise providing such information.
Such resmbursable costs shall include any costs due to neces-
sary disruption of normal operations of any electronic com-
munication service or remote computing service in which
such information may be stored.
“(b) AMOUNT.—The amount of the fee provided by sub-
section (a) shall be as mutually agreed by the governmental

entity and the person or entity providing the information, or,
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in the absence of agreement, shall be as determined by the
court which 1ssued the order for production of such informa-
tion (or the court before which a criminal prosecution relating
to such information would be brought, if no court order was
1ssued for production of the information).

“¢c) The requirement of subsection (@) of this section
does not apply with respect to records or other information
maintained by a communications common carrier that relate
to telephone toll records and telephone listings obtained under
section 2703 of this title. The court may, however, order a
payment as described in subsection (a) if the court deter-
mines the information required is unusually voluminous in
nature or otherwise caused an undue burden on the provider.
“§ 2707. Civil action

“da) CAUSE OF AcTION.—Ezcept as provided in sec-
tion 2703(e), any provider of electronic communication serv-
ice, subscriber, or customer aggrieved by any violation of this
chapter in which the conduct constituting the violation is en-
gaged in with a knowing or intentional state of mind may, in
a civtl action, recover from the person or entity which en-
gaged in that violation such relief as may be appropriate.

“(b) RELIEF.—In a civil action under this section, ap-
propriate relief includes—

“(1) such preliminary and other equitable or de-

claratory relief as may be appropriate;

@S5 2575 PCS



Cr Ot o W N

10
11
12
13
14
19
16
17
18
19
20
21
22
23

100

“(2) damages under subsection (c); and

“(3) a reasonable attorney’s fee and other litiga-
tion costs reasonably incurred.

“tc) DAMAGES.—The court may assess as damages in
a civil action under this section the sum of the actual dam-
ages suffered by the plaintiff and any profits made by the
violator as a result of the violation, but in no case shall a
person entitled to recover receive less than the sum of $1,000.
“(d) DEFENSE.—A good faith reliance on—
“(1) a court warrant or order, a grand jury sub-
poena, o legislative authorization, or a statutory
authorization,
“(2) a request of an investigative or law enforce-
ment officer under section 2518(7) of this title; or
“3) a good faith determination that section
R511(3) of this title permitted the conduct complained
of;
18 a complete defense to any civil or eriminal action brought
under this chapter or any other law.

“(e) LIMITATION.—A ciunl action under this section
may not be commenced later than two years after the date
upon which the clavmant first discovered or had a reasonable

opportunity to discover the violation.
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“§ 2708. Exclusivity of remedies

“The remedies and sanctions described in this chapter
are the only judicial remedies and sanctions for nonconstitu-
tional violations of this chapter.

“§ 2709. Counterintelligence access to telephone toll and
transactional records

“la) DuTry 170 PROVIDE.—A wire or electronic commu-
nication service provider shall comply with a request for sub-
scriber information and toll hilling records information, or
electronic communication transactional records in its custody
or possession made by the Director of the Federal Bureau of
Investigation under subsection (b) of this section.

“(b) REQUIRED CERTIFICATION.—The Darector of the
Federal Bureau of Investigation (or an individual within the
Federal Bureau of Investigation designated for this purpose
by the Director) may request any such information and
records if the Director (or the Director’s designee) certifies in
writing to the wire or electronic communication service pro-
vider to which the request 18 made that—

“(1) the information sought s relevant to an au-
thorized foreign counterintelligence investigation, and

“(2) there are specific and articulable facts giving
reason to believe that the person or entity to whom the
information sought pertains 18 a foreign power or an

agent of a foreign power as defined in section 101 of
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the Foreign Intelligence Surveillance Act of 1978 (50

U.S.C. 1801).

“(c) PROHIBITION OF CERTAIN DISCLOSURE.—No
wire or electronic communication service provider, or officer,
employee, or agent thereof, shall disclose to any person that
the Federal Bureau of Investigation has sought or obtained
access to information or records under this section.

“(d) DISSEMINATION BY BUREAU.—The Federal
Bureau of Investigation may disseminate information and
records obtained under this section only as provided in guide-
lines approved by the Attorney General for foreign intelli-
gence collection and foreign counterintelligence investigations
conducted by the Federal Bureau of Investigation, and, with
respect to dissemination to an agency of the United States,
only if such information is clearly relevant to the authorized
responsibilities of such agency.

“le) REQUIREMENT THAT CERTAIN CONGRESSIONAL
Bopies BE INFORMED.—On a semiannual basis the Direc-
tor of the Federal Bureau of Investigation shall fully inform
the Permanent Select Committee on Intelligence of the House
of Representatives and the Select C'ommattee on Intelligence
of the Senate concerning all requests made under subsection
(b) of this section.

“§ 2710. Definitions for chapter

“As used in this chapter—
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“(1) the terms defined in section 2510 of this title

have, respectively, the definitions given such terms in

that section; and

“(C) the term ‘remote computing service’ means
the provision to the public of computer storage or proc-
essing services by means of an electronic communica-
tions system.”’,

(b) CLERICAL AMENDMENT.—The table of chapters at

the beginning of part 1 of title 18, United States Code, is
amended by adding at the end the following:

“121. Stored Wire and Electronic Communications and Transac-
tional Records Access .................eeeeeeeeaeeeeeanne 2701

SEC. 202. EFFECTIVE DATE.

This title and the amendments made by this title shall
take effect ninety days after the date of the enactment of this
Act and shall, in the case of conduct pursuant to a court
order or extension, apply only with respect to court orders or

extensions made after this title takes effect.

TITLE III—PEN REGISTERS AND TRAP AND
TRACE DEVICES

SEC. 301. TITLE 18 AMENDMENT.

(@) IN GENERAL.—Title 18 of the United States Code
18 amended by inserting after chapter 205 the following new

chapter:
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“CHAPTER 206—PEN REGISTERS AND TRAP AND

TRACE DEVICES

“Sec.

“3121. General prohibition on pen register and trap and trace device use; excep-
tion.

“3122. Application for an order for a pen register or a trap and trace device.

“3123. Issuance of an order for a pen register or a trap or trace device.

“3124. Assistance in installation and use of a pen register or a trap and trace
device.

“3125. Reports concerning pen registers and trap and trace devices.

“8126. Definitions for chapter.

“§3121. General prohibition on pen register and trap and
trace device use; exception

“(a) IN GENERAL.—E zcept as provided in this section,
no person may install or use a pen register or a trap and
trace device without first obtaining a court order under sec-
tion 3123 of this title or under the Forewgn Intelligence Sur-
vetllance Act of 1978 (50 U.S.C. 1801 et seq.).

“b) ExceprioN.—The prohibition of subsection (a)
does not apply with respect to the use of a pen register or a
trap and trace device by a provider of electronic or wire com-

munication service—

“q7) relating to the operation, maintenance, and
testing of a wire or electronic communication service or
to the protection of the rights or property of such pro-
vider, or to the protection of users of that service from
abuse of service or unlawful use of service; or

“@) to record the fact that a wire or electronic
communication was nitiated or completed in order to

protect such provider, another provider furnishing serv-
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1ce toward the completion of the wire communication,

or a user of that service, from fraudulent, unlawful or

abusive use of service, or with the consent of the user
of that service.

“Cc) PENALTY.— Whoever knowingly violates subsec-
tion (a) shall be fined under this title or imprisoned not more
than one year, or both.

“§3122. Application for an order for a pen register or a trap
and trace device

“la) APPLICATION.—(1) An attorney for the Govern-
ment may make application for an order or an extension of
an order under section 3123 of this title authorizing or ap-
proving the installation and use of a pen register or a trap
and trace device under this chapter, in writing under oath or
equivalent affirmation, to a court of competent jurisdiction.

“(2) Unless prohibited by State law, a State investiga-
tive or law enforcement officer may make application for an
order or an extension of an order under section 3123 of this
title authorizing or approving the installation and use of a
pen register or a trap and trace device under this chapter, in
writing under oath or equivalent affirmation, to a court of
competent jurisdiction of such State.

“b) CONTENTS OF APPLICATION.—An application

under subsection (a) of this section shall include—
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‘1) the identity of the attorney for the Govern-

ment or the State law enforcement or investigative offi-

cer making the application and the identity of the law
enforcement agency conducting the investigation; and

“(R) a certification by the applicant that the infor-

mation likely to be obtained 1s relevant to an ongoing

criminal investigation being conducted by that agency.

“§3123. Issuance of an order for a pen register or a trap

and trace device

“(a) IN GENERAL—Upon an application made under

section 3122 of this title, the court shall enter an ex parte

order authorizing the installation and use of a pen register or

a trap and trace device within the jurisdiction of the court if

the court finds that the attorney for the Government or the

State law enforcement or investigative officer has certified to

the court that the information likely to be obtained by such

installation and use 1s relevant to an ongoing criminal

1nvestigation.

“b) CONTENTS OF ORDER.—An order issued under
this section—
“U2) shall specify—
“(4) the wentity, if known, of the person to
whom 1s leased or in whose name 18 listed the
telephone lLine to which the pen register or trap

and trace device 1s to be attached;
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“(B) the identity, if known, of the person
who 18 the subject of the criminal investigation,
“(C) the number and, if known, physical lo-
cation of the telephone line to which the pen regis-
ter or trap and trace device is to be attached and,
in the case of a trap and trace device, the geo-
graphic limats of the trap and trace order; and
“U(D) a statement of the offense to which the
information lLikely to be obtained by the pen regis-
ter or trap and trace device relates; and
“(2) shall direct, upon the request of the appli-
cant, the furnishing of information, facilities, and tech-
nical assistance mecessary to accomplish the installa-
tion of the pen register or trap and trace device under
section 3124 of this title.

“lc) TIME PERIOD AND EXTENSIONS.—(1) An order
issued under this section shall authorize the installation and
use of a pen register or a trap and trace device for a period
not to exceed sixty days.

“(2) Extensions of such an order may be granted, but
only upon an application for an order under section 3122 of
this title and upon the yudicial finding required by subsection
(@) of this section. The period of extension shall be for a

period not to exceed sixty days.
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“Ud) NONDISCLOSURE OF K/ XISTENCE OF PEN REG-
ISTER OR A TRAP AND TRACE DEVICE.—An order author-
1zing or approving the installation and use of a pen register
or a trap and trace device shall direct that—

“(1) the order be sealed until otherwise ordered by
the court; and
“(2) the person owning or leasing the lLine to
which the pen register or a trap and trace device is at-
tached, or who has been ordered by the court to provide
assistance to the applicant, not disclose the existence of
the pen register or trap and trace device or the exist-
ence of the investigation to the listed subscriber, or to
any other person, unless or until otherwise ordered by
the court.
“&§ 3124. Assistance in installation and use of a pen register
or a trap and trace device

“ta) PEN REGISTERS.— Upon the request of an attor-
ney for the Government or an officer of a law enforcement
agency authorized to install and use a pen register under this
chapter, a provider of wire or electronic communication serv-
ice, landlord, custodian, or other person shall furnish such
investigative or law enforcement officer forthwith all informa-
tion, facilities, and technical assistance necessary to accom-
plish the installation of the pen register unobtrusively and

with a minimum of interference with the services that the
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person so ordered by the court accords the party with respect
to whom the installation and use is to take place, if such
assistance 1s directed by a court order as provided in section
3123(b)(2) of thas title.

“b) TraP AND TRACE DEVICE.—Upon the request of
an attorney for the Government or an officer of a law en-
forcement agency authorized to receive the results of a trap
and trace device under this chapter, a provider of a wire or
electronic communication service, landlord, custodian, or
other person shall install such device forthwith on the appro-
priate line and shall furnish such investigative or law en-
forcement officer all additional information, facilities and
technical assistance including installation and operation of
the device unobtrusively and with a minimum of interference
with the services that the person so ordered by the court ac-
cords the party with respect to whom the installation and use
18 to take place, if such installation and assistance 1s directed
by a court order as provided in section 3123(b)(2) of this
title. Unless otherwise ordered by the court, the results of the
trap and trace device shall be furnished to the officer of a law
enforcement agency, designated in the court, at reasonable

intervels during regular business hours for the duration of

the order.
“tc) COMPENSATION.—A provider of a wire or elec-
tronic communication service, landlord, custodian, or other
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person who furnishes facilities or technical assistance pursu-
ant to this section shall be reasonably compensated for such

reasonable expenses incurred in providing such facilities and

assistance.

“(d) NO CAUSE OF ACTION AGAINST A PROVIDER DIS-
CLOSING INFORMATION UNDER THIS CHAPTER.—No cause
of action shall lie i1n any court against any provider of a wire
or electronic communication service, its officers, employees,
agents, or other specified persons for providing information,
facilities, or assistance in accordance with the terms of a
court order under this chapter.

“le) DEFENSE.—A good faith reliance on a court order,
a legislative authorization, or a statutory authorization is a
complete defense against any civil or criminal action brought
under this chapter or any other law.

“§ 3125. Reports concerning pen registers and trap and trace
devices

“The Attorney General shall annually report to Con-
gress on the number of pen register orders and orders for trap
and trace devices applied for by law enforcement agencies of
the Department of Justice.

“§ 3126. Definitions for chapter

“As used in this chapter—

““1) the terms ‘wire communication’, ‘electronic

communication’, and ‘electronic communication service’
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have the meanings set forth for such terms in section
2510 of this title;

“(2) the term ‘court of competent jurisdiction’
means—

‘“t4) a district court of the United States
(including a magistrate of such a court) or a
United States Court of Appeals; or

“(B) a court of general criminal jurisdiction
of a State authorized by the law of that State to
enter orders authorizing the use of a pen register
or a trap and trace device;

“(3) the term ‘pen register’ means a device which
records or decodes electronic or other impulses which
wdentify the numbers dialed or otheruise transmatted on
the telephone line to which such device 1s attached, but
such term does not include any device used by a pro-
vider or customer of a wire or electronic communica-
tion service for billing, or recording as an incident to
billing, for communications services provided by such
provider or any device used by a provider or customer
of a wire communication service for cost accounting or
other like purposes in the ordinary course of — — its
business;

““4) the term ‘“trap and trace device’ means a

device which captures the incoming electronic or other

oS 2575 PGS



S=HENe <IEEES < R~ SR SO JCR NN

p—t el pemd e
WO N =D

14
15
16
17
18
19
20
21
22
23
24
25

112
impulses which identify the ormginating number of an
instrument or device from which a wire or electronic
communication was transmiltted;

“(5) the term ‘attorney for the (Government’ has
the meaning given such term for the purposes of the
Federal Rules of Criminal Procedure; and

“6) the term ‘State’ means a State, the District
of Columbia, Puerto Rico, and any other possession or
territory of the United States.”’.

(b) CLERICAL AMENDMENT.—The table of chapters for
part 11 of title 18 of the United States Code 1s amended by

inserting after the item relating to chapter 205 the following

new item:

“206. Pen Registers and Trap and Trace Devices.............................. 31217
SEC. 302. EFFECTIVE DATE.

(@) IN GENERAL.—Ezcept as provided in subsection
(b), this title and the amendments made by this title shall
take effect ninety days after the date of the enactment of this
Act and shall, 1n the case of conduct pursuant to a court
order or extension, apply only with respect to court orders or
extensions made after this title takes effect.

(b) SPECIAL RULE FOR STATE AUTHORIZATIONS OF
INTERCEPTIONS. —Any pen register or trap and trace device
order or installation which would be valid and lawful without
regard to the amendments made by this title shall be valid
and lawful notwithstanding such amendments if such order
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or installation occurs during the period beginning on the date
such amendments take effect and ending on the earlier of—
(1) the day before the date of the taking effect of

changes in State law required in order to make orders

or installations under Federal law as amended by this

title; or

(2) the date two years after the date of the enact-

ment of this Act.

SEC. 303. INTERFERENCE WITH THE OPERATION OF A SATEL-
LITE.

(a) OFFENSE.—Chapter 65 of title 18, United States
Code, 1s amended by inserting at the end the following:
“§ 1367. Interference with the operation of a satellite

“(a) Whoever, without the authority of the satellite oper-
ator, intentionally or maliciously interferes with the author-
1zed operation of a communications or weather satellite or
obstructs or hinders any satellite transmission shall be fined
in accordance with this title or imprisoned not more than ten
years or both.

“(b) This section does not prohibit any lawfully author-
1zed 1nvestigative, protective, or intelligence activity of a law
enforcement agency or of an intelligence agency of the United

States.’’
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1 (b) CoNFORMING AMENDMENT.—The table of sections
2 for chapter 65 of title 18, United States Code, is amended by

3 adding at the end the following new item:

“1367. Interference with the operation of a satellite. ”.
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