How to Access VDI Workstation from a Mac iOS Device with PIV Card

Prerequisites:

v The Safari browser should be equal or greater than version 9.
or

v' The Firefox browser should be equal or greater than version 42. To enable PIV with Firefox, see
Appendix A

v PIV Card Reader & a valid PIV Card + Pin

v" MacOS 10.11 (El Capitan) or higher

Prerequisite Installations:

Open a Safari Browser on Mac device.

Browse to: https://www.justice.gov/taxvdi

Download the files located under Mac OS Downloads.
Install “ActivID ActivClient for Mac 4.0.1.85.dmg".
Install “AC_Mac_4.0.1.92_FIXS1710018.pkg”.

Install “CitrixReceiver.dmg”.
Note: You do not need to configure Citrix Receiver.


https://www.justice.gov/taxvdi

Launching VDI

1. Connect USB Card Reader to Mac device.

2. Insert PIV Card.
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3. Open Safari and browse to “https://citrixweb.tax.usdoj.gov”.

4. You will be presented with a Client Certificate popup.

5. Select a “Certificate”.

citrboweb. tax usdo| gov

P The website “citrixweb.tax.usdoj.gov” requires a client certificate.

5 This webaite requires a certiicate 10 validate your identity. Select the
LQ certificate to use when you connect to this website, and then click
Continue.
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6. Ensure the correct certificate is selected by selecting “Show Certificate”.

citrboweb. tax usdo| gov

P The website “citrixweb.tax.usdoj.gov” requires a client certificate.

5 This webaite requires a certiicate 10 validate your identity. Select the
LQ certificate to use when you connect to this website, and then click
Continue.
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https://citrixweb.tax.usdoj.gov/

7. Under Certificate information ensure you have selected the certificate that shows the following:
e Purpose #1 Client Authentication
e Purpose #2 Smartcard Login
e Purpose #3 Any Extended Key Usage

— The website “citrixweb.tax.usdoj.gov™ requires a client certificate.

4 This webaite requires a certificate 1o validate your identity. Select the
L_D cartificate to use when you connect to this webaite, and then click

Continua.
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Cartificate Infarmation:

Koy Usage (2.5.20.15)
Critical YES
Usage Digihal Signature

Extended Key Usage ( 2.5.29.37 )
Critical MND
Purpose #1  Client Authentication { 1.3.6.1.5.5.7.3.2)
Purposs #2  Smarcand Logon | 1.3.6.1.4.1.311.202.2 )
Purposs #1  Any Extended Key Usage { 2.5.29.37.0)
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8. Select “Continue”.

9. Enter user pin on ActivID ActivClient Pop:

ActiviD ActivClient
m Plaase enter your PIN.

PIN:

carcel (TN

10. Select “OK”.



11. If this is your first login, you will be prompted to download and install the Citrix Endpoint Analysis
(EPA) Plug-in.

Checking Your Device

Before connecting to your erganization's internal network, we need to check that your
computer meets ceriain requirements.

Please download the software that handles this check

Checking if the plug-in is installed

Skip Check Download

12. Open downloaded file

13. Install Citrix Endpoint Analysis Plug-in.

e e ® Citrix_Endpoint_Analysis e # Install Citrix Endpoint Analysis Plug-in a
Standard Install on “Macintosh HD"
Introduction This will take 5.9 MB of space on your computer.
Destination Select Click Install to perform a standard installation of this software
) in your home folder. Only the current user of this computer
* Installation Type will be able to use this software.
Installation
a ~ stallatio
(u\ ‘{-.-.“ Summary
Install Citrix Endpoint Uninstall Citrix Endpoint
Analysis Plug-in Analysis Plug-in
Cimlx Go Back Install
-

14. After Installation completed, Select “Close”.



[ ] = Install Citrix Endpoint Analysis Plug-in =
The installation was completed successfully.
Introduction

Dastination Select
Installation Type

Installation

¢ Summary The installation was successful.

The software was installed.
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15. Allow Citrix Endpoint Analysis (EPA) plug-in to Check Computer Requirements.

M & citrixweb, tax usdo) gov For 1 3

Checking Your Device

Before connecting to your organization's internal network, we need to chack that your
computer meets certain requirements,

Please download the software that handles this check

Checking if the plug-in is installed




16. At CitrixEndpointAnalysis pop-up, select “Allow”.

citrixweb tax usdo).gav - !

17. Citrix Endpoint Analysis will begin.

L ] CitrixEnd pointAnalysis | L ] CitrixEndposntAnalysis
MetScaler Gateway citrixweb.tax.usdoj.gov
Waiting for Connection Version check passed 5

Will quit after 20 seconds

Clear EFA Praferences Cuilt Clear EFA Preferences

18. Version Check Passes.

[ ] CitrixEndpointAnalysis
' uf -

citrixweb.tax. usdoj.gov

Guit Clear EPA Praferenoes




19. After Citrix Endpoint Analysis allows user login, you will be presented with a EULA Pop Up.

le] o | & citrixweb.tax.usdoj.gov < il E=

IWARNING!

data contained herein or in transit to/from this
system constitules a violation of Title 18, United
States Code, Section 1030, and may subject the
individual to Criminal and Civil penalties pursuant
to Titke 26, United States Code, Sections 7213,
7213A (the Taxpayer Browsing Protaction Act),
and 7431, This system and equipment are

baing ar
stored In this system by a user. if monitoring
reveals possible evidence of criminal activity,
such evidence may be provided 1o Law
Enforcement Personnel.

ANYONE USING THIS SYSTEM EXPRESSLY
CONSENTS TO SUCH MONITORING

20. Read Tax Division warning EULA and Accept by Selecting “Continue”.

21. Available Desktop & Applications will load, Select available VDI to launch workstation.
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Appendix A

Enable PIV with Firefox

1. Launch Firefox
2. Gointo Firefox Preferences

About Firafox b
o " e =
&« @ & Moazilla Corpaoration (US) | hitps:/wuw.mozilla.org/en-US/firefox/58.0/firstrun/ e b g W @ =

Services >

Hide Firefox #H
Hide Others X #H
Show All

Quit Firefox ko]

Sign in

to continue to Firefox Sync

‘ Email |

Already using Firefox? = |

Sign in to your account and we'll sync

the bookmarks, passwords and other
great things you've saved to Firefox on
other devices.

Create an account
Forgot password?
8y proceeding, you agree to

Senice and Privacy Ntice
services

Learn more al Firefox Accounts Skip this stap

3. Select Privacy & Security

) Welcome to Firsfox X | ™ Firefox by default shares data 1= X [ JIREINE

&« c @ @ Firsfox | about:preferences#privacy fid In @ =

Find in Preferences

%t General Browser Privacy
Q Search Forms & Passwords
v Remember logins and passwords for websites Exceptions...
& Privacy & Security
Privacy & Secuity Saved Logins..
S Firefox Account
Use a master password Change Master Password...
History
Firefox will Remember history -

Firefox will remember your browsing, download, form and search history, and keep cookies from
websites you visit.

You may want to clear your recent history, or remove individual cookies.

Address Bar
When using the address bar, suggest
v Browsing history

@ Firefox Support
~  Bookmarks

4. Select Security Devices



Preferences X
EXEETETEEE -

&« a @ & Firefox  about:preferences#privacy b +d In @ =

<. Find in Preferences

v
,;:(. General Allow Firefox to install and run studies View Firsfox Studies

Allow Firefox to send crash reports to Mozilla Learn more

Q Search

a Privacy & Security Security

o

r> Firefox Account Deceptive Content and Dangerous Software Protection

+  Block dangerous and deceptive content Learn more
+ Block dangerous downloads

+ Warn you about unwanted and uncommon software

Certificates
When a server requests your personal certificate
Select one automatically
®  Askyou every time

Query OCSP responder servers to confirm the current validity of View Certificates...

certificates o o
@ Firefox Support Security Devices...

5. Select Load, browse to the following location and select the dylib file
a. /Library/Framworks/ac.ac4mac.pkcsll.framework/Versions/A/Libraries/acpkcs220.dylib

@ Firefox  about:preferencestiprivacy

Device Manager

Security Modules and Devices Details Value Log In
¥ NSS Internal PKCS #11 Module Madule Builtin Reats Module
Genaric Crypto Services. Fath op/Ci i i Log Out

Software Sacurity Device

Change Password

Buitin Otzject Taken Load

Enter the information for the module you war fo add.
Unload
Module Name | New PKCS#11 Module

Modula filename  /Library/Frameworks/ac, Browse... Enable FIPS

Cancel OK

6. Select OK to close out Device Manager, relaunch Firefox and proceed to access
https://citrixweb.tax.usdoj.gov with your PIV card inserted.



https://citrixweb.tax.usdoj.gov/

