
 

 

 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

NICOLA T. HANNA 
United States Attorney 
PATRICK R. FITZGERALD 
Assistant United States Attorney 
Chief, National Security Division 
ANTHONY J. LEWIS (Cal. Bar No. 231825) 
Assistant United States Attorney 
Deputy Chief, Terrorism and Export Crimes Section 
ANIL J. ANTONY (Cal. Bar No. 258839) 
Assistant United States Attorney 
Cyber & Intellectual Property Crimes Section 

1500 United States Courthouse 
312 North Spring Street 
Los Angeles, California 90012 
Telephone: (213) 894-1786/6579 
Facsimile: (213) 894-2927/8601 
E-mail:  anthony.lewis@usdoj.gov 
         anil.j.antony@usdoj.gov 

 
Attorneys for Applicant 
UNITED STATES OF AMERICA 
 
 

UNITED STATES DISTRICT COURT 
 

FOR THE CENTRAL DISTRICT OF CALIFORNIA 
 

IN RE: BOTNET OF COMPROMISED 
COMPUTERS 
 

 
 

No. 18-MJ-02739 
 
GOVERNMENT’S EX PARTE APPLICATION 
FOR A WARRANT PURSUANT TO FED. R. 
CRIM. P. 41(b)(6)(B) AND ORDER 
PURSUANT TO 18 U.S.C. § 3123 
AUTHORIZING THE CONNECTION TO 
COMPROMISED COMPUTERS AND REQUEST 
TO SEAL; AFFIDAVIT OF CHADE 
CHOWANA-BANDHU 
 
(UNDER SEAL) 
 

 

 

Case 2:18-mj-02739-DUTY *SEALED*   Document 1 *SEALED*    Filed 10/18/18   Page 1 of 94  
 Page ID #:1



 

2 

 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

I. INTRODUCTION AND OVERVIEW 

The United States of America, by and through its counsel of 

record, the United States Attorney for the Central District of 

California, hereby applies for a warrant pursuant to Federal Rule of 

Criminal Procedure 41(b)(6)(B) and an order pursuant to Title 18, 

United States Code, Section 3123.  The requested warrant and order 

and this application will allow the government to continue to search 

computers for an additional thirty days in accordance with the same 

terms as the search warrant issued by the Honorable Michael R. 

Wilner, United States Magistrate Judge, in Case Numbers 18-MJ-002115 

(the “Second Renewal Warrant”) and 18-MJ-2506 (the “Third Renewal 

Warrant”).  The requested search warrant and order are identical to 

each of the last two issued by Judge Wilner.  Those warrants and 

orders issued by Judge Wilner are a continuation, with certain 

revisions explained below, of search warrants and orders issued on 

June 11, 2018 by the Honorable Frederick F. Mumm, United States 

Magistrate Judge, in Case No. 2:18-MJ-01497 (the “Original 

Warrant”), and issued by Judge Mumm in Case No. 2:18-MJ-01904 (the 

“First Renewal Warrant”).   

An affidavit of Special Agent Chade Chowana-Bandhu is submitted 

herewith (the “Fourth Supplemental Affidavit” or “4th Supp. Aff.”).  

That affidavit attaches the affidavit that was submitted in support 

of the Third Renewal Warrant (“Third Supplemental Affidavit” or “3d 

Supp. Aff.”), which in turn also attaches the affidavits that were 

submitted in support of the Second Renewal Warrant (“Second 

Supplemental Affidavit” or “2d Supp. Aff.”), the First Renewal 
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Warrant (“First Supplemental Affidavit” or “1st Supp. Aff.”) and the 

Original Warrant (the “Original Affidavit” or “Orig. Aff.”).   

The requested search warrant and order will permit the Federal 

Bureau of Investigation (the “FBI”) to cause computers compromised 

by a specific type of malware, Joanap, used by North Korean cyber-

actors who are subjects of the government’s investigation, to 

connect with computers within the Central District of California 

that are controlled by the FBI (“FBI IPs”).  Computers within the 

network of computers infected by this North Korean malware (the 

“botnet”), each referred to herein as “Peers,” will be prompted to 

communicate with FBI IPs, disclose their own lists of other known 

Peers, and pass addresses of the FBI IPs to other Peers in the 

network.  This will allow the FBI to learn the Internet Protocol 

(“IP”) addresses of the other Peers in the botnet, thus generating a 

map of the botnet.   

In addition to identifying the IP addresses of computers 

infected by the Joanap malware, the requested warrant will allow the 

FBI to obtain other limited information regarding the connection, 

such as the port and the date and time of the connection.  In some 

instances, the IP addresses of infected computers will be observed 

as those computers connect directly to the FBI IPs; in other 

instances the IP addresses of Peers will be discovered when a Peer 

supplies the FBI IPs with its “Peer Lists” -- the lists kept by the 

malware containing the IP addresses of other known Peers -- i.e., 

other computers infected with this North Korean malware.  (See Orig. 

Aff. ¶¶ 39-41.)  The information obtained by the FBI IPs from other 

Peers will be limited to information resulting from basic commands 
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within Joanap’s ordinary vocabulary -- in other words, the FBI IPs 

will use commands already programmed into the malware to assist in 

getting those infected computers to identify themselves.    

While the specific persons responsible for the compromise of 

the network of computers and use of that network are not yet 

identified, it is known that the malware was developed and used by 

malicious North Korean cyber-actors.  (Orig. Aff. ¶¶ 10, 31, 35.)  

Among the offenses under investigation are violations of Title 18, 

United States Code, Section 1030(a)(5) (Causing Damage to Protected 

Computers).  (Id.)  There is probable cause to believe that federal 

crimes are being committed and that the information likely to be 

received -- the IP addresses of computers that have been compromised 

by the malware and which form a “botnet” network -- will constitute 

or yield evidence of that crime. 

This application seeks a warrant pursuant to Rule 41(b)(6)(B) 

of the Federal Rules of Criminal Procedure, as well as an order 

pursuant to the statutory authority in Title 18, United States Code, 

Section 3123.  The application for the warrant and order is based on 

the legal discussion below, the certification by an attorney for the 

government, and the attached affidavit of Special Agent Chowana-

Bandhu.   

This application also seeks authorization under Title 18, 

United States Code, Section 3103a(b), for reasonable cause shown, to 

delay notification of the requested warrant to the subscribers and 

users of the infected computers for a limited period of time, 

specifically until January 30, 2019.   
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This application seeks authorization to execute the requested 

warrant anywhere within the United States pursuant to Federal Rule 

of Criminal Procedure 41(b)(6)(B), and, for good cause shown, at any 

time of the day or night pursuant to Rule of Criminal Procedure 

41(e)(2)(A)(ii).   

Finally, this application requests that it, the proposed 

warrant that has been concurrently lodged, and the return to the 

warrant be sealed by the Court until such time as the Court directs 

otherwise.  Allowing premature disclosure to the public at large 

would likely jeopardize the FBI’s ongoing investigation and its 

ability to fully identify all of the compromised computers and other 

evidence that they may lead to, as such a disclosure would give the 

subjects of the investigation an opportunity to destroy evidence, 

change patterns of behavior, notify confederates, flee from 

prosecution, or otherwise seriously jeopardize the investigation, 

and would also allow them to detect the FBI IPs or modify the Joanap 

malware such that the requested search warrant would not be 

effective. 

II. PEN REGISTER AND TRAP AND TRACE PROVISIONS 

 As noted above and in the Affidavit, in the course of 

executing the requested search warrant, computers infected with 

Joanap will connect with the FBI IPs, and the FBI IPs will then 

record the IP addresses of those computers along with other dialing, 

routing, addressing, and signaling information pursuant to a pen 
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register and trap and trace device.1  (E.g., Orig. Aff. ¶ 52.b.)  

Based on the certification filed herewith and the facts contained in 

the Affidavit, and pursuant to Title 18, United States Code, 

Sections 3122 and 3123, the government seeks as part of the 

requested search warrant authorization for the following: 

 a. The use of a pen register anywhere in the United 

States to record or decode all non-content dialing, routing, 

addressing, or signaling information originating from or destined to 

the FBI IPs (as defined and described in the Affidavit), including 

IP addresses and IP packet header information, and to record the 

date and time of such transmissions, for a period of 30 days. 

 b. The use of a trap and trace device on each FBI IP 

anywhere in the United States to capture and record the incoming 

electronic or other impulses that identify the originating numbers 

or other dialing, routing, addressing, or signaling information 

reasonably likely to identify the source of a wire or electronic 

communication and to record the date, time, and duration of 

communications created by such incoming impulses, for a period of 30 

days.   

                     
1 It is not clear that the Pen Register and Trap and Trace Act’s 

prohibition against the “installation” or “use” of a “pen register” 
or “trap and trace device” necessarily applies to the facts 
presented to the Court here.  See, e.g., Capital Records Inc. v. 
Thomas-Rasset, 2009 WL 1664468, at *3 (D. Minn. 2009) (“[T]he Pen 
Register Act cannot be intended to prevent individuals who receive 
electronic communications from recording the IP information sent to 
them.  If it did apply in those cases, then the Internet could not 
function . . . .”).  Nonetheless, the United States is applying for 
an order authorizing the installation and use of a pen register and 
trap and trace device in an abundance of caution in order to be 
certain that its conduct does not violate the statute.   
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 c. The IP addresses, and the dialing, routing, 

addressing, and signaling information called for by the requested 

order authorizing the use of a pen register and trap and trace 

device include, for any communication with an FBI IP, the IP 

addresses and source or destination ports for any such communication 

or transmission, along with the date, time, and duration.  

Pursuant to Title 18, United States Code, Section 3123(d), the 

government requests that this application and the requested warrant 

be sealed until further order of the Court.       

III. INFORMATION OBTAINED THROUGH ORIGINAL WARRANT  

AND FIRST, SECOND, AND THIRD SUPPLEMENTAL WARRANTS 

As described in each of the Supplemental Affidavits, the FBI 

IPs have been successful in making contact with Peers and in 

identifying new Peers.   

At the time of the First Renewal Warrant, the FBI IPs had not 

discovered as many Peers as has been anticipated, and because the 

number of new Peers being discovered had begun to plateau, the First 

Renewal Warrant described a new process to identify Peers using 

additional criteria.  Specifically, the process involved identifying 

Joanap Peers by using historical consensually monitored computer 

activity of any computer infected with the Joanap malware dating 

back to January 1, 2018.   

At the time of the Second Renewal Warrant, the IP addresses 

discovered through using historical consensually monitored computer 

activity had not significantly enhanced the FBI’s ability to 

discover Peers.  In particular, the IP addresses revealed from 

historical consensually monitored computer activity were either 
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already discovered through the execution of the search warrant by 

using the other criteria, or the IP addresses did not respond to the 

connection request from an FBI IP.   

As a result, in the Second Renewal Warrant, the warrant added 

one additional criteria in identifying computers that will be 

searched.  Specifically, the warrant allowed the search of computers 

that had certain ports (or channels) open and that met other 

criteria.  The Joanap malware used certain ports for its 

communications that were traditionally used for other types of 

internet traffic, such as web browsing and email communications, 

likely as a measure to conceal the malicious traffic and make it 

appear like other legitimate traffic.  The FBI used third-party data 

sets to examine which IP addresses had those specific ports open, 

and also which of those IP addresses did not behave the way that 

computers would if they were communicating on that port with 

whatever the “traditional” use of that port was.  The Second Renewal 

Warrant allowed the FBI to search a computer that:  (a) had at least 

one of three specific ports open, which ports were programmed into 

Joanap for its communications; (b) the use that port was not the 

traditional use of those ports based on how the computers behaved; 

(c) the computer responded to an initial cryptographic 

authentication step performed by the FBI to determine that the 

computer was infected with Joanap.  This process is described in 

greater detail in paragraphs 9-21 of the Third Supplemental 

Affidavit.  Multiple new IP addresses were discovered by using this 

technique.  (4th Supp. Aff. ¶ 11.)    
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The principal reason that the FBI is seeking an additional 

period of thirty days is because the FBI and AFOSI has remedied a 

coding issue that was used to manage the execution of the search 

warrant on the FBI IPs.  Specifically, as a part of the exchange 

between Peers, one informs the other whether it is publicly 

accessible or not (i.e., if it is behind a router or a firewall).  

The FBI IPs had inadvertently been informing Peers that they were 

not publicly accessible, even when they were.  That in turn caused 

those Peers to stop using the ports they had previously used to 

connect with other Peers, which disrupted the connections between 

Peers in the botnet and the ability of the FBI IPs to fully 

propagate and to reach additional Peers.  This process is detailed 

in paragraphs 12-18 of the Fourth Supplemental Affidavit.   

The requested warrant and order are a continuation of the same 

techniques needed previously authorized, without adding any 

additional means of identifying Joanap peers.  The requested warrant 

is therefore the same as the Third Supplemental Warrant (which in 

turn was the same as the Second Supplemental Warrant), and seeks an 

additional period of time in which to map the Joanap botnet.   
 

///  
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IV. CONCLUSION 

For the reasons set forth above and in the attached affidavit 

and certification, the government respectfully requests that the 

Court issue the accompanying warrant and order.   

Dated:  October 17, 2018 Respectfully submitted, 
 
NICOLA T. HANNA 
United States Attorney 
 
PATRICK R. FITZGERALD 
Assistant United States Attorney 
Chief, National Security Division 
 
 
      
      
        
ANTHONY J. LEWIS 
ANIL J. ANTONY 
Assistant United States Attorneys 
 
Attorneys for Applicant 
UNITED STATES OF AMERICA 
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CERTIFICATION 

In support of this application, and pursuant to Title 18, 

United States Code, Section 3122, I state that I, Anthony J. Lewis, 

am an “attorney for the Government” as defined in Rule 1(b)(1) of 

the Federal Rules of Criminal Procedure.  I certify that the 

information likely to be obtained from the requested warrant is 

relevant to an ongoing criminal investigation being conducted by the 

Federal Bureau of Investigation of subjects who are not yet 

identified for violations of offenses including Title 18, United 

States Code, Section 1030(a)(5). 

I declare under penalty of perjury under the laws of the United 

States of America that the foregoing paragraph is true and correct. 

 

 

October 17, 2018 

 

 

 
DATE  ANTHONY J. LEWIS 

Assistant United States Attorney 
Terrorism and Export Crimes Section 
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AFFIDAVIT 

I, Chade Chowana-Bandhu, being duly sworn, declare and 

state as follows: 

I. INTRODUCTION 

1. I am a Special Agent (“SA”) with the Federal Bureau of 

Investigation (“FBI”) and have been so employed since 2007.  I 

am currently assigned to a squad that investigates computer 

intrusions in Los Angeles, where I specialize in the 

investigation of computer and high-technology crimes, including 

criminal and national security computer intrusions, denial of 

service attacks, and other types of malicious computer activity.  

During my career as an FBI SA, I have participated in numerous 

computer crime investigations.  In addition, I have received 

both formal and informal training from the FBI and other 

institutions regarding computer-related investigations and 

computer technology.  Prior to my work in the FBI, I received a 

Bachelor of Science degree in Electrical Engineering and worked 

as a software engineer for eight years. 

II. PURPOSE OF AFFIDAVIT 

2. This affidavit is made in support of an application 

for a warrant that will reveal the Internet Protocol (“IP”) 

addresses of computers that are infected with a specific type of 

malware, referred to herein and in published research as 

“Joanap.”  This affidavit supplements and incorporates by 

reference the attached affidavit to which I swore on September 

21, 2018 (the “Third Supplemental Affidavit” or “3d Supp. 

Aff.”), which was submitted in support of a search warrant 
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issued that day (the “Third Renewal Warrant”) by the Honorable 

Michael R. Wilner, United States Magistrate Judge, in Case No. 

2:18-MJ-02506.  That affidavit, in turn, incorporates by 

reference the attached affidavits to which I swore:  on August 

15, 2018 (the “Second Supplemental Affidavit” or “2d Supp. 

Aff.”), which was submitted in support of a search warrant 

issued that day by the Honorable Michael R. Wilner, United 

States Magistrate Judge, in Case No. 2:18-MJ-2115; on July 24, 

2018 (the “First Supplemental Affidavit” or “1st Supp. Aff.”), 

which was submitted in support of a search warrant issued that 

day (“First Renewal Warrant”) by the Honorable Frederick F. 

Mumm, United States Magistrate Judge, in Case No. 2:18-MJ-01904; 

and on June 11, 2018 (the “Original Affidavit” or “Orig. Aff.”), 

which was submitted in support of the search warrant issued that 

day (the “Original Warrant”) by the Honorable Frederick F. Mumm, 

United States Magistrate Judge, in Case No. 2:18-MJ-01497.   

3. The requested warrant would allow the search of 

infected computers to continue for an additional period of 

thirty days according to the same terms and provisions 

previously authorized, for the reasons described below.   

4. The facts described and nomenclature used in the 

Original Affidavit are assumed below.  The facts in the Original 

Affidavit, First Supplemental Affidavit, Second Supplemental 

Affidavit, and Third Supplemental Affidavit remain true (except 

as specifically noted below) and establish probable cause for 

the requested renewed search warrant.  Set forth below are 
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details regarding the execution of those search warrants and 

information obtained from the results of those search warrants.   

A. Execution of the Original Warrant and First, Second, 
and Third Renewal Warrants and Information Obtained as 
a Result 

5. This Part provides background on the execution of the 

search warrants and orders to date, and explains the reason why 

an additional period of thirty days is required due to a 

correction made in the FBI and AFOSI’s code used to manage the 

execution of the search warrants and orders.  

1. Background on Execution of the Warrants and 
Orders 

6. As described in the First Supplemental Affidavit, 

after the warrant was issued on June 11, 2018, the FBI, working 

with other law enforcement counterparts at the Air Force Office 

of Special Investigations (“AFOSI”), first executed the search 

warrant on June 24, 2018.  (1st Supp. Aff. ¶¶ 4-6.)  Since that 

time, the FBI IPs have been both initiating connections with IP 

addresses discovered from Peers’ Push Lists (and inserting 

themselves onto the Push Lists of those Peers), and receiving 

inbound connections from other IP addresses, presumably that 

received those Peers’ Push Lists, as described in the Original 

Affidavit.1  (Orig. Aff. ¶ 52-52.b.)   

                     
1 The Original Affidavit described both Push Requests, which 

are requests to obtain Push Lists, and Receive Requests, which 
are requests to obtain Receive Lists.  (Orig. Aff. ¶¶ 43.a, 
43.b.)  The FBI and AFOSI personnel executing the search warrant 
determined that additional testing would be required in order to 
begin implementing Receive Requests, therefore the only Request 
Commands that have been used are Push Requests.   
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7. The Original Warrant allowed the FBI to search a 

computer (by requesting its Peer List) if the computer was 

identified through consensual monitoring, through another Peer’s 

Peer List, or if the Peer initiated a connection with an FBI IP.  

The number of Peers that were subsequently identified remained 

below the numbers predicted based on modeling performed by the 

FBI and AFOSI personnel.  (See Orig. Aff. ¶¶ 45, 55.)  As a 

result, two additional criteria were authorized to use by the 

FBI when identifying computers that could be searched.   

8. The first was in the First Renewal Warrant, which 

authorized the FBI to continue searching computers the same way 

it had under the Original Warrant, and also permitted to the FBI 

to connect with IP addresses that were discovered through 

historical consensually monitored activity of computers infected 

with Joanap.  (1st Supp. Aff. ¶¶ 10-13.)  The results did not 

assist the FBI in identifying new Peers.  Out of over 200 IP 

addresses identified through historical consensually monitored 

computer activity, approximately one quarter of them had already 

been discovered through the execution of the search warrant.  

The remaining approximately three quarters did not respond to 

the FBI IPs when initiating the Joanap communication sequence.   

9. Then, the Second Renewal Warrant authorized the use 

additional criteria to identify a Peer that can be searched 

pursuant to the warrant.  Specifically, the warrant allowed the 

search of computers that had certain ports (or channels) open 

and that met other criteria.  The Joanap malware used certain 

ports for its communications that were traditionally used for 
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other types of internet traffic, such as web browsing and email 

communications.  The selection of ports used for other ordinary 

purposes was likely a measure designed to conceal the malicious 

traffic and make it appear like other legitimate traffic.  The 

FBI used third-party data sets to examine which IP addresses had 

those specific ports open, and also which of those IP addresses 

did not behave the way that computers would if they were 

communicating on that port with whatever the “traditional” use 

of that port was.   

10. The Second Renewal Warrant thus allowed the FBI to 

search a computer that:  (a) had at least one of three specific 

ports open, which ports were programmed into Joanap for its 

communications; (b) the use that port was not the traditional 

use of those ports based on how the computers behaved; (c) the 

computer responded to an initial cryptographic authentication 

step performed by the FBI to determine that the computer was 

infected with Joanap.  This process is described in greater 

detail in paragraphs 9-21 of the Third Supplemental Affidavit.  

Multiple new IP addresses were discovered by using this 

technique.    

11. Out of the over 750,000 IP addresses with port 110 

open and abnormal termination message (according to the third-

party port-scanned data sets), 3 were successfully authenticated 

as Joanap Peers.  Approximately two million IP addresses have 

port 443 open and abnormal termination message, and out of 

those, 25 have been successfully authenticated as Joanap Peers.  

Approximately two million IP addresses have port 80 open and an 
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abnormal termination message, and since the Third Renewal 

Application they all have been vetted and only one IP address 

was successfully authenticated as a Joanap Peer.2  (See 3d Supp. 

Aff. ¶¶ 20-20.b.)   

2. Correction to Coding Issue Affecting FBI IPs 
Contact with Joanap Peers 

12. On September 24, 2018, the FBI and AFOSI personnel 

executing the searches remedied a coding issue that was used to 

manage the execution of the search warrant on the FBI IPs.  

Although the previous application stated that it would likely be 

the last renewal, this coding issue has caused the FBI to seek 

an additional thirty days to complete the searches to map the 

Joanap botnet.  Before explaining the coding issue that was 

corrected, some additional information on the operation of the 

Joanap malware is provided below.    

13. A computer infected with Joanap is capable of 

operating as a “client” or a “server,” but which role it plays 

depends in part on its environment.  In a typical Joanap peer-

to-peer connection, one Peer (the client) initiates the 

connection with another Peer (the server).  In order to be able 

to receive inbound connections, the server must have a publicly 

accessible IP address; the port that the Peer is listening on 

cannot be behind a router or a firewall, or a “NAT Peer” as 

described herein.  (Orig. Aff. ¶¶ 42, 53.b.)  It should be noted 

                     
2 Three of the IP addresses with each of those port numbers 

open that also met the other criteria did not return a Peer List 
when contacted by FBI IPs, though, and it is abnormal for a 
computer infected with Joanap to be operating on more than one 
port. 
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that a Peer that is publicly available can and does at times 

behave as a client and initiates connections with other Peers, 

for example to request new Peer Lists.  Those Peer Lists (Push 

Lists specifically, Orig. Aff. ¶ 40.a) contain the IP address 

and open port for other publicly available Peers.  The inverse 

is not true:  A NAT Peer cannot receive initial inbound 

connections.   

14. During an exchange between Peers, a client (the Peer 

initiating a connection) may ask the server it is contacting if 

it (the client) is publicly accessible on a given port.  The 

server then attempts to connect to the port advertised by the 

client in that session and then informs the client whether the 

client is or is not publicly accessible.    

15. The issue that had arisen in the way the FBI IPs were 

executing the searches is that when other Peers contacted the 

FBI IPs, the FBI IPs inadvertently always informed the clients 

that the clients were not publicly accessible, even when they 

were.  Because of the way the Joanap malware operates, that 

caused a Peer (“Peer A” here) that in fact was publicly 

accessible to “believe” it was not publicly accessible, which in 

turn prompts Peer A to close the port it had been using to 

receive inbound connections from other Peers.  Only when Peer A 

initiated a connection with another non-FBI Peer (“Peer B”) 

would it learn that it was in fact publicly available, but at 

that point the Peer would use a different port to receive 

connections.  All the other Peers that had stored Peer A’s IP 
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address with the old port number (now closed) would not be able 

to connect successfully with Peer.   

16. Through additional exchanges, this issue works itself 

out with some time.  Peer A, having been informed by the FBI IPs 

that it was not publicly available, would inevitably contact 

another server Peer (Peer B), and Peer B would record the new, 

correct port number with Peer A’s IP address, and propagate that 

information to other client Peers that contacted Peer B.  Those 

clients could then successfully connect with Peer A.  But the 

FBI IPs have been propagating through the botnet such that up to 

15 IP addresses on each Peer List of 50 IP addresses are FBI 

IPs.  (Orig. Aff. ¶ 47.)  Each Peer selects an IP address 

randomly from its Receive List every three hours to make 

contact.  (Id. ¶ 45.)  That means that server Peers that have 

been in communication with the FBI IPs will periodically 

reconnect with FBI IPs.  And each time an FBI IP contacts Peer 

A, the FBI IP would inform Peer A that Peer A was not publicly 

accessible, and the process would repeat.   

17. The FBI and AFOSI personnel who are managing the 

executing of the search warrant identified the issue and on 

September 24, 2018, patched the code so that the FBI IPs would 

accurately inform client Peers connecting with it whether the 

clients were publicly accessible or not.  Since that time, as of 

October 16, 2018, approximately 2398 client Peers and 123 server 

Peers (i.e., Peers that are publicly accessible) have been 

identified.  The 2398 client Peers include some of the 123 

server Peers.  Of these, no new client Peers were discovered and 
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11 of the server Peers are newly identified since the code was 

patched on September 24, 2018.3  The fact that new servers have 

been identified, however, means that additional time is 

warranted to determine whether those servers lead to additional 

Peers.  As described in the Original Affidavit:  the FBI IPs 

first make contact with a server Peer; as a result, the FBI IPs 

become entries on that server’s Push List; when other Peers 

contact that server, they will receive the Push List containing 

the FBI IPs; and those Peers will then initiate contact with the 

FBI IPs.  (Original Affidavit ¶¶ 45, 53-53.b, 67.)  Because a 

Peer only initiates contact every three hours pursuant to the 

peer-to-peer functionality, that propagation process takes time.  

(Id.)    

18. The reason that additional time is needed to continue 

mapping the botnet is because some time is needed to restore and 

stabilize the connections between Peers.  For example, if a 

cluster of Peers had been in contact with Peer A, they may have 

lost contact with Peer A when Peer A jumped to a new port after 

                     
3 The Third Supplemental Affidavit noted that by September 

17, 2018, approximately 1,788 unique IP addresses had been 
identified, though only approximately 82 were publicly 
accessible (and not NAT Peers) and acting as “servers” that 
would supply Push Lists to other Peers.  Due to a separate 
coding issue, the scripts used to operate the FBI IPs had 
recorded the results of the authentication step as “passed” even 
when the authentication step failed.  This resulted in 
approximately 151 IP addresses being counted as Peers when in 
fact they do not appear to have been infected by Joanap.  This 
did not affect the Peers that were searched pursuant to the 
port-scanned data described in paragraphs 9-21 of the Third 
Renewal Affidavit because the authentication step used to test 
those IP addresses were not done by FBI IPs using the scripts 
and code that were used to request Peer Lists from other Peers.   
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contact with an FBI IP.  Within that cluster may be other server 

Peers, that in turn were in touch with other clusters of Peers.  

The result is that the botnet requires time to re-establish the 

connections that may have been interrupted by the coding issue.  

When that occurs, the FBI IPs will be able to propagate further 

and illuminate any parts of the botnet whose connection with the 

FBI IPs via Peer A (and other server Peers) had been severed.  

Because each Peer only checks its own Receive List every three 

hours, that process requires some time to complete, which is the 

reason for requesting an additional thirty days to conduct the 

searches authorized by the requested warrant.    

B. Delayed Notice, Sealing, and Execution at Any Time of 
Day 

19. For all of the reasons set forth in the Original 

Affidavit, the government seeks authority to delay notice of the 

warrant, that the warrant, application, and affidavit be filed 

under seal, and that the FBI and AFOSI be able to execute the 

search warrant at any time of day.  (Orig. Aff. ¶¶ 60-67.)  In 

executing the search warrant, FBI and AFOSI personnel have not 

observed any indication that any of the subjects have been 

alerted to the presence of the FBI IPs in the Joanap botnet.  

Alerting them to the existence of the search warrant would 

likely cause the adverse results described in the Original 

Affidavit.  (Id.)  The Original Warrant and First Renewal 

Warrant sought to delay notification until August 31, 2018; 

those two periods of delay have been continued until November 7, 

2018 by order of the Court, and the Second Renewal Warrant 
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authorized a delay of notification until November 7, 2018.  This 

requested search warrant and order also seek to delay 

notification until January 30, 2019.   

III. CONCLUSION 

20. For all of the above reasons, there is probable cause 

to believe that the evidence to be requested through the 

requested search warrant executed within, and being investigated 

within, the Central District of California, will constitute or 

yield evidence of violations of the offenses listed above. 

 
 
 

 Chade Chowana-Bandhu  
Special Agent 
Federal Bureau of Investigation 
 

Subscribed to and sworn before me 
this ____ day of October, 2018. 
 
 

 

UNITED STATES MAGISTRATE JUDGE  
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AFFIDAVIT

I, Chade Chowana-Bandhu, being duly sworn, declare and 

state as follows: 

I. INTRODUCTION

1. I am a Special Agent (“SA”) with the Federal Bureau of 

Investigation (“FBI”) and have been so employed since 2007.  I 

am currently assigned to a squad that investigates computer 

intrusions in Los Angeles, where I specialize in the 

investigation of computer and high-technology crimes, including 

criminal and national security computer intrusions, denial of 

service attacks, and other types of malicious computer activity.

During my career as an FBI SA, I have participated in numerous 

computer crime investigations.  In addition, I have received 

both formal and informal training from the FBI and other 

institutions regarding computer-related investigations and 

computer technology.  Prior to my work in the FBI, I received a 

Bachelor of Science degree in Electrical Engineering and worked 

as a software engineer for eight years. 

II. PURPOSE OF AFFIDAVIT 

2. This affidavit is made in support of an application 

for a warrant that will reveal the Internet Protocol (“IP”) 

addresses of computers that are infected with a specific type of 

malware, referred to herein and in published research as 

“Joanap.”  This affidavit supplements and incorporates by 

reference the attached affidavit to which I swore on August 15, 

2018 (the “Second Supplemental Affidavit” or “2d Supp. Aff.”), 

which was submitted in support of a search warrant issued that 
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day (the “Second Renewal Warrant”) by the Honorable Michael R. 

Wilner, United States Magistrate Judge, in Case No. 2:18-MJ-

02115.  This affidavit, in turn, incorporates by reference the 

attached affidavit to which I swore on July 24, 2018 (the “First 

Supplemental Affidavit” or “1st Supp. Aff.”), which was 

submitted in support of a search warrant issued that day (“First 

Renewal Warrant”) by the Honorable Frederick F. Mumm, United 

States Magistrate Judge, in Case No. 2:18-MJ-01904, and the 

affidavit to which I swore on June 11, 2018 (the “Original 

Affidavit” or “Orig. Aff.”), which was submitted in support of 

the search warrant issued that day (the “Original Warrant”) by 

the Honorable Frederick F. Mumm, United States Magistrate Judge, 

in Case No. 2:18-MJ-01497.

3. The requested warrant would allow the search of 

infected computers to continue for an additional period of 

thirty days according to the same terms and provisions 

previously authorized.

4. The facts described and nomenclature used in the 

Original Affidavit are assumed below.  The facts in the Original 

Affidavit, First Supplemental Affidavit, and Second Supplemental 

Affidavit remain true and establish probable cause for the 

requested renewed search warrant.  Set forth below are details 

regarding the execution of those search warrants and information 

obtained from the results of those search warrants.
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A. Execution of the Original Warrant and First and Second 
Renewal Warrants and Information Obtained as a Result 

5. As described in the First Supplemental Affidavit, 

after the warrant was issued on June 11, 2018, the FBI, working 

with other law enforcement counterparts at the Air Force Office 

of Special Investigations (“AFOSI”), first executed the search 

warrant on June 24, 2018.  (1st Supp. Aff. ¶¶ 4-6.)  Since that 

time, the FBI IPs have been both initiating connections with IP 

addresses discovered from Peers’ Push Lists (and inserting 

themselves onto the Push Lists of those Peers), and receiving 

inbound connections from other IP addresses, presumably that 

received those Peers’ Push Lists, as described in the Original 

Affidavit.1  (Orig. Aff. ¶ 52-52.b.)

6. In executing the search warrant, the FBI IPs have 

discovered new Peers.  For example, by July 3, 2018, over 200 

unique IP addresses had been identified, though only 

approximately 18 were publicly accessible (and not NAT Peers; 

see Orig. Aff. ¶¶ 42, 53.b) and acting as “servers” that would 

supply Push Lists to other Peers; one such Peer was located in 

the Central District of California.2  By July 17, 2018, 628 new 

1 The Original Affidavit described both Push Requests, which 
are requests to obtain Push Lists, and Receive Requests, which 
are requests to obtain Receive Lists.  (Orig. Aff. ¶¶ 43.a, 
43.b.)  The FBI and AFOSI personnel executing the search warrant 
determined that additional testing would be required in order to 
begin implementing Receive Requests, therefore the only Request 
Commands that have been used are Push Requests.

2 The First Supplemental Affidavit and the Second 
Supplemental Affidavit made reference to the fact that “one such 
Peer” was located in the Central District of California, and at 
that time the FBI had understood that a “server” Peer was 
located in this District.  (1st Supp. Aff. ¶ 9; 2d Supp. Aff. 
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unique IP addresses had been identified, with 18 that were 

publicly accessible and acting as servers.  By August 3, 2018, 

over 900 unique IP addresses had been identified, though only 

approximately 42 were publicly accessible (and not NAT Peers) 

and acting as “servers” that would supply Push Lists to other 

Peers.3  By September 17, 2018, approximately 1,788 unique IP 

addresses had been identified, though only approximately 82 were 

publicly accessible (and not NAT Peers) and acting as “servers” 

that would supply Push Lists to other Peers.

7. The First Renewal Warrant authorized the FBI to 

continue searching computers the same way it had under the 

Original Warrant, and also permitted to the FBI to connect with 

IP addresses that were discovered through historical 

consensually monitored activity of computers infected with 

Joanap.  (1st Supp. Aff. ¶¶ 10-13.)  The results did not assist 

the FBI in identifying new Peers.  Out of over 200 IP addresses 

identified through historical consensually monitored computer 

¶ 6.)  On re-examination, the IP address referenced was actually 
one of the FBI IP addresses located in this District.  As of 
September 17, 2018, however, three “client” IP addresses have 
been identified in the Central District of California.

3 It should be noted that references to the number of unique 
IPs operating as servers (42 in this reference) do not appear to 
be 42 concurrently running machines.  Because the way the search 
warrant is executed using specific commands in Joanap’s 
vocabulary, the specific device identifier is not reflected in 
the communications identified in the exchanges between Peers, 
only the IP address assigned to it and the port it is using.
Moreover, some of the IP addresses of the Peers acting as 
servers are similar, indicating they are part of the same block 
of IP addresses used by the same network that re-assigns IP 
usage to different computers.  For these reasons, it is 
estimated that there are far fewer unique Joanap servers amongst 
those 42 unique addresses that are publicly facing. 
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activity, approximately one quarter of them had already been 

discovered through the execution of the search warrant.  The 

remaining approximately three quarters did not respond to the 

FBI IPs when initiating the Joanap communication sequence.

8. According to the FBI and AFOSI personnel executing the 

search warrant, the number of new Peers being identified had 

been leveling off.  The number of Peers that have been 

identified to date remain below the numbers predicted based on 

modeling performed by the FBI and AFOSI personnel as well.  (See 

Orig. Aff. ¶¶ 45, 55.)  As described in the First Supplemental 

Affidavit, one possible reason that the numbers of Peers are low 

is because of a possible coding issue in the way the malware 

maintains Peer Lists.  (1st Supp. Aff. ¶ 10.)  Specifically, the 

inactive Peers do not appear to be “pruned” from the Peer Lists 

effectively, and instead active Peers are pruned.  (Id.)  As a 

result, it appeared that the FBI IPs were stuck in a “pocket” of 

the botnet without being able to connect with or map the rest of 

the botnet.  (Id.)

9. For this reason, the Second Renewal Warrant authorized 

the use additional criteria to identify a Peer that can be 

searched pursuant to the warrant.  The Original Warrant allowed 

the FBI to search a computer (by requesting its Peer List) if 

the computer was identified through consensual monitoring, 

through another Peer’s Peer List, or if the Peer initiated a 

connection with an FBI IP.  The First Renewal Warrant used those 

same criteria and allowed the FBI to use historical consensually 

monitored activity going back to January 1, 2018.  The Second 
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Renewal Warrant retained those same criteria, and to expand them 

to include one additional criteria, which is described in the 

following paragraphs.

10. There are multiple companies that make available 

publicly or for a fee the results of port-scanning IP addresses.

In addition to the IP addresses used to route traffic on the 

internet, internet traffic also includes a “port.”  Once the 

right IP address is located and the traffic is routed there, the 

port is effectively a channel that allows the computer to 

separate different kinds of internet traffic based on different 

types of communication protocols.  For example, web browsers 

often communicate over port 80 or 8080, secure web browsing 

often occurs over port 443, and certain email protocols use port 

25, 110, or 143.

11. Port-scanning refers to the process of checking 

whether various ports on a computer are “open” and available to 

communicate or not.  Not only will port-scanning results show 

whether a port is open or not, the computer conducting the scan 

can make an initial data request to the open port.  This initial 

request solicits data which is routinely provided once a client 

connects to the server’s port.  That data is often referred to 

as a “banner,” providing the client with the initial information 

necessary to continue engaging the application bound to that 

port on the server.  The companies that conduct the scans of 

these ports also make publicly available the results of the 

banner produced by the server once the connection is 

established.  Banners can include host names, server software 
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version numbers, and digital certificate information required to 

establish a secure connection.  Additionally, if a port is found 

to be open, but abnormality occurs, the abnormality information 

may be logged.  Abnormalities can include premature termination 

(no banner presented) and invalid banner information (indicating 

that software other than what is expected is running on the 

server port).

12. Joanap is configured to use 26 ports as preferred 

listening ports (meaning that the port is open).  The list 

begins with ports 443, 110, 53, and 80, in that order of 

preference.   The traditional uses of those ports are:  port 443 

is used for HTTPS (or secure web browsing); port 110 is used for 

POP3 (a protocol used for receiving email); port 53 is used for 

DNS or Domain Name Service (used to translate a domain into an 

IP address)4; and port 80 is used for ordinary web traffic.

Using ports that are traditionally utilized for other types of 

traffic is a common technique used by hackers to conceal their 

connections as internet traffic that would otherwise appear to 

be legitimate.

13. The FBI and AFOSI will therefore use the publically 

available port-scanning data to discern which IP addresses have 

these ports open.  That alone, however, can be filtered further.

4 The Domain Name Service, or “DNS,” is a naming system for 
computers, services, or any other resources connected to the 
internet.  An often-used analogy to explain the DNS is that it 
serves as the phone book for the internet by translating human-
friendly computer hostnames into IP addresses.  For example, the 
domain name “www.justice.gov” may translate to the IP address 
149.101.146.50.
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Specifically, many of the IP addresses that have those ports 

open will be using them in a traditional way.  For example, an 

IP address with an open port 443 may be a legitimate web server.

Where it is a legitimate web server, however, the port-scanning 

data will reflect a legitimate banner used by clients to 

communicate with encrypted HTML sockets (443) and plain text 

HTML sockets (80).  In the case of a mail server (110), 

traditional mail server banner information would be provided.

Thus, only those IP addresses where (a) the specified port is 

open, and (b) the specific abnormality of a prematurely 

terminated session prior to receiving a banner, will be 

considered viable to be searched pursuant to the requested 

search warrant.

14. One of these ports will not be used in the requested 

warrant:  port 53.  The reason for that is because port 53 

traditionally hosts Domain Name Service or DNS, as noted above.

DNS services utilize a protocol that does not provide the 

connection termination message required to detect an abnormal 

termination.  Therefore the port-scanning data does not provide 

a means of discriminating between legitimate or traditional use 

of port 53 and instances in which the port is open because of an 

abnormality--such as infection with the Joanap malware.5

5 DNS traditionally operates using User Datagram Protocol 
(UDP).  UDP is a “connectionless” protocol, not requiring any 
packets to be acknowledged or verified.  Transmission Control 
Protocol (TCP) is a “connection oriented” stateful protocol 
utilized for Web (443) and Mail (SMTP) and provides the 
connection termination message required to detect an abnormal 
termination.  Therefore, the publically available 53 scans to 
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15. Even using only the IP addresses that (a) have one of 

the three specified ports (443, 80, 110) open, and (b) provide a 

premature session disconnection (indicating that the ports are 

not being used for their intended purpose) yielded a significant 

number of IP addresses.  Data available in July 2018, for 

example, shows that those criteria are satisfied for over 

2,000,000 IP addresses for port 443, over 2,000,000 IP addresses 

for port 80, and over 750,000 IP addresses for port 110.

16. That list, however, is further narrowed down.  As 

described in the Original Affidavit, in the ordinary course of 

how Joanap’s peer-to-peer functionality operates, a Peer 

initiating a connection (the “client”) sends a pseudo-random 

string of text that the other Peer (acting as the “server”) 

returns encrypted to the client.  The client then sends an 

encrypted message with known plain text.  If the server can 

decode the known plain text correctly, the peer has performed a 

cryptographic handshake and validates itself to the other Peer 

(thus authenticating itself as a computer infected with Joanap).

(Orig. Aff. ¶ 44.)  Specifically, when one Peer (a client) 

initiates a connection to another Peer (a server), the client 

will first send a very small (4-byte) value.  The client will 

then sends a 16-byte pseudorandom value to the server.  The 

server will then send back to the client the 16-byte value that 

has been encrypted.  That 16-byte value is encrypted with a 

collect DNS server information are UDP oriented, and do not 
provide the granularity necessary to detect an abnormal 
termination.
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certain, standard encryption system (referred to as RC4), and 

using the encryption key contained in the Joanap malware.  If 

the client is able to decrypt that value, then the client will 

send an encrypted message, where the known plain text that is 

encrypted is “https://www.google.com/index.h”.  If the server 

decodes that message to match the plain text written above, then 

each node is satisfied that they are both Joanap Peers. 

17. In performing this additional step to further narrow 

down the IP addresses to discern which are infected with Joanap, 

the FBI and AFOSI only attempt the first half of the 

cryptographic handshake on the IP addresses filtered using the 

previous two criteria.  The FBI will use computers (not 

necessarily the FBI IPs) to pose as clients and only execute 

that initial part of the authentication step--sending a 4-byte 

value followed by a 16-byte value--and await the response.  Only 

if the response is encrypted using Joanap’s method of encryption 

and its encryption key, then the IP address is one that will be 

included for execution of the search warrant to request a Peer 

List from it.  If the IP address is not a Joanap Peer, then it 

will terminate the session or the session will time out and will 

not pass the initial part of the cryptographic handshake.  The 

FBI and AFOSI have used and tested this technique on other 

computers and has not observed any indications that performing 

this initial part of the authentication step causes any 

impairment of a computer’s ability to function.  Unlike the 

search authorized by the warrant that allows the FBI to request 

a Peer List, this step does not cause the computer to divulge 
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any of its own information--at most it would return information 

sent to it by the FBI or AFOSI (after encrypting it).

18. It should also be noted that using port-scanning data 

is likely to allow the FBI to develop a more current and 

complete map of the botnet because the information is more 

recent than historically monitored activity.  Different services 

make data sets available that are more or less recent; for 

example, one service makes data available that is one month old, 

and another service makes data available that is one week old.

That is more likely to assist in generating a current map of the 

botnet, and also to reveal other “pockets” of the broader botnet 

that were not visible starting from the individual consensually 

monitored IP addresses.  That will be of particular assistance 

given the way that Joanap “prunes” Peers on the Peer Lists it 

maintains:  starting with an up-to-date data set regarding which 

IP addresses may be infected is more likely to overcome the FBI 

IPs inability to “see” through fragmentation in the botnet that 

may have occurred as a result of Peer Lists losing contact with 

neighbors because of stale or outdated Peers.

19. Even after an IP address has satisfied each of those 

three criteria, as with every other connection made by the FBI 

IPs, each connection to Peers identified by any means pursuant 

to the search warrant will be initiated with an authentication 

step to determine if the computer is a Peer in fact infected 

with Joanap.  (Orig. Aff. ¶ 44.)  Only if the computer passes 

the authentication step will the FBI IP continue with a Request 
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Command.  (See Orig. Aff. ¶ 43.)  Thus only computers that are 

in fact infected with Joanap will be searched by the FBI IPs.

20. As noted above in paragraph 15, data available in July 

2018 shows that open port and the abnormal termination message 

are satisfied for over 2,000,000 IP addresses for port 443, over 

2,000,000 IP addresses for port 80, and over 750,000 IP 

addresses for port 110.  The following details were compiled as 

of September 17, 2018:

a. Out of the over 750,000 IP addresses with port 

110 open and abnormal termination message (according to the 

third-party port-scanned data sets), 3 were successfully 

authenticated as Joanap peers.  Approximately two million IP 

addresses have port 443 open and abnormal termination message, 

and out of those, 25 have been successfully authenticated as 

Joanap peers.  Approximately two million IP addresses have port 

80 open and abnormal termination message, and out of nearly 

500,000 that have been tested with just the first authentication 

step, 3 have been successfully authenticated as Joanap peers.

b. As noted above, three IP addresses were 

successfully authenticated as Peers that had port 80 and port 

110 open; not only are those 3 IP addresses the same, but they 

are among the twenty-five authenticated peers that had port 443 

open.  Those three IP addresses moreover behaved abnormally:

none of those 3 IP addresses returned a Peer List when it was 

requested, and it is abnormal for an infected Peer to be 

operating on more than one port, as Joanap typically only 

operates using a single port.  Aside from these 3 IP addresses, 
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out of the remaining 22 that were authenticated using port 443, 

7 failed when a Peer List was requested (meaning no Peer List 

was provided), 2 had not yet had their Peer Lists requested, and 

13 successfully returned a Peer List.  At least some of IP 

addresses contained in the Peer Lists received from the 

authenticated Peers had not previously been discovered through 

the execution of the search warrant.

21. Thus, while the authentication of port-scanned IP 

addresses with ports 110, 443, and 80 open is nearly complete, 

some additional time is requested in order to determine whether 

the results of this process lead to other “pockets” of the 

botnet or if the map is as complete as possible.  Furthermore, 

as the FBI IPs have been executing the search warrant and 

communicating with Peers, and both requesting Peer Lists and 

including themselves onto other Peers’ Peer Lists, the number of 

unique IP addresses has continued to grow, now nearly double 

what it was in the beginning of last month (over 900 unique IP 

addresses by August 3, 2018, and approximately 1,788 unique IP 

addresses by September 17, 2018).

22. Thus, with this next (and anticipated to be the last) 

renewal of the search warrant, the FBI and AFOSI will be able to 

determine with more confidence if there are any other “pockets” 

of Peers that were not in communication with the groups of Peers 

in the botnet that the FBI had observed.  By the end of the 

period in the requested search warrant, the Joanap botnet will 

be mapped by the FBI and AFOSI as completely as possible using 

the means authorized by the search warrants.
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B. Delayed Notice, Sealing, and Execution at Any Time of 
Day

23. For all of the reasons set forth in the Original 

Affidavit, the government seeks authority to delay notice of the 

warrant, that the warrant, application, and affidavit be filed 

under seal, and that the FBI and AFOSI be able to execute the 

search warrant at any time of day.  (Orig. Aff. ¶¶ 60-67.)  In 

executing the search warrant, FBI and AFOSI personnel have not 

observed any indication that any of the subjects have been 

alerted to the presence of the FBI IPs in the Joanap botnet.

Alerting them to the existence of the search warrant would 

likely cause the adverse results described in the Original 

Affidavit.  (Id.)  The Original Warrant and First Renewal 

Warrant sought to delay notification until August 31, 2018; 

those two periods of delay have been continued until November 7, 

2018 by order of the Court, and the Second Renewal Warrant 

authorized a delay of notification until November 7, 2018.  This 

requested search warrant and order also seek to delay 

notification until November 8, 2018.

III. CONCLUSION

24. For all of the above reasons, there is probable cause 

to believe that the evidence to be requested through the 

requested search warrant executed within, and being investigated

///
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within, the Central District of California, will constitute or 

yield evidence of violations of the offenses listed above. 

Chade Chowana-Bandhu
Special Agent 
Federal Bureau of Investigation 

Subscribed to and sworn before me 
this ____ day of September, 2018. 

UNITED STATES MAGISTRATE JUDGE 
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