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1 MR BAIRD: In 1789 the first Congress

2 mandat ed that there be appointed, quote, a neet
3 person learned in the law to act as an attorney
4 general for the United States.

5 Since that time, the holders of this
6 of fi ce have preserved the rule of |aw and

7 established a long and worthy tradition of

8 integrity and independence in the Departnent of
9 Justi ce.

10 At the University of Chicago, we can
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take special pride in the role that our graduates
have pl ayed, especially Edward Levy and his
solicitor general, Robert Bork.

Janet Reno continues this tradition.
It is therefore a special honor to have her with
us on Law Day. It is ny great privilege to
i ntroduce her to you, a neet person learned in
| aw and our Attorney Ceneral.

M5. RENO Thank you, Dean, very nuch,
and good afternoon to you all.

| amvery, very honored to be here at
one of the great |aw schools of the country.
have had the opportunity to sit across the room
in my conference room and once his conference
room wth Edward Levy who represents to ne what

an attorney general should indeed be all about.
And it is a real wonderful opportunity for ne to
be here today wth you.

| lTove the law and | | ove | awers. But
| don't like greedy, indifferent |awers who are
selfish and don't care about others. This |aw
school has produced so many wonderful people who
have made such giving contributions to the
profession, to the nation, to their comunity,
and to society generally; and I know that you
will carry on.

Do not becone known for the dollars you
make or the house you live in or for the nane of
the law firmthat you join, but becone known for
how you use the | aw; how you use the law to help
ot hers; how you use the |aw to sol ve your
clients' problens rather than making them how
you use the law to achieve equal justice for all;
and how you use the law to contribute to your
community and to your nation. You are the
| awyers that will shape the next century of one
of the nost conplex, challenging, and clearly
nost successful |egal systens in human history.

| would like to discuss with you today
two chall enges that we face and that you wl|
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face as you shape the 21st century; chall enges
that will test our nation, our economny, our civil
life, and particularly our |egal system

The first challenge | would like to
di scuss wth you is the chall enge of the
I nformati on age; how we use technol ogy to open
new worl ds of |earning, of commerce, of
communi cati on; new opportunities that stagger the
| magi nati on and convert vanity to prayer; how we
control that technol ogy and ensure that it does
not control us or threaten us; how we reach
across borders and around the world to know
peopl e we have never known before w thout
sacrificing our right -- our precious right to
privacy and to be left al one.

Let ne begin with a description of the
chall enge. Let's look a few years into the
future, for as we speak, science fiction is fast
becom ng science fact.

Not too many years from now an attorney
w Il wake up one norning in Chicago. Let's cal
her Janet. She won't go to her door to pick up
t he newspaper. She'll sit down at her conputer,
and she wll be able to flip through the Chicago
papers as well as newspapers and outlets from

London and Tokyo and beyond.

|f she drives to work through a
toll booth, she won't have to stop because her car
wll send an electronic signal that wll
automatically deduct the toll from her bank
account. From her car she mght be able to
listen to an Australian radi o program beaned to
her by satellite and call the station back to try
to becone the ninth caller and win the pri ze.

At work, assum ng she still has to go
to the office, Janet could log on to the conputer
and do sone research. She could type her brief
by dictating into a m crophone. Then she could
encode the docunent and send it to New YorKk.

At lunch she could log on to the
I nternet, check her finances, and sell a few
shares of stock or transfer some funds from her
bank account to pay her electric bill. Then
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Janet could fill her doctor's prescription by
calling in to the pharnmacy's conputer and
ordering a nonth's dosage of nedi cine.

At home she m ght surf the Internet
| ater to buy an anniversary gift with electronic
cash. Then fromher living roomshe and her
husband coul d choose froma list of over 10, 000

6
novi es by pressing a few nore buttons, and naybe
their children woul d be playing ganes on the
| nt er net.

Much of that future is already here.
The rest of it is not far behind. In fact, it
all sounds a little ordinary. But this
technol ogy that she has used in this little slice
of Iife poses a nunber of novel |egal issues that
| awers are already grappling wth and that you
will be called upon to hel p resol ve.

The fact is, anything that presents new
opportunities for Americans al so presents
opportunities for the crimnals and challenges to
the lawers who nust join with others to help to
stop them

Just as noney can be used to tithe or
to bribe, just as cars can deliver bread or
bonbs, so too can conputers be used to naeke our
| ives better or to threaten our basic security,
our privacy, and |eave | aw enforcenent a step
behi nd.

The fact is, crimnals are al so
preparing for the 21st century, and the
conputerization of America has becone a
doubl e- edged sword. Conputer crine cost our

society an estimated $10 mllion a year. A
recent survey showed that 42 percent of security
specialists in Fortune 500 conpani es reported
unaut hori zed use of their conputer systens just
| ast year.

Let's return to Janet in the 21st
century. She started her day with those on-1line
newspapers. Wat if, unknown to her and every
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ot her reader, sonebody had hacked into the
newspapers' web site and changed sone of the
stories so that now John Jones was arrested for
rape, not John Smth? Maybe they even inserted a
photo of Jones instead. Can Jones sue? Wo
woul d he sue? And will the police or the FB

ever be able to track down the hacker.

On her way to work, Janet tried calling
that radio station to win a prize, but unknown to
her, someone rigged the conputerized phone system
so that they could be the ninth caller. Sound
farfetched? That's exactly what happened a few
years ago in Los Angel es when a coupl e of hackers
won two Porsches and $30, 000 in cash before they
were caught. They went to jail. Don't try this
at hone.

Renmenber that brief Janet sent to her

8
partners in New York? Turns out an unscrupul ous
conpetitor intercepted it to get aleg up in
court. But there is good news in this case. The
nmessage was encrypted, and the hacker couldn't
break the code.

At lunch, when Janet seeks to transfer
funds from her bank account, she realizes her
account is enpty. Sonmeone has robbed her bank
account wth a nodeminstead of a ransom note and
a sack.

Just |ast year a gang of conputer
hackers sat in a kitchen in Russia and broke into
Citibank's financial system They tried to steal
nore than $10 mllion by transferring the funds
to accounts in at |east seven different
countries. Whrking together with | aw enforcenent
around the gl obe, we arrested the gang of
hackers. Unfortunately, to this day, $400, 000
remai ns unrecovered; stolen froma Russi an
kitchen table.

But Janet's day is not over. \Wen she
goes to fill her prescription, she finds out that
sonmeone has broken into the pharmacy's conputer
and stolen its files. They are threatening to
make the files public, damage the reputation of
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9

1 t he custoners, and bankrupt the pharnmacy if it

2 does not pay ransom Once again, science fiction
3 I s already science fact.

4 Hackers from Germany recently captured
5 the credit card files a Mam conpany kept on its
6 customers. The hackers then threatened to

7 distribute all the credit card nunbers unl ess

8 they were paid ransom \When one of the hackers

9 tried to pick up the noney, German authorities

10 arrested him |f the hackers had chosen to use
11 the nunbers instead of trying extortion, |aw

12 enforcenment may not have been able to stop them
13 Now 21st-century Janet is driving hone
14 fromwork. She's tired, and there's nore bad

15 news on the radio. It seens that a group of

16 cyber terrorists have hacked into the air traffic
17 control l er system and disrupted the entire

18 system and flights are del ayed around the

19 worl d. Law enforcenent knew that they were up to
20 sonet hi ng because they had been sendi ng frequent
21 nmessages to their headquarters overseas. The
22 police had even obtained a court order to access
23 the E-mails. But because the conversations were
24 all coded with encryption products that did not
25 allow for data recovery and the police could not

10

1 break the code, all they saw was a gar bl ed

2 nmessage. So they could not stop the crine in

3 advance.

4 Janet gets hone and finds the perfect

5 anniversary gift for sale on the Internet. She

6 buys it, but it never arrives and her noney is

7 gone. Telemarketing fraud used to be | abor

8 I ntensive requiring thousands of calls to people
9 over several weeks. Now scamartists can reach
10 mllions on the Internet in seconds. Can |aw

11 enforcenent, using wire fraud | aws, keep up?

12 At that point Janet's 10-year-old tells
13 her about sonething he saw on the Internet that
14 af ternoon. Looks |ike a pedophile at work, a

15 nice stranger inviting her son to neet himin the
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par k.

These are not just the probl ens of
tonorrow, many of them are the probl ens of
today. They sound daunting, even frightening.
Can the | aw keep up?

In many cases we are already at work.
For exanple, President Cinton established a
comri ssion to determ ne how best to protect the
nation's critical infrastructure from conputer
assault so that attacks on systens |like our air

11
traffic control network will remain science
fiction. But this presents extraordinary
chal | enges to | awers.

Lawers have to understand the
technol ogy. But nore inportantly, |awers have
to renenber everything they've | earned about the
Constitution; and we have got to make sure that
as we attenpt to control the technol ogy, we
control it according to the traditions of our
Constitution, and that we nmake sure that that
docunent, which has been such a living docunent,
continues to live wi thout abatenent and that
| awyers are capable of dealing with the
t echnol ogy.

The Justice Departnent has set up a
speci al section that deals wth conputer crines,
and every U S. Attorney's office has designated
| awyers to deal with high tech crinme and provided
themw th special training. The FBI has
establ i shed three high tech squads. But this is
not a problemfor |aw enforcenent al one. These
are challenges for every attorney and for every
Arer i can.

The first challenge is to educate
Americans. For exanple, now that crines can be

12
committed by bright children froma conputer in
their bedroom it is nore inportant than ever to
reach out to them and teach them what is right
and wong. Children wal king down the street past
a candy store that is closed know that it is not
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right to find ways to break inside. That sane
t hi nki ng shoul d apply when they are on the
conmputer as well.

But how do we do that? |It's nostly
your age that are conputer literate, not ny age.
The teachers who are teaching our children today
are not literate on the conputer.

| was in Birm nghamrecently, and I
asked sone young people in a weed-and- seed
nei ghbor hood, If you were the Attorney General,
what woul d you do to deal with the probl em of
yout h violence? And they | ooked at ne and they
said, W' ve got the violence under control here.
Let ne just talk to you about -- we need
conputers, and then we need sonebody to conme down
to teach our teachers how to teach us how to use
t he conputers.

W have got to focus on how we teach
t he values that we have held dear in all this
nation's history to our children in the context

13
of technol ogy, but we nust also educate adults in
ot her ways; for exanple, |ike every crine,

I nternet fraud can be reduced by educating
consuners. Those who shop over the conputer nust
use the sane common sense in the cyber market

that they do in the supermarket. |If they
understand that a web site can be created at
relatively little cost, then they'|ll realize it

could |l ook conpletely reputable even if it's
not. That is why everyone nust invest the tine
to investigate the people with whomthey
interact. Caveat enptor nmeans as nuch in the
conputer age as it did in ancient Rone.

Qur second challenge is to get
busi nesses to understand that their effort to
stop conputer crinme can only be as successful as
their partnership with | aw enforcenent. Too
of ten busi nesses sinply don't tell |aw
enforcenent because -- that they've been
victim zed by hackers fearing that their
custonmers will |lose confidence if they admt that
their systens are vulnerable. But if your
nei ghbors don't tell the police that their houses
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24 have been broken into recently, you're never
25 going to know to install that extra lock to
14

1 protect your house.

2 Qur third challenge is to enact

3 21st-century laws to keep up with 21st-century

4 crime. |In many cases we can use traditional

5 tools to prosecute fraud or harassnent over the

6 Internet. And we worked with Congress | ast year
7 to strengthen conputer crine |aws, but the

8 | nt ernet poses novel change to the | aw every

9 day.

10 I f the electronic transaction gone bad
11 I nvol ved an overseas vendor, there's suddenly an
12 I nternational |aw enforcenent problem WII that
13 country's laws protect Janet here in the United
14 States? The world is becomng a world w t hout

15 boundari es when we deal with cyber crine.

16 In the next few weeks, the Suprene

17 Court will pass judgnent on | aws designed to keep
18 I ndecent materials away from children on

19 conputers. Regardless of the decision, there is hard
20 wor k ahead to protect our children fromthe
21 equi val ent of a w de open door into an on-line
22 adul t bookst ore.
23 Qur fourth challenge is to encourage
24 cooperation between | ocal, state, federal, and
25 even international |aw enforcenent; how wll we

15

1 make sure that |ocal |aw enforcenent keeps up.

2 The other day | saw a picture in the

3 "Washi ngton Post" of a vacant lot littered with

4 busted parking neters. As sonebody pointed out,
5 in five years you'll probably never see that, or
6 ten years, because you'll have a card by which

7 you pay your parking neter, and it wll all be

8 done on conputer. And police will be having to

9 | nvesti gate and understand a conputer theft from

10 t he parking neter authority rather than trying to
11 figure out who it was that busted the parking

12 neter and threw it into the vacant lot. Police
13 do not have that ability and that expertise, nor
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14 do they have the equipnent at this tine.

15 We face a challenge in nmaking sure that
16 t hey not only have the guns and the fingerprint
17 t echnol ogy and the DNA technol ogy, but that they

18 have the conputer forensic capability of

19 I nvestigating cyber crinme in the future.

20 At the international |evel we are

21 wor ki ng with our foreign counterparts to

22 har noni ze conputer crinme laws and elimnate the
23 procedural obstacles which prevent police

24 officers fromrapidly seizing evidence |located in

25 cyber space.

16

1 Several separate efforts are under way

2 to tackle these difficult issues, including

3 multilateral efforts with the Organi zation for

4 Econom ¢ Cooperation & Devel opnent, the P8 and

5 t he Council of Europe.

6 Qur fifth challenge is to find a way

7 for law enforcenent to keep pace wth changi ng

8 t echnol ogy such as encryption.

9 Everyone shoul d recognize that if

10 gl obal information infrastructure is to fulfil

11 its promse, it is so critical for people to have

12 access to strong encryption. Qur support for

13 robust encryption stens fromour conmtnent to

14 protecting privacy and comerce. But at the sane

15 time, citizens rely on governnent to protect the

16 public safety and national security against the

17 threats posed by terrorists and organi zed cri ne.

18 That is why we are gravely concerned with the

19 proliferation of unbreakable encryption which

20 woul d seriously underm ne our ability to perform

21 this critical mssion. For if unbreakable encryption

22 proliferates, we could be faced with an

23 el ectroni c superhighway marred by bands of

24 terrorists and other crimnals. Traditional

25 tools |like court-ordered wiretaps and searches of
17

1 computer files will be rendered usel ess.

2 Now, sone people say you're just trying

3 to expand your authority. Right now, |aw
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enforcenent, if it wants to get a court-ordered
Wi retap, devel ops probable cause to believe that
acrimeis being commtted using wires, and the
I nformati on can be obtained if an intercept is
effected. A court order is obtained, and the

t el ephone conpany puts a tap on the wre.

If we put the tap on the wire and it's
encrypted and we can't break that encryption, we
are going to be nmuch further behind, whether it
be in drug trafficking, in the theft of
i ntell ectual property, in so many other areas.
But right now, if |I get a search warrant for a

drug dealer's home, | oftentinmes bring out
records; a search warrant done pursuant to clear
constitutional standards. | bring out the
records; the DEA anal yst pores through the
records, determ nes evidence that will result in

a significant prosecution.

If instead of being on paper those
records are on conputer disk and those conputer
di sks are encrypted and we can't break the
encryption, the search warrants obtained by | aw

18
enforcenent will nean very little. And to the
conpany that thinks, Well, it's not the drug
dealer that I"'mworried about, it's others; if a
conpetitor or a fornmer enployee steals the
information fromthe conpany and encrypts it on
their own disk and we can't break that
encryption, the person that resisted our efforts
to devel op key escrow w |l be up a creek w thout
a paddle. None of this will matter if the
| nt er cept ed communi cati ons are just
unintelligible junbles of noises or synbols.

Finally, we need the best and the
brightest lawers in the fight against high tech
crime. Maybe sone of you will consider this
chal | enge.

One of the nore extraordinary
opportunities |I've had is to sit over a brown bag
|l unch with the lawers in our conputer section to
hear the debate, to listen to the search and
sei zure questions. It is one of the nost
fasci nating areas of the | aw around now. And
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22 what you m ght say is, Wiy should | get into

23 public service? | saw you yesterday sitting for
24 si x hours before a Senate conm ttee.
25 And I will tell you that after sonme 34
19

1 years, nost of it in public service, yes, you do
2 get cussed at, fussed at, and figuratively beat

3 around the head. But | have found no work in the
4 private sector as rewarding as trying to make the
5 | aw work for people, trying to enforce the | aw

6 the right way according to principles of due

7 process and fair play. It doesn't nean you

8 should stay in public service all your life.

9 It's really good to have a variety and to

10 understand the law fromdi fferent perspectives.
11 But if any of you are technologically literate

12 and sophisticated and interested in this area of
13 the | aw, the conputer section of the Departnent
14 of Justice is a fascinating place to be right

15 NOW.

16 The second challenge that | would |ike
17 to talk to you about seens sonewhat distant, but
18 they are interrelated and both are absol utely

19 critical to this nation's future. Wat can we do
20 now, and as you assune the | eadership of the bar
21 I n the next century, to nmake sure that our | egal
22 system our governnent structures, and our
23 comrunity processes are created, devel oped, and
24 mai ntained in such a way that give to every child
25 in America the opportunity to growin a strong

20

1 and positive way, an opportunity to be educated

2 so that they develop the skills that wll make

3 thema player in this next century of cyber

4 chall enge. How do we create comunities that are
5 safe for our young people in the light of rising
6 yout h vi ol ence; how do we keep our children from
7 dr oppi ng out of school; how do we give themthe

8 heal t hcare that will enable themto growin a

9 strong and positive way.

10 You m ght say what is the Attorney

11 General of the United States tal king about
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12 children for. Because as a prosecutor for 15

13 years, | picked up presentence investigations and
14 | ooked at youngsters that we had prosecuted and
15 convicted for an arned robbery at 17 and seen

16 three or four points along the way where we coul d
17 have intervened in that child' s life.

18 As an Attorney General worried about

19 our ability to conpete in the next century in
20 terns of technology, | want all our workforce to
21 have the opportunity to have the skills that wl
22 make them conpetitive.
23 Unl ess we nmake an investnent in
24 children, we are going to bring our healthcare
25 institutions to their knees because of failure to

21

1 provide for preventive nedical care. W wll

2 never be able to build enough prisons 18 years

3 from now unl ess we nmake an investnent in our

4 chil dren now.

5 How do we design a | egal systemthat

6 makes sure that our children have appropriate

7 medi cal care? That's yours and ny challenge. It
8 can be done. Wat, 30 years ago, the senior

9 citizens of this country said, W're going to

10 have proper nedical care. Let us nake sure we do
11 the sanme for our children. Let us make sure that
12 our children have the education needed to do the
13 j ob.

14 As | figured what to do about the 17-
15 year-old charged wth arned robbery, | went back
16 and devel oped dropout prevention prograns wth

17 t he schools, but soon | earned that that was too
18 | ate; the child had already fallen grade |evels
19 behind, and it was tinme to | ook earlier in the

20 child's life for focus. And at that point the
21 crack epidemic hit Mam in 1985, and the doctors

22 took nme to our public hospital to try to figure
23 out what to do about crack-involved infants and
24 their nothers. And they taught nme that the first
25 three years of life were the nost fornmative in
22
1 any human being's life, the tinme the child | earns
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t he concept of reward and puni shnent and devel ops
a consci ous.

What good are all the prisons going to
be 18 years fromnow if the child does not have a
consci ous and does not appreciate puni shnment?
And | becane convinced that whether you be a
prosecutor, an attorney general, a corporate
president, a school teacher, a doctor serving
m ddl e-cl ass patients and having no concern about
children at risk, all of us are in this together;
and together we have to design a systemthat wll
make sure that our children have proper
health care, that our children have proper
supervi sion as parents
wor k, that our children are properly educated,
that they have the opportunity to | earn work
skills, and that they have the opportunity to be
saf e.

W as | awers have a chall enge of how
we build the structures of governnment, how we
cone together to design a legal systemthat can
provide protection for our children in the
juvenile courts as they are abused or negl ected
or as they are delinquent. W have not net that

23
challenge in the | egal profession yet. W have
much to do, and it is a challenge that | think
all of us nust undertake no matter what
prof essi on we pursue. This has been an
extraordi nary four years and a splendid
opportunity to use the lawto try to serve the
Aneri can peopl e.

This past Monday | was in Phil adel phi a
for the conference on volunteerism | wandered
t hrough the various neetings. | have never seen
such energy, such comm tnent, such hope, such
optimsm The whol e atnosphere was el ectric, of
peopl e doing things in their comunities as
vol unteers. \Wether we be |awers or just people
providing community service, every one of us can
make a difference to this nation. But as we do
it, as we reach out to others, let us never
forget those that are closest to us.

| think raising children is the hardest
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thing I know to do. About 12 years ago a friend
died, leaving ne as the | egal guardian of her
15-year-old twins, a boy and a girl; and the
girl was in love. 1've |earned an awful | ot
about raising -- I've learned an awful | ot about
raising children in the last 12 years, and |I've

24
| earned it takes |ove, hard work, intelligence,
and an awful lot of luck; but that it is the nost
rewar di ng experience that you can have. Wen
put that 15-year-old, then 17, on the plane to
send her off to college, and when | went to see
her graduate cum |l aude in three years, and on
bot h occasi ons she threw her arns around ny neck
and said, "Thank you. | couldn't have done it
W t hout you."

As you pursue your | egal career,
remenber there is nothing as rewardi ng as nmaki ng
sure that you do right by the people you | ove.
And so as you strike out fromhere either this
June or in the years to cone, go to that | aw
firm go to that governnent agency and say, Wat
do you do about famly | eave? Wat do you do
about child care opportunities? Wat do you do
about flextinme? Wat do you do about
tel ecommuti ng? How much are you putting children
and famlies first inthis lawfirmor in this
gover nment agency? And if you start com ng out
of | aw school asking those questions, you're
going to help change the culture of Anmerica so
that we put children first and so that we devel op
a generation 20 years fromnow that can cope with

25
any conpetitor in the world in terns of conputers
and address these critical issues that we have
di scussed today and others that we don't even
begin to dream of.

There is a strength in this nation. |
have seen it in communities; | have seen it anong
t he young people. | believe -- never before have
| believed so strongly in this nation's future,
in this nation's ability to cope with its
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problens. | believe that working together
addressing issues with hope, with vision, with
common sense, and wi thout a | ot of
partisan rhetoric, we can nmake a
di fference.
Thank you.

(Proceedi ngs were had

whi ch were not

st enographi cally recorded.)

26
STATE OF ILLINO S )
) SS:

COUNTY OF K A N E)

KI MBERLY W NKLER CHRI STOPHER, bei ng
first duly sworn on oath, says that she is a
Certified Shorthand Reporter; that she reported
i n shorthand the proceedi ngs given at the taking
of said presentation; and that the foregoing is a
true and correct transcript of her shorthand
notes so taken as aforesaid and contains all the
proceedi ngs given at said presentation.

Certified Shorthand Reporter
Li cense No. 084-002752

Subscri bed and sworn to
before ne this day

of 1997.

Notary Public
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