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APPENDIX VIII

OFFICE OF THE INSPECTOR GENERAL ANALYSIS AND SUMMARY
OF ACTIONS NECESSARY TO CLOSE REPORT

The OIG provided a draft of this audit report to the FBI. The FBI
response is incorporated as Appendix VII of this final report. The OIG
analysis and summary of actions necessary to close the report is presented
below.

Analysis of FBI Response

The FBI has experienced significant growth in security checks — both
fingerprints and name checks - since FY 2001. While fingerprint
identification is automated and better equipped to handle the surge in
fingerprint submissions, the name check process is predominately manual
and dependent upon human resources. While we acknowledge that the
USCIS resubmission of 2.7 million name checks did contribute to the NNCP
backlog, the manual name check processes have played a role in sustaining
the backlog.

As the FBI indicates, the NNCP is in transition as it consolidates staff
and technology under one roof. Therefore, a comprehensive well executed
plan is needed to coordinate its current initiatives and long term solutions,
such as replacing its phonetic name matching tools. The FBI has agreed to
all 21 recommendations, and it also responded that it has taken steps to
implement 15 of the recommendations at this time.

Summary of Actions Necessary to Close the Report

Based on the FBI's response, the OIG considers the report resolved.
The following is a summary of actions necessary to close the
recommendations.

1. Resolved. This recommendation is resolved based on the FBI’'s
agreement to establish protocols for periodically testing and updating
its name matching search tools. This recommendation can be closed
when we receive the FBI’'s procedures for periodically testing and
updating its name matching phonetic search tools.
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Resolved. This recommendation is resolved based on the FBI's
agreement to explore other phonetic search tools. In FY 2008, the
FBI revised its name check fee structure to include funding for
information technology enhancements. The FBI stated that the new
fee structure will permit the FBI to explore other phonetic search
tools to work in conjunction with or as a replacement for its current
Soundex-based algorithm. This recommendation can be closed when
we receive documentation on the phonetic search tools the FBI has
implemented to work in conjunction with or as a replacement for its
current Soundex-based algorithm.

Resolved. This recommendation is resolved based on the FBI's
agreement for appropriate RMD representatives to regularly attend
and actively participate in Federal Identity Matching Working Group
meetings and initiatives. This recommendation can be closed when
we receive documentation that RMD is fully participating in the work
of the Federal Identity Matching Working Group.

Resolved. This recommendation is resolved based on the FBI's
agreement that the NNCP and ITB will closely coordinate to ensure
that interim and long-term technology efforts modernize the FBI's
name matching capability. The Sentinel Program Management Office
agreed that close coordination with subject matter experts within
RMD and ITOD concerning the NNCP interface with Sentinel is
important. This recommendation can be closed when we receive
documentation that a next generation name check program has been
implemented.

Resolved. This recommendation is resolved based on the FBI's
agreement to update NCDD training materials, and provide annual
recurrent training to name check employees and contractors starting
in July 2008. This recommendation can be closed when we receive
the updated NCDD training materiails and a record of the July 2008
training session and participants.

Resolved. This recommendation is resolved based on the FBI's
agreement to correct the operability issues between the NCDD and
the T Drive. The FBI stated that the operability issues have been
substantially corrected, allowing analysts to see T Drive updates to
rapidly assess changes in the directory. This recommendation can be
closed when we receive documentation to support that the directory
mapping issues between the T drive and the NCDD are corrected.
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Resolved. This recommendation is resolved based on the FBI’'s
agreement to develop and implement a formal training curriculum.
During our audit we noted the training manuals and guidance
provided to employees varied from one employee to the next.
Further, the NNCP had no formal curriculum for initial or refresher
training. This recommendation can be closed when we receive
documentation that a formal curriculum that includes related annual
and recurring training is developed and implemented.

Resolved. This recommendation is resolved based on the FBI's
agreement to explore providing system access opportunities to new
hires during training. The FBI stated that a mandatory pre-
employment meeting with all personnel and contractors will be held
to initiate system’s access screening procedures prior to actual
arrival. Our audit found that name search and dissemination training
would be more instructive if new employees and contractors were
provided system access during the training. This recommendation
can be closed when we receive documentation that the FBI has
provided systems access to new employees and contractors during
training.

Resolved. This recommendation is resolved based on the FBI's
agreement to reorganize the NNCP to improve the supervisor-to-staff
ratios and relocate five GS-14 Name check Supervisors from the
Washington D.C. area to the Winchester facility. This
recommendation can be closed when we receive documentation of
the NNCP’s supervisor-to-staff ratios upon the implementation of the
NNCP reorganization and the transfer of five Name Check Supervisors
to the Winchester facility.

Resolved. This recommendation is resolved based on the FBI’'s
agreement to enhance the quality assurance measures within the
NNCP. This recommendation can be closed when we receive
documentation that the FBI has developed and implemented quality
assurance measures and guidance for all steps of the name check
process.

Resolved. This recommendation is resolved based on the FBI's
agreement to develop and implement an improved name check
tracking process. This recommendation can be closed when we
receive documentation that a reliable name check submission and
completion tracking function has been developed and implemented.
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Resolved. This recommendation is resolved based on the FBI's
agreement to periodically reevaluate production metrics. This
recommendation can be closed when receive documentation of the
plans for reevaluating production metrics on a periodic basis to
appropriately evaluate personnel production.

Resolved. This recommendation is resolved based on the FBI's
agreement to modify the NCP application to include re-prioritized
name checks in progress. This recommendation can be closed when
we receive documentation that the FBI has enhanced the NCP
application to accurately account for all expedited name check
requests.

Resolved. This recommendation is resolved based on the FBI's
agreement to maintain a current list of central points of contact for
field divisions. During our audit we noted that the NNCP had a point
of contact listing that was not current. This recommendation can be
closed when we receive documentation showing that the point of
contact list has been updated and a process for regularly updating
the list is implemented.

Resolved. This recommendation is resolved based on the FBI's
agreement to develop guidelines for submitting field division file
review requests and followup. The FBI stated that the NCDD
program was enhanced to allow for tracking of field division file
review requests, and that the NNCP is in the process of developing
procedures for requesting and following up on field division file
review requests. In addition, a special team within the NNCP was
established to follow up on overdue field division file review requests.
This recommendation can be closed when we receive the NNCP’s
guidelines for submitting and following up on field division file review
requests.

Resolved. This recommendation is resolved based on the FBI's
agreement to expand USCIS representation to the Winchester
facility. This recommendation can be closed when we receive the
results of the FBI's efforts to provide a USCIS representative at its
Winchester facility or establish a dedicated USCIS central point of
contact for NNCP analysts.
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Resolved. This recommendation is resolved based on the FBI's
agreement to reassess its fee structure at least biennially. The FBI
stated that RMD established a Financial Services Unit in 2006, which
has oversight of the name check fee. This unit is responsible for
monitoring cost recovery and conducting new fee studies whenever
required by operational changes or every 2 years, whichever comes
first. According to the FBI, the Financial Services Unit has engaged
an independent contractor and initiated the next cost and fee study.
This recommendation can be closed when we receive the results of
the new cost and fee study.

Resolved. This recommendation is resolved based on the FBI’'s
agreement to establish a uniform policy for accepting and charging
FBI field divisions for third-party name check submissions. This
recommendation can be closed when we receive the FBI's policy for
accepting and charging FBI field divisions for third-party name check
submissions.

Resolved. This recommendation is resolved based on the FBI’s
agreement to develop a formal long-term business plan for the
NNCP. The FBI stated that RMD is scheduled to participate in its
Strategy Management System, which will allow for the development
of a long term business plan. This recommendation can be closed
when we receive the FBI’'s long-term business plan for improving the
efficiency and accuracy of the NNCP’s operations.

Resolved. This recommendation is resolved based on the FBI's
agreement to assess fingerprint fees at least biennially consistent
with OMB'’s Circular A-25. The FBI stated that it recently awarded a
5-year contract to ensure that annual user fee studies are conducted.
This recommendation can be closed when we receive documentation
on the contract that was awarded to ensure that the fingerprint fee
structure will be assessed at least biennially.

Resolved. This recommendation is resolved based on the FBI's
agreement to formalize its procedures for documenting and
approving adjustments to AFIS. The FBI’'s response reiterates its
process to manage and implement system changes. Our audit found
that CJIS personnel could easily recite the methods used for
processing changes to AFIS, but these methods have not been
memorialized in CJIS’ policies and procedures. This recommendation
can be closed when we receive the formal policies and procedures
CJIS follows before making changes to AFIS.
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