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JANET RENO. Thank you, Greg, and thank you very nmuch for your great
service. And to you, M. Lee, thank you so nmuch. It is wonderful, and
| think this is a synbol of what we're all about in this country as
we try to address the issues of crine. A Republican DA wth a forner
Denocratic DA, that's what it's about. It's not about political
rhetoric. It's about common sense in getting the job done, and in
that context | salute you all.

| salute you because you' re engaged in sone of the nost inportant
wor k that | aw enforcenent has ever faced. You are at the cutting edge
of one of the nobst exciting opportunities and one of the greatest
chal | enges that we have faced in Anerica: Do we control the

t echnol ogy, or does the technol ogy control us.

You are proving once again that nmachi nes are made by nman and
humanki nd. And if we prepare ourselves, if we educate ourselves, we
can use these machines, we can use this technology to create sone of
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the nost exciting opportunities possible for the Arerican people.

The i nportance of energing technol ogies and the significance of the
gl obal information infrastructure stagger the inmagination and convert
vanity to prayer. This infrastructure, if properly devel oped and
protected, will be used for personal communications, financial
transactions, nedical care, the devel opnent of new intell ectual
property and a host of other applications. Today econoni sts are
giving it credit, the whole information infrastructure, for hel ping
to sustain one of the nobst prosperous tines in our econony and our

hi story.

New technol ogies allow us to do things that were previously

| npossi bl e, but they can also be msused in creative ways to threaten
both public safety and national security. The sane technol ogi es that
facilitate lightning fast and ultra-reliable transactions between
conputers and allow us to use our credit cards all over the world can
be m sused by crimnals |ooking to obtain those credit cards for

f raudul ent pur poses.

A conputer can be used by a man sitting in his kitchen in Saint

Pet ersburg, Russia to steal froma bank in New York. The sane
technol ogies that allow us to share photographs of our children and
grandchi | dren across the gl obe nake it possible for others to
transmt child pornography to pedophiles.

O course, child pornography is but one problem Virtually all crines
can be coomitted over the Internet, including consuner fraud, hate
crimes, econonic espionage and terrorism and the infrastructure
itself presents a target for the hacker and for the terrorist. But
what ever the case, we are trying to work with you in every way
possi bl e.

For exanple, the Departnent of Justice has now funded ten state and
| ocal Internet Crines Against Children task forces with ei ght nore
soon to be created. These task forces supplenent the online

I nvestigative prograns of the FBI and the US Custons Service.

We have worked large international cases such as Cheshire Cat, a
chil d pornography investigation involving 14 countries and 22
districts in the United States. Next week, we will be actively

i nvolved in an international conference on child pornography in
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Vi enna, Austria, and we want again to be a partner.

Wth you, we are on the front lines at the state, |ocal and regional
|l evel to transmit information, to exchange information and to |et you
know t he | at est devel opnents that we have | earned of in these

conf erences.

But it is against this backdrop that we nust focus on the future of

| aw enf orcenent and the uni que chall enges posed by gl obal networks.
But before we go too far into the future in terns of issues that wl|
face | aw enforcenent in cybercrine and in the use of cyber tools, we
must concentrate on solving a problemthat has plagued us in | aw
enforcenent now for too long, and it is now nmade nore probl ematic by
narrow bandi ng and the devel opnent of w rel ess comruni cati ons.

That problemis how do federal, state and |ocal |aw enforcenent
agencies, other first responders, governnent |eaders and citizens
comruni cate together in a secure, reliable way both day-to-day and in
energencies such as Littleton, such as created by Hurricane Fl oyd,
such as in responding to weapons of mass destruction.

| was in Littleton about three days after the tragedy, and again and
again |l aw enforcenent said: If you can do anything, find a way that
we coul d have comuni cated effectively during those terrible hours.
That is our challenge, to nake sure that federal agencies can talk
together with state and |local, with energency responders, with fire
rescue to make sure that we save |lives and that we protect the
public.

To that end, the Departnent of Justice has devel oped a pil ot program
One of the first is here in San Di ego, another in Uah, Seattle, and
we're looking to South Florida and to Vernont as other instances
where we can pilot a project and determ ne how best to deal with this
| ssue.

The second challenge that | think we all face at whatever |evel of
governnent is how we recruit and train a sufficient nunber of people
interested in public service, interested in | aw enforcenent who have
the expertise necessary to match wits with those that threaten our
nati onal security and our public safety.

This is a particularly critical tinme in that effort, for nost of our
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popul ati on doesn't have the expertise either in |l aw enforcenent or in
conputer technology. W are in a situation where industry is paying
far nore than we can pay in state, federal and | ocal governnent. W
are at a tinme of full enploynent.

That is why | salute you, particularly detectives, prosecutors, other
peopl e who are concerned, industry representatives who are conmtted
to supporting state and |l ocal |aw enforcenent. You are the epitone of
public service, and you face one of the extraordi nary chall enges.

How do we address the issue? First of all, | think we've got to share
expertise, share expertise between the different |evels of |aw
enforcenent, share expertise between industry and | aw enforcenent,
share experti se between the academ c world and | aw enforcenent, and
we need to devel op networks that can ensure that be done.

Rat her than one institution having to hire its own expert in a
certain area, let us share expertise. Let us identify the pockets of
expertise across the country. Let us avoid costly duplication and
fragnmentation that prevents us from understandi ng the | atest

devel opnents. |If we can plan this together, we can nake an
extraordinary difference, but we face sone chall enges.

The technology is constantly changi ng. There is new equi pnment. W
train agents on Wndows 3.1, and a year |ater they have new machi nes
to run Wndows '95, and we have to start all over again.

How do we constantly provide the best in training? The demand for
cyber training at this point far exceeds the supply. The Justice
Departnment is actively working to address this need. W have created
t he national cyber-con training partnership open to any |aw

enf orcenent organi zati on whose mandate i ncludes electronic crine

| nvesti gation, prosecution or training.

The partnership is devel oping training courses, exploring new ways to
deliver that training to | aw enforcenent personnel and instituting
the trainer prograns to increase the supply of avail able cybercrine
teachers. | amcommtted to that effort; and in the tine that follows
nmy remarks, | would like to hear fromyou as to what we can do to

| nprove that effort.

One of the suggestions that | have made at a federal level is the
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devel opnent of a cyber-corps concept simlar to ROTC which would
permt people to go to college, devel op an expertise for which they
had al ready indicated an aptitude and have the governnent pay for at
| east part of their education or for advanced education. W woul d
like to work with you in seeing how that can be pronoted. | don't
have answers yet in terns of ways to get it done, but this is one of
ny i nportant projects.

The third chall enge, however, that we face is how we put the | atest

technol ogy in the hands of the people who have the expertise to use

it to protect public safety and the national security. It's changing
as we speak.

Let's apply the sane concept. Let's |look at this nation as a whol e.
Let's say the FBI has this particular technology; this part of
governnment has that. Let's share it because we can electronically
comruni cate and we don't have to have two of this very specialized,
very expensive equi pnent.

The San Diego area has this. It can share that with Los Angeles, with
the rest of California. W don't need to have two expensive types of
machi ne. But in other instances, there will be a need for machi nes at
every |l evel and equi pnent at every level. Let's use our limted
resources as w sely as possible and plan a systemof sharing in this
country that can give you the tools to do the job no matter what the
cost.

The President's Fiscal Year 2000 budget requested $350 million to
assi st state, local and tribal jurisdictions in deploying the |atest
state-of-the-art technology to fight crine. These nonies will enable
| aw enforcenent to inprove | aboratory techni ques such as DNA

anal ysis, upgrade crimnal history records, establish a gl obal

i nformati on network and i nprove police comuni cations.

W are conmmtted to ensuring that | aw enforcenent officers have the
tools. W want to work together with congress to provide technol ogy
and resources to state and local, to others to avoid the duplication
and to ensure the best use of our dollars.

| would like to publicly comend Senator M ke DeWne and Senat or Pat
Leahy, who have done so nmuch in the devel opnent of the DeW ne-Leahy
| egislation to focus on this need that we are discussing today.
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But you all here in San Diego are exanples that we can cite to show
just what is being done and what nore can be done if we provide the
resources. Here you created the San D ego Regi onal Conputer Forensics
Laboratory. | have heard of the devel opnent of this |aboratory now
for a nunber of years, and | have been touched by this regional nmulti-
agency approach to conputer forensics. It's particularly inportant as
conputers are increasingly used to conmt crine and to store

i nformati on and conmuni cati ons regarding crimnal conduct.

| am convinced that only by pooling regional resources and efforts
wll we be able to ensure that we can process electronic evidence in
atinely fashion limting the tine lag currently suffered in many
jurisdictions seeking to obtain an analysis of seized conputerized
evi dence.

Addi tionally, such coordination will also reduce the |egal and
factual problens that mght arise if different | aw enforcenent
authorities use significantly different standards and protocols to
sei ze, secure and anal yze conputer evidence. Finally, this regional
approach wll lead to greater training for street officers and agents
and will assure the availability of skilled resources in addressing

t he cases involving el ectronic evidence.

Sinply put, conputer forensics is not a discipline that can be

devel oped on an ad hoc basis by individual agencies, departnents and
jurisdictions. | believe that the San Diego lab will serve as an
exanple for all of us, and | support the devel opnent of this and

ot her regional |aboratories, as well as the creation and testing of
standards to be used regionally, nationally and internationally.

It's not going to help us if there are five different standards for
the introduction of evidence around this country and if we can't
exchange information so that it can be used and be introduced in
anot her jurisdiction. W have got to devel op these forensics
standards, and | think this is one of our highest priorities, and
we're conmtted to doing everything we can to work with you in that
effort.

| ndeed, we have got to | ook beyond our borders. In 1997 when | hosted
the first ever neeting of Justice and Interior Mnisters of the 3,
the big eight countries, we issued an action plan which calls for,
anong ot her things, devel oping and enpl oying conpati ble forensic
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st andards anongst the B countries. It's not going to do us any good
I f one of our colleagues across the ocean devel ops evidence that he
thinks is going to be adm ssible in our courts and cooperates with us
In every way possible and then we find that it is not adm ssible.

One nore inportant point about the San D ego | aboratory. | understand
that the inpetus for the creation of the |ab cane fromthe
prosecutors, the detectives, the officers who actually work conputer
cases and who see the problemfroma street |evel perspective. Your
sol ution, the pooling of resources and talent into a regional

| aboratory, has worked while others have fail ed.

What is the | esson? The | ab has succeeded, | think, because it is a
good i dea supported and generated by those of you who are on the
front line, who work the problemevery day, who see what you need in
ternms of evidence and cases and court tine in the real world, not
sone federal crinme problemthat we're dealing with when we say, well,
we'll get the resources to people when we can. You have the sense of
urgency that is so inportant, and we want to try to respond as wel |
as we can to that sense of urgency.

In all of your communities, | recommend a simlar approach. Collect

t he peopl e who are doing the work, | ook at what you've got, |ook at
what's avail abl e. What do you need? Who can provide it? Does the FBI
have sonme national programthat can provide a piece of equi pnent? Can
you obtain nonies through a grant fromthe Departnent of Justice?
Does ATF have a particul ar piece of equipnent that is useful ? You' ve
heard of sonebody in industry who has been cooperating with | aw
enforcenent in a thoughtful way. Can they be of assistance? How do we
get the job done w thout fragnentation, w thout duplication?

That | eads to anot her chall enge. How do we form together a gl obal
justice information network that is non-proprietary, that is

st andar ds- based, that will permt us to store, access, obtain
information in an orderly way from databases across the country that
wi |l help us understand what crine problens are being developed in a

particul ar area that we would not have known anyt hi ng about until we
had waited to see the advent of this new problem

It may be invasion of a neth. distribution systemin soneplace in
Arkansas. It may be the devel opnent of a new organi zation dealing in
drugs generally in sonme other comunity, but how do we use this
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information in a global way with reliability, with security to get
t he job done.

Every detective in this roomw Il tell you that the lifeblood of his
or her work is information, information fromthe snitch, information
fromthe person that the FBI agent interviewed in a totally different
manner. But | ook at what happens in a comunity where you take FBI
302's, DEA 6's, San Diego Police Departnent arrest reports and

I nci dent reports, San Diego Sheriff's Departnent's reports, devel op
theminto a database, | ook at particular areas and plan based on

I nformati on.

Fifteen years ago, if the sanme Buick with the battered right fender
had been used for 15 different conveni ence store robberies in 15
different coonmunities in an area, in a county, it mght have taken us
a very long tine to find that out. Now as we devel op this capacity,
we can find the information so essential to the solution of crines
quickly if we can devel op networks that talk to each other.

That | eads to the next problem and | will only touch on it because
you w Il be hearing nore about it this week. Even if we devel op the
best capacity in this country, the creation of gl obal networks neans
that individuals will increasingly commt crinmes across state and
nati onal borders. The fellow sitting in the kitchen in Saint

Pet ersburg, Russia is not a fignent of ny imagination. It is a real
si tuation.

This neans that different agencies will have to work together closely
i n an increasing nunber of cases. An officer may quickly find hinself
or herself in the mddle of a case with international inplications.
For exanple, during the raid of a drug dealer's honme, an officer

m ght downl oad data fromthe suspect's network account only to find
out later that the data was stored in a foreign country and the

downl oad violated that country's | aw.

Thus, the Justice Departnent is actively consulting with our foreign
partners on how to handl e what has becone known as trans-border
searches. These di scussions are occurring in various fora: The G,

t he Council of Europe and the United Nations. Scott Charney will be
touching on these issues nore this week.

But even if we solve conplicated |egal issues |like trans-border
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searches, part of our problemw || be just the exchange of evidence
and information, and the Justice Departnent is trying to devel op
partnerships with state and | ocal |aw enforcenent across this country
to provide those |links that you m ght not otherw se have access to.
Let us know how we can inprove those efforts.

One of the biggest challenges that we face in this whol e area,
however, is encryption. Encryption allows data to be scranbled to
protect its confidentiality. The use of encryption is critical. Users
of our global information network are to have confidence that their
data will be protected and stored in and transmtted over networks.

| ndeed, people |lose sight of the fact that part of |aw enforcenent's
job is to protect privacy. If we do that job successfully, we wll
enhance public confidence in networks used for conmunications and
comerce, and we will contribute to the remarkabl e opportunities that
t hi s technol ogy provides.

At the sane tine, however, encryption provides a new and powerf ul
tool for crimnals because it provides for unbreakable security for
both realtinme communi cations and stored data. Thus, we are gravely
concerned that the proliferation of unbreakable encryption could
seriously underm ne our ability to performour critical m ssion.

There is no doubt that court authorized wire taps are anong the nost
successful |aw enforcenent tools used in preventing and prosecuting
serious crines, including organized crinme and terrorism They have
been used with great success by | aw enforcenent agencies across the
country.

In all of these cases, wire taps were determ ned by the Departnent of
Justice and others to be absolutely essential to the arrest and
prosecution of the targeted individuals and oftentinmes to the seizure
of mllions of dollars with forfeit able assets fromthe defendants.
Cccasionally, wire taps are also used in an energency situation to
save lives. For exanple, energency wire taps were used in two

ki dnapi ng i nvestigations and were directly responsible for saving the
| ives of the victins.

Encryption can do so nuch to defeat those efforts unless we figure
out solutions. But as crushing as it would be to lose the ability to
successfully wire tap crimnals, the spread of unbreakabl e encryption
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woul d have a far broader inpact. If it beconmes commonpl ace, we wl|
| ose our ability to access stored data in all types of cases.

Now, | ask you to |et people know just exactly what we're tal king
about. Many privacy advocates say we shouldn't have access at all,

but we now have access to a drug dealer's black book if we can get a
search warrant authorized by the court, and the Anerican people woul d
be very upset if we couldn't, through proper processes, get access to
t he bl ack book.

The drug dealer is taking the black book these days and beginning to
put it into the conputer; and if we can encrypt conputers so that |aw
enforcenent can't get into the conputer, get into the conputer wwth a
search warrant or other authorized warrant of the court, then the
Aneri can people are going to be upset.

We've got to make clear as we discuss the bal ance between privacy and
public safety about what we can do now, what is necessary both in
ternms of wire taps and in terns of search warrants for us to have the
i nformati on we nmust show the court before we are able to do this.

| think this is inportant because too nany people are confusing the
issue. And if we put it in terns of what we do today to protect
public safety, | think we can nake Anerica appreciate what we're
trying to do, and | think we can secure tools that are inportant in
terms of dealing with the issue of encryption.

As encryption proliferates and becones an ordinary conponent of nass
market itens and as the strength of encryption products increases to
t he point of denying |aw enforcenent access, the threat to public
safety will increase exponentially. | can just imagine the day not
too far away when every conputer sent to the San D ego forensics

| aboratory has data which is robustly encrypted. Wiat do we do about
it?

To support the goal of providing for privacy but ensuring the
protection of public safety interests, the adm nistration | ast

Thur sday announced a new encryption policy, a balanced approach which
w || encourage the use of encryption but protect national security
and public safety. Essentially, export controls wll be sinplified,
and nore encryption products will be easily exportable. This wll
hel p secure our networks and prevent crine. Unfortunately, this wll
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make encryption nore accessible to crimnals. To address that
concern, the President has transmtted to Congress the Cyberspace
El ectronic Security Act, known as CESA.

CESA has three main goals. First, it would protect encryption

i nformation held by third parties but provide a | egal franmework for
permtting | aw enforcenent access to such information. Secondly, it
woul d provide a funding authorization of $80 million to fund the
FBI's technical support center. This center would provide support to
federal, state and | ocal |aw enforcenent when encryption is
encountered, and we would work with industry, with the academc
world, wth state and | ocal |aw enforcenent to provide the | atest
expertise we could of how to obtain plain text according to
constitutional, [awful principles.

This raises one of the nost inportant things that we need to do in
the nonths and years to cone, and that is to devel op a true,

meani ngful di al ogue with industry and with the academ c world so that
we have their insight into the | atest devel opnents that can provide
for privacy while at the sane tine providing access to | aw
enforcenent pursuant to the constitution. Because we will need

I ndustry's know how to get the job done right, CESA provides that
such techni ques shoul d not be disclosed unless required by the
constitution.

There are going to be so nmany issues that we face. W're going to

| ook back, and we're going to feel as | did when | had ny first
sumrer job. | had just graduated from high school. | was on ny way to
college, and ny first summer job was in the Dade County Sheriff's
Ofice. There was a little bitty laboratory, a little bitty
fingerprint section, a record section that was on 3 x 5 cards. And |

| ook at the | aboratory of the Metro Dade Police Departnent today, and
| marvel at how far | aw enforcenent has cone.

|f we think we have cone that far since the sumer of 1956, | think
we will |ook back in ten years and narvel at how far we have cone in
just ten years. There is so nuch that we can do to prepare for these
new devel opnents if we work together. | |look forward to doing that,
and I'd like to start that now with you by asking you a question but
al so throw ng the forum open for questions of ne.

But ny question of you is: If you were the Attorney Ceneral of the
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United States, how would you i nprove support for your efforts in the
| nvestigati on and prosecution of cybercrinme and in the utilization of
the |l atest technology and the | atest cyber tools avail abl e?

| get so many good answers, and | try to take them back to Washi ngton
and put theminto effect, so let ne throwit open now for questions
or answers to that question.

STATE OF CALI FORNI A ss. COUNTY OF SAN DI EGO
|, MCHELLE HERVAN, RPR, CSR #10982 do hereby certify:

That the above proceedi ng was taken before ne at the tinme and pl ace
therein set forth and was taken down by nme in shorthand and
thereafter transcribed into typewiting under ny direction; | further
certify that | amneither counsel for nor related to any party to
said action, nor in any way interested in the outcone thereof.

| N WTNESS WHERECF, | have subscribed ny nane this 21st day of
Sept enber, 1999.

M chell e Herman, RPR, CSR
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